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Abstract CDNs (Content Delivery Networks) have been widely deployed to achieve fast content access and better security
such as DDoS attack mitigation. However, to support HTTPS services, CDN providers need their custom original websites
to share certificates and private keys to establish HTTPS connections with browsers, because browsers require validating
the visited website’s certificate rather than the connected CDN’s certificate. Sharing private keys explicitly conflicts the
design principle of PKI and arises deep concerns over CDN’s role in standard PKI trust model, considering that the dele-
gation between the CDNss and the original websites is opaque and the original websites lack the capability of rapid updat-
ing and revoking such delegation. We present DET (Delegation Transparency for HTTPS with CDNs), a system that pro-
vides public and verifiable delegation management for HTTPS with CDNs. In DET, an original website publishes all its
delegated CDN providers in a public log, and generates a corresponding delegation proof, which is delivered to the visiting
browser along with the CDN’s certificate during HTTPS establishment. The visiting browser is able to verify the proof and
accept the CDN’s certificate without any previous connections to the original website. In DET, the original websites and
CDNs manage their SSL private key separately, meanwhile the original websites are able to revoke or update their delega-
tion independently. We have implemented the prototype of DET. The performance evaluation demonstrates that the intro-
duced overhead (in terms of bandwidth, latency and storage) is modest.
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Table 2 The processing time of each type of opera-
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