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Abstract With the development of Identity-Based Cryptograph, the online/offline technology is considered to be a
promising way to accelerate the computation of key extraction and encryption, because a large proportion of computation
will be pre-computed in the offline phase before knowing the message to be encrypted and recipient’s identity. Light com-
putation is required in the online phase for key generation and message encryption. In this paper, we propose a novel effi-
cient identity-based online/offline encryption with public optional Outsourced Key Generator (OKG) scheme. The OKG is
applied in our scheme to remove the inherent key escrow problem. Unless the Private Key Generator (PKG) colludes with
OKG, neither PKG nor OKG can decrypt the ciphertext independently. Users can according to their confidence of PKG to
choose whether to use the public OKG after set up the IBOOE system. To reduce the user's decryption computational cost,
this scheme can support outsourced decryption. The most part of decryption computation can be done by outsourcing
cloud. Besides, the key generation algorithm can also adopt the technique of online/offline. Furthermore, we present the
proposed scheme can get IND-ID-CPA security based on the weak /-BDHI assumption in the random oracle model. The
efficiency analysis shows that the scheme has advantages in terms of computation complexity and storage overhead.

Key words identity-based encryption; online/offline key generation and encryption; outsourced key generator; out-
sourced decryption; key escrow; provable security
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