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Abstract The well-developed photo sharing service has infiltrated our daily life, this novel service mode provides us
conveniences at the cost of our privacy. This situation becomes more serious with the increasing number of social photos
and individuation of user’s requirements. In this paper, we study the photo privacy-preserving mechanisms in online social
networks based on analyzing the state-of-the-art research trends. Specifically, we first introduce the full life-cycle model of
photo privacy, and review the information classification, defense motivation and attack models. We also present the threats
and challenges of photo privacy leakage. Then, we make a comprehensive study on this research field in terms of Genera-
tion and Perception, Publication and Exchange, Storage and Disposal, Combining Analysis. Finally, we discuss the future
research directions on photo privacy preservation.
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