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Abstract Traditional fair contract signing protocols need a centralized trusted third party (TTP) to ensure the fairness of
the protocols. When the third party becomes dishonest and colludes with one participant, it is unfair for the other partici-
pant. Meanwhile, the third party may reveal sensitive information from the participants, which is a great threat to the pri-
vacy of the participants. Therefore, the fairness and privacy are dependent on the reliability of the third party. Using
blockchain technology, fair contract signing protocols can be decentralized to achieve fairness. It poses new challenges to
the privacy issues since anyone can access and verify a public blockchain. In the existing privacy preserving fair contract
signing protocol based on public blockchain, the secret information shared by the participants is used to encrypt the con-
tract information and the public keys so as to conceal the true identity information in the participants’ digital certificates.
However, in the commit phase of the protocol, two deposits would probably reveal the identity information of the partici-
pants because of the pseudonymity in the blockchain. For maximum protection of participants’ privacy, this paper uses the
coin mixing technique, which introduces a semi-honest third party to provide the mixing service, and designs a new fair
contract signing protocol based on blind verifiably encryption signature scheme. The new protocol allows multi-party con-
tract signers to fulfill the task of fair contract signing on blockchain, and protects not only the privacy contents related to
the contract but also the privacy of identities of contract signers.
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BARS % f +wB.

5 hiREMSH

AT 22 AT 8. 78 5.1 TE T
G LA TR 22 A, (6 5.2 FTULRE T P UEfF
TEMIA R Z A
51 REMSH

SEH 1 GRS

BB, T Minter ANREFELEARSS, PATHH T
TR E L YNRIES: d Bo X Minter AL, i R
EABIRRSS %, EIIARIE 4o BT DA B f A Al 2
RS AE R, BI Minter 2 SEi AT B . R,
IEA R TEHZES 5T G, 5 LR =H:

() BH—J5WsE.

{5 Alice WS T Bob AN SE o IX i il Sk
Alice R Minter WIS E G FH, HEEIAS
Minter g %5 %% £ +wB. 1fi Bob K AEA A1 H T
BVES %44, BETCIEZEE] Minter ZHN{RIES: d B,
WRET HOZMWIRIES d + £ B. Bob K AAM
SEM A3 THES, Bk d+ f+wB.

(2) XT7HBEWEL o

XFE L E A Alice F1 Bob R Minter #5%1)
2B A, A AT o3 AT LAE X HesE A5 2% 7 1
BVES ¥ 724 VL ) Minter [¥] BVES I FASH, &5
AT DLIE T A 2056 5 6 B R R B 5 25 44

(3) MTTHEAS IS 6

XAH I ERE Alice F1 Bob #¥% A R Minter
RIS E G, HBRT d+ f+wBe XANETIHL
HI R A T2 br i S, RS & E R I A A B RT3
L), BN FET . AWk, IER NS W
T B NERR, (R AE 5 =5 AR A SR AR 55,
I H WS H AT PR

MRYE L TH RS A5 50, XU B A #R R SR 5 7
M4, BAREMERMIERN T4, EA
HAFRAGAE], BT LAZ IS0 2 AP

SE 2 HhUGH R A

IEEH. MBLTR =ANJ7 T RAE:

(1) iz FREFE T BVES 5. 1M H g #0045

UERA T 1% 5 AT JE T AT 5001 0 5% 25 4 (25260 7z 4= i 7Y
TEAEARREEHRAThIER. HARAESS
Ji HERE T, BT RA S50 4 515 2 & R
T4

(2) fER—H I, ¥ Minter 23515 N A Ak
D AT 2B A . RN AR IE YRR TR 2
G, B DM A SRS B2 RESS « 45 Alice F1 Bob
AN EASH, AR N/ (N -1) . &
B AEXANES T, Mt Alice B} Minter 25
T AR, B2 Bob WHZBE AR I, XANFRA
TR FEEE A M50 T, B E IR A 0. PRI,
S o AT 2 B () B KRR 1/ (N —1) o A ELIE R
(1) N ARKES, 1X MR ZIR /N

(3) B N—FETE I, Alice F1 Bob A AEERAN [F]
= EA F R AT A& RIS E . H R
AT B & E B ER =5 Be W S BRAT VR, Alice
Bob it BT 545 26 75 A F AU 4 . BRI, I
hr IR LT 0.

WRYE EHEF BT, RA S5 7 aeas 13 20
it GRS 4, BA SR B EUR(E . R,
PG 2 22 A
52 &

AL =7 RAEBEIRE IR 5%, B 5R Phs m)
Bt BT AAEZEEGFTPIEN, B Alice
S Minter 258 &[], BEHS Bob % 2% % 3 Alice (113
WL, PR EA T o (H &5 R AE SERR N FH )
SR, FESE AT RREZNBRNER, 1
RESCR M B A R AR . NI, EPAT ML Z AT,
277 v CABE ML P e 25 I, B e A R 2%
BT R, AR R E B TR) P 2 A A
A B T

6 ZHip

AR SR R 1R T 36 UE N 8 25 44 07 58 PA B IX B
BEBCAR, JFH SIS W] 5 5 = R HLRE
AR 55, BOUE HUBT AP & R 28 B . %P B0 2
NoPYER R e, AMURESCRF 2 T B RS E, LR
o IR DX BB (1 B A% 1 R L, AT 3K B B OE 1 B AL
R 7K

SE K

[1] Blum M, “How to exchange (secret) keys,” Acm Transactions on

Computer Systems, vol. 1, no. 2, pp. 175-193, 1983.



RibE A T XHEER 2 77 AL RS A F-& R 2 X

(2]

[10]

[11]

[12]

[13]

[14]

Franklin M K and Reiter M K, “Fair Exchange with a
Semi-Trusted Third Party,” in Acm Conference on Computer &
Communications Security(CCS’99), pp. 1-5, 1999.

Nakamoto, S, “Bitcoin: A Peer-to-Peer Electronic Cash System,”
http://bitcoin.org/bitcoin.pdf, 2008.

Wallace B, “The Rise and Fall of Bitcoin,” http://www.wired.com/
agazine/2011/11/mf bitcoin/all/, 2011.

Wan Z, Deng R H and Lee D, “Electronic Contract Signing With-
out Using Trusted Third Party,” in International Conference on
Network and System Security(NSS’15), pp. 386-394, 2015.

TIAN H B, HE J J and FU L Q, “A privacy preserving fair contract
signing protocol based on public block chains,” Journal of Crypto-
logic Research, vol. 4, no. 2, pp. 187-198, 2017.

(HE, AR, AR, “RETAIFXPEE R RT AF
G EBEW , ZHHFHK, 2017, 4(2): 187-198. )

Huang H, Li K C and Chen X, “A Fair Three-Party Contract Sing-
ing Protocol Based on Blockchain,” in International Symposium
on Cyberspace Safety and Security(CSS’17), pp. 72-85, 2017.

Tian H, He J and Fu L, “Contract Coin: Toward Practical Contract
Signing on Blockchain,” in International Conference on Infor-
mation Security Practice and Experience(ISPEC’17), pp. 43-61,
2017.

Andrychowicz M, Dziembowski S, Malinowski D and Mazurek Lu
kasz, “Fair Two-Party Computations via Bitcoin Deposits,” in Fi-
nancial Cryptography and Data Security(FC’14), pp. 105-121,
2014.

Kumaresan R and Bentov I, “How to Use Bitcoin to Incentivize
Correct Computations,” in ACM Sigsac Conference on Computer
and Communications Security(CCS’14), pp. 30-41,2014.

Bentov I and Kumaresan R, “How to Use Bitcoin to Design Fair
Protocols,” in International Cryptology Conference(Crypto’14), pp.
421-439,2014.

Liu J, Li W, Karame G O, and Asokan N, “Towards Fairness of
Cryptocurrency Payments,” https://arxiv.org/pdf/1609.07256.pdf,
2016.

Pomarole M, Pomarole M, Jordan G, et al, “A fistful of Bitcoins:
characterizing payments among men with no names,” Communi-
cations of the Acm, vol. 59, no. 4, pp. 86-93, 2016.

Ron D and Shamir A, “Quantitative Analysis of the Full Bitcoin
Transaction Graph,” in Financial Cryptography and Data Securi-

RHKE T 2016 FLEHEG I RZALR)
Her 5 8 B3R 2 2 A AR AL
S IRE PN -/ & o 4 g5 [/ il
ORI PBERAR SN o BF TR 45
. g2, X2 . Email: mathwjx@163.

com

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

15

ty(FC’13), pp. 6-24,2013.

Chaum D L, “Untraceable electronic mail, return addresses, and
digital pseudonyms,” Communications of the Acm, vol. 24, no. 2,
1981.

Goldreich O, “A Simple Protocol for Signing Contracts,” in Ad-
vances in Cryptology(Crypto’83), pp. 133-136, 1983.

Benor M, Goldreich O, Micali S and R L, “A fair protocol for
signing contracts,” in IEEE Transactions on Information Theory,
vol. 36, no. 1, pp. 40-46, 1990.

Asokan N, Schunter M and Waidner M, “Optimistic protocols for
fair exchange,” in ACM Conference on Computer and Communi-
cations Security(CCS’97), pp. 7-17, 1997.

G. Maxwell, “CoinJoin: Bitcoin privacy for the real world,”
https://bitcointalk.org/index. php?topic=279249.0, 2013.

Bonneau J, Narayanan A, Miller A, et al, “Mixcoin: Anonymity for
Bitcoin with Accountable Mixes,” in International Conference on
Financial Cryptography and Data Security(FC’14), pp. 486-504,
2014.

Bergan T, Anderson O, Devietti J, et al, “CryptoNote v 2.0,”
https://cryptonote. org/whitepaper. pdf, 2013.

Miers I, Garman C, Green M, et al, “Zerocoin: Anonymous Dis-
tributed E-Cash from Bitcoin,” in Security and Privacy(S&P’13),
pp. 397-411, 2013.

Sasson E B, Chiesa A, Garman C, et al, “Zerocash: Decentralized
Anonymous Payments from Bitcoin,” in Security and Priva-
cy(S&P’14), pp. 459-474, 2014.

Heilman E, Baldimtsi F and Goldberg S, “Blindly Signed Con-
tracts: Anonymous On-Blockchain and Off-Blockchain Bitcoin
Transactions,” in International Conference on Financial Cryptog-
raphy and Data Security(FC’16), pp. 43-60, 2016.

Zhang F, Safavi-Naini R and Susilo W, “Efficient verifiably en-
crypted signature and partially blind signature from bilinear pair-
in In-

ings,” in International

dia(Indocrypt’03), pp. 191-204, 2003.

Conference on Cryptology

Zhang F, Safavi-Naini R and Susilo W, “An efficient signature
scheme from bilinear pairings and its applications,” in Internation-
al Workshop on Theory and Practice in Public Key Cryptog-
raphy(PKC’04), pp. 277-290, 2004.

BE T 2003 FAERMNKFARERE AR
SR L2 BATAL TS AR K 2
P 4% 7% [) 22 42 22 B Bl 32 - F LA 26
1 R . EFEGER A A
2%, X BEEZE . Email: gaoying@buaa.edu.cn



16

Journal of Cyber Security {5 B4 ##%, 2018 /£ 5 H, # 3%, H3 M

SRRF T 2012 GRAE BIEASE KA
HUERAE 5 B0 TV 3RAG 20 BUEIL
T2 LR K 2 R 246 23 ) ¢ 4 2 B RO
W FE A B 5 R A T e . B 7%
G AHENE Y. XA . Email

zongyangzhang@buaa.edu.cn

BERMS T 2009 FAEAL TR 5 RE1HH
FHELAL R L0 AE I AL S R
RO IS - o W AT 43 A 5
P SVE BT 0T . WIF FE 645 A /K B
¥, PEE%. Email: jimkatel @163.com



