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Abstract Bitcoin is one of the hot issues in the application of information security. Mining plays an important role in the
PoW protocol which is used in Bitcoin. In the real world, miners tend to gather into mining pools to get higher hash power
and more rewards. Against mining pools, Meni Rosenfeld first proposed an attack called BWH attack, which is a kind of
attack on Bitcoin pools. Loi Luu et al. gave a theoretical analysis of BWH attack and proved that the attacker could gain
more rewards by implementing BWH attack than that got by mining honestly. In this paper, we analyze the theoretical ba-
sis of BWH attack and find a flaw in Loi Luu et al.'s theoretical analysis of BWH attack. Namely, Loi Luu et al. ignored
the effect of changing hash power on the amount of time required for Bitcoin systems to generate a block. So Loi Luu et al.
indeed compared the revenue from performing BWH attack and non-implementation attack over different length of time,
which is clearly not justified. At the same length of time, we further discuss the revenue acquired by attacker in implementing
BWH attacks versus non-implementation, and have an opposite conclusion to Loi Luu et al, that is, comparing with mining
honestly, the attacker receives less revenue by implementing BWH attack. Therefore, the attacker lacks the motivation to im-

plement BWH attack unless they use BWH attack solely for the purpose of damaging the mining pool.
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Figure 1 The figure of Bitcoin’s blockchain
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Figure 2 The hashrate distribution amongst the largest mining pools in the world
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