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Abstract More and more internet of things ( IoT ) devices are connected to the Internet, but many of them have design
defects and less security consideration because of lower price and limit resources. These devices, therefore, are more easily
cracked by malicious attackers by utilizing various implementation vulnerabilities. It is well known that IoT devices from
same manufactures were tend to have same vulnerabilities, so we can obtain some valuable hints through the brand and
model of devices without the need to verified the vulnerabilities one by one while evaluating devices’ security status.
Some research proposed methods to identify the categories or manufactures of IoT devices, but the information is so
coarse that many devices may be marked with wrong security tags. In this paper, we proposed a IoT devices recognition
framework based on Web search, which identified IoT devices in fine-grained manner, the brand and model, by matching
their protocol banners with the products attributes database collected from specific electronic business Webs. Because the
collecting is never end, we can recognize more and more IoT devices as some new products are found and put into the
database. Internet experiments showed that, with our framework, the recognition accuracy on brands and models, for video
surveillance and industrial control equipment, exceeds 90%.
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Figure 1 IoT device recognition framework
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Figure 8 Recognizable category statistics
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n
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10 ZHMERHIYIRIE

Figure 10 A great diversity of protocol banners
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Figure 11 Product properties recognition framework
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Figure 12 Phase matching
Fk 1. RRPUEL R
iﬁ)\ *i;i%%iaj)ﬁ E@ ﬁUﬂ% Lbanner: -&%%{é
Stype
frh: IR RAINEAE Type, ITUESRH
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1. INIT Type < ¢
2 INIT Lﬁbl <« Lbarmer
3. Lbanner — Lbanner~ lower()
4 Sope < Sype-lower()

ﬁﬁ l-ﬁé”[j‘ﬁ Lbanner %Eﬁﬁ%ﬁ Stype

5.
6.

Get each element from Lj,,er
IF element in S,

Hidtb
i

T

Ja ks

7. THEN

8. Type < element

9. Delete element from Ly,
10. Break

11. ELSE

12 Continue
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1.  INIT Tpupa—¢

2. INIT Lﬁbbl <« Lftbl

3. Sbrand <~ Sbrand- lOW@VO

TE LA Ly & B A ICELE Spaa
4. Get each element from Ly

5. IF element in Sy, 44
6. THEN
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7. Torana < element

8. Delete element from Ly,
9. Break

10. ELSE

11. Continue
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Table 4 Model rule analysis table
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Table 5 Similarity model analysis table
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1 INIT Typger b
2. INITM « S, 4
INIT Sinoder < ¢
INIT Spmoder ¢
INIT Sipmoder <
INIT Scanmoder <@
. INIT Spyy<— M
TR 1. MR Types Torana THIEH LS Sey
8. IF Typeand Thang

R

9. THEN

10. SRM <« Stbmudel(_ M(Tl‘ypw Tbrand)
11. ELIF T,

12. THEN

13 SRM < Stmodel — M(Ttype)

14. ELIF Tyruna

15. THEN

16. Srur Sbmodel — M(Tbrand)

R 2. IFENERA XS A S

17.  Get Scaumoder from Ly, by the regular expression
filter

18. Sorted Sk, by desc

19. Lg,«—¢

R 3. WS HAS ARG TR BT AL
R3]

20. Get each element from S, umoder

21. Get the Ly, (<similarity I, model I>,...,
<similarity_n,model_ n>) tuple from ModelSimilar-

ity(element, Spyg, Toss)/ AL IEF AN E <T s HI T 5

22. IF L,
23. THEN
24, Toder <— max(Lgy, (similarity

1, ..., similarity_n))
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25. ELSE Continue

B 4. TS AU LU ModelSimilarity.

BN WAERYS candmodel, SR, SRS UE S
MRS EEAT Spa, BES AL TIR Tgs

Fit: AR S AR L,

1. INIT Ly, ¢

2. INIT low «0
3. INIT high < Len(Sgy)-1

SR 1. pBEREAE RS 5 SRS ITEE
1) LevenshteinRatio JH 55

4.  WHILE low <= high

5. mid «— (low+high)/2

6. model < Sgy(mid)

7. similarity «— LevenshteinRatio(candmodel,
model)

8. IF similarity > Tys

9. THEN

10. Ly, add <similarity, candmodel>

11. IF candmodel == model

12. THEN

13. L, add <100, candmodel>

14. ELIF model > candmodel

15. THEN high < mid -1

16. ELSE THEN low «— mid +1
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Table 6 A small range value analysis of similarity

degree threshold
Tus MR AREE AR % ARER %

50% 57.55% 76% 0.092 0.085
60% 73.20% 63% 0.085 0.121
70% 83.15% 49% 0.090 0.131
80% 90.50% 32% 0.056 0.063
90% 100% 13.5% 0 0.003
100% 100% 10% 0 0

x7 HEEREXEERESHT

Table 7 A large range value analysis of similarity de-
gree threshold
Tus  WEBRRIOME  AREE ABRRTTE AREI%E
50% 8.20% 94.54% 0.023 0.032
60% 27.23% 92.36% 0.090 0.041
70% 53.04% 88.46% 0.129 0.060
80% 73.70% 82.37% 0.100 0.083
90% 96.90% 70.77% 0.035 0.120
100% 98.68% 66.50% 0.013 0.132

MLEERIIE Tys VEE O0%RT, e %15 KT AT
A L IOMER S AT 96.90%, T2 /i 9
Sy 100%, SMAHABENATRIL, FEEHAT
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Table 8 Raw FTP protocol banner
FTP PRshriF a5 SR
\r\nYou are user number 5070 of 10000 allowed. 220 ucftpd(Sep 10
2010-17:23:34) FTP server ready.\r\n.
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Table 10 FTP protocol banner after regularization
processing
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\r\n220 ucftpd(Sep 10 2010-17:23:34) FTP server ready.\r\n.
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Table 12 Regular extraction effects on algorithm per-
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Q 20000 218 500 2.29
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Figure 13 Number of recognizable ICS device statistics
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