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Abstract Based on the background and current situation of Android malicious code detection, this paper studies the rea-
sons that cause low efficiency and low accuracy of Android malicious detection. Take the malicious behavior of Android
malicious application as a starting point, we use both static analysis method and dynamic analysis method extract the fea-
tures. Which contains permissions and components, function call sequence, API call sequence, system commands, network
requests, etc. And then use the information gain method to filter out the useless features, extracted the most useful features.
In this paper, a feature fusion method based on Simhash algorithm is proposed to reduce the original large feature dimen-
sion to a relatively small dimension, and the accuracy of the feature classification is ensured while improving the classifi-
cation efficiency. Then the features are used to classify and detect malicious samples using the GBDT algorithm and the
random forest algorithm. Finally, a series of comparative tests have been made. The results show that the proposed method
can greatly improve the detection efficiency and the detection efficiency.
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