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Abstract The fifth generation (5G) mobile communication system is the core infrastructure of future cyberspace; this
makes the 5G security indispensable to the cyberspace security. In order to amalgamate the security with 5G standardiza-
tion, security technology should get rid of the patching evolution mode happened in 3G and 4G, where it is developed as
patches to the already found security threats. Thus, it is vital to clarify the guidelines of how 5G security technology syn-
chronously evolves with the 5G communication technology. To this end, we delve into two fundamental problems: what
are 5G security requirements and how should the corresponding security architecture be designed? Correspondingly, we
first dissect the convergent evolution features and systematically analyze security requirements from five perspectives,
namely, the user/terminal, the network, the radio access, the application and service, and the system. Then, following the
requirements, we design a new 5G security architecture. Finally, three development trends of the 5G security technology,
namely, service-oriented security, security virtualization and enhanced protection for privacy and data, are highlighted to
give a glimpse of the evolution roadmap of 5G security techniques.
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Figure 2 Evolution of the trust model
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