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Abstract Attribute-based signcryption schemes can not only achieve confidentiality and existential unforgeablity, but
also provide one-to-many encryption and fine-grained access control. Unfortunately, all of the existing attribute-based
signcryption are constructed with the support of a single authority center, which may suffer from single point failure and
become the efficiency bottle-neck. we multiple attributes of associated with users are managed by the single authority. To
tackle this challenge, we propose a multi-authority attribute-based signcryption scheme by allowing different authority
centers to manage multiple attributes. Furthermore, a secure Personal Health Record (PHR) sharing system is also con-
structed based on the suggested multi-authority attribute-based signcryption scheme. Performance evaluation and simula-
tion experiment demonstrate that the proposed scheme outperforms the existing work in terms of the length of the private
key and the computational cost of unsigncryption algorithm. The security of our scheme is formally proved under the Bi-
linear Diffie-Hellman assumption and Computational Diffie-Hellman assumption in the standard model.
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