#3595 i B %4 %M Vol. 3 No. 5
2018 49 Journal of Cyber Security September, 2018

ETFHEREH0ER O SENHR
B xlEe Y, RO

U E R R E B TR T dEs S E 100093
2 o [ Rl 2 B oK M 45 ) e 4Bt bt D 100049
BT HIR R G A AR AR ST B )M R 510006

WE RN EINA mFER S AET X2 —, REH AT T EEIZAERE DA G B A0, BHiFH A
FIAS AT BT T ) ARG DU, BETPEAL 114 22 A 1 TAERHNS R o RIS, 44020 28 70 SCA 4 A 31 in) 8 E R T S, A7)
FHARZE R 48 AT 1 &2 4 ] /U R — o T 9 S0 B o ARSI T KIS D & 526, X P VAR IEAT 34T 43 B () 384 L,
W A NG SAE D AR iR, ETT 4 S — R 5 A A 28 R P AN A5 ELR 2 1) 1A %5 Il . TPGXNN(Targeted
Password Guessing using X Neural Networks), JF7E 8 ZHIL11 7000 J7 45 0450 _FabAT 5 1n) A5 sL 56 . seib et R BoR, 6%
20 5E ] 1A A SE 3 R, TPGXINN A5 R (10 55 I i Dy 28 34 LU R bR SCE 0 30y Ly /R BRI R S i pi R T vy, R T
TPGXNN AR A7 3

K S ANER D%as B A Sel; fhze st
FEESES TP309.2DOIS  10.19363/J.cnki.cnl0-1380/tn.2018.09.03

Research on Targeted Password Guessing
Using Neural Networks

ZHOU Huan'”, LIU Qixu'?, CUI Xiang'~, ZHANG Fangjiao'*

'Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
?School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China
*Cyberspace Institute of Advanced Technology, Guangzhou University, Guangzhou 510006, China

Abstract Text-based passwords is one of the most important mechanisms of identity authentication nowadays. Many
users tend to use personal information when constructing passwords for convenience. However, there are few studies about
targeted password guessing using personal information in the field of password security. Besides, the successful applica-
tion of neural network on the issue of text sequence processing makes the study of password security by using neural net-
work become a new research idea. Based on the analysis of user's behaviors when constructing password, this thesis stud-
ies the role of user's personal information in password structure, and proposes a brand new model called TPGXNN (Tar-
geted Password Guessing using X Neural Networks) which combines neural network and user's personal information. An
experiment is carried out on 70 million password datasets. TPGXNN is compared with the current common guessing
probability model including probability context-free grammar and various Markov models using guessing success rate.
Experimental results show that TPGXNN model in each group of the experiments has a higher rate than the traditional
password guessing model. The results not only demonstrate the validity of TPGXNN model, but also prove that the bind-
ing of neural network and user's personal information in password guessing is a practical research idea.
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Table 1 Data Set Basic Information

HARARSRUE WA i A KL Zg: gg AN
5 R
NetEase  HIBM 234,842,089 #13C X Oct., 2015
Tianya  #:Xi8¥5 29,020,808 H13 X Dec., 2011
GFAN  #ZsiglE 22,526,334 "h3z X Oct, 2016
12306 MRS 129,303 X v Dec., 2014
Linkedin  #AZ80E 1,000,000 ZEL X May, 2016
Yahoo T 453,427 #i3C X July, 2012
Fling HAE 40,767,652 WXL Y 2011
Neopets  Jitks 26,892,897 ¥ <+ May, 2016

(LinkedIn KA F 1WA e, BATTAE A Ak g 1 100
TSR 4 R A4 24 E9T)

3.2 WITALSR

Morris FIl Thompson 7E 1979 4E43 4T T 3289 /N EL
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Table 2 Analysis of Top 10 Most Popular Password in the Data Set
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Lo WA Bk 8 MBI DT T

H4HE44 NetEase Tianya GFAN 12306 Linkedin Yahoo Fling Neopets
1 123456 12345678 123456 123456 123456 123456 12345678 123456
2 12345678 123456789 12345678 123456789 123456789  password 123456 password
3 111111 11111111 password 111111 password 12345678 iloveyou qwerty
4 password  woainil314 123123 password iloveyou abc123 lovel23 asd123
5 123123 5201314 123456a 000000 1234567 123456789 abc123 petl123
6 000000 321654 5201314 123123 princess sunshine princess 12345678
7 123456789 1234567 111111 12345678 linkedin welcome password 11111111
8 5201314 000000 11111111 5201314 secret666 asd123 11111111 qwertyui
9 1234567 123456a 00000 18881888 asd123 princess 000000 qwerty 123
10 woainil314  password 000111 1234567 qwert123 qwerty loveyoul23 iloveyou
FSZZE?;;J 2.78% 7.31% 3.34% 1.21% 2.37% 3.12% 1.54% 3.28%
*3 EARIMARPOSHFRERERDI /%
Table 3 Analysis of the Character Composition of Passwords at Home and Abroad/%
" \ Na-zA-Z Na-zA-Z
AR [a-z] Na-z]+$ [0-9]  AO0-9]+$  “[a-z]H0-9]+$  [a-zA-Z]  [A-Za-z]+$ +[[0_9] +$] 5_9] s
NetEase 59.45 35.78 65.66 24.12 20.74 61.25 38.98 28.33 91.33
Tianya 49.36 14.32 90.12 41.01 27.32 4291 10.45 28.96 97.33
GFAN 66.12 11.35 88.74 30.41 41.54 68.14 10.41 45.68 98.35
12306 71.15 5.31 93.47 26.42 49.52 75.65 5.14 51.78 99.14
Linkedin 80.41 39.25 59.68 15.23 27.56 81.42 41.21 36.41 96.25
Yahoo 84.25 33.56 69.86 5.26 38.21 86.27 33.25 46.24 94.31
Fling 90.33 40.12 51.21 14.21 41.73 74.25 20.14 52.38 95.34
Neopets 81.63 33.41 63.27 18.74 4521 63.25 45.96 57.43 98.56
x4 BROSKESTHOH
Table 4 Analysis of Length Distribution of Password
K 1-5 6 7 8 9 10 11 12 13 14 =15
NetEase 0.00 25.12 20.36 24.34 12.13 8.36 4.64 2.65 0.87 0.54 0.99
Tianya 1.37 23.45 16.27 28.41 9.45 8.32 5.76 3.52 2.15 1.34 1.33
GFAN 2.14 15.24 18.63 32.14 10.42 8.69 6.52 4.29 1.29 0.34 2.44
12306 3.54 11.23 15.64 25.37 23.16 17.65 3.64 1.59 0.47 0.32 0.93
Linkedin 1.94 29.63 15.46 19.95 12.69 9.43 3.57 2.10 1.36 0.84 4.97
Yahoo 2.65 26.12 18.63 27.14 10.25 8.74 431 1.21 0.96 0.74 1.90
Fling 0.32 33.14 16.13 21.73 11.39 8.42 3.47 2.53 1.38 1.10 0.71
Neopets 2.36 21.12 17.41 25.84 14.13 7.62 6.58 3.14 0.72 0.27 3.17
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Table 5 Analysis of proportion of Password Direct
Reuse in Cross Data Sets

X HHRAR EEIEE S RESSER T A0
NetEase& 12306 3,434 55.64%
GFAN&Tianya 23,659 63.12%
Linkedin& Yahoo 4,073 44.31%
Fling&Neopets 52,346 40.78%
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Table 6 Supplementary Data Set

HmdE  MELE RS N EPYIES
Hotel 20,051,426 3¢ Name,Sex,Birth,NID

51job 2,327,571 3L Name,Sex,Birth,Phone
ClixSense 2,424,784 L Name,Sex,Birth,IP,Addr

Experian 7,196,890 <3 Name,Sex,Birth,IP,Addr,Phone
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Table 7 Analysis of Password Construction Based on Personal Information

MAER NetEase Tianya GFAN 12306 Linkedin Yahoo Fling Neopets
w4 14.32% 19.21% 10.34% 18.15% 3.41% 2.07% 4.35% 1.47%
4 H 23.12% 17.93% 29.45% 24.02% 1.47% 1.85% 2.56% 0.96%
W 44 1.43% 1.07% 0.76% 1.96% 2.79% 2.83% 3.96% 2.64%
HS 4 T % 6.12% 4.36% 5.15% 3.03% 1.34% 2.47% 0.65% 3.58%
HL1E 5 Y 0.84% 0.35% 0.10% 0.07% 0.24% 0.96% 1.13% 0.28%
BOHiES 1.56% 1.89% 0.91% 0.46% — — — —
41k — — — — 0.00% 0.04% 0.13% 0.09%
PE5 0.96% 0.07% 0.14% 0.12% 0.62% 0.58% 0.04% 0.96%
IP kil — — — — 0.00 0.00 0.00 0.00
AvgRelevance 0.26 0.31 0.29 0.35 0.17 0.13 0.21 0.18
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Figure 3 An Example of the Construction procedure
of Next Character of a Password Fragment Using a
Neural Network
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#*8 TPGXNN OSBRI HiEE
Table 8 TPGXNN Password Guessing Experimental Data Set

AR Ak WA 3 25 75 TR AH MAFES MNP MNAR
NetEase LRI 289,847 LI5S Oct., 2015
Tianya X R TR 174,356 L10'e Dec., 2011
GFAN PRSI 313,422 s P4 Oct., 2016
12306 BRI S5 129,303 WL A H Dec., 2014
Linkedin AT AT 432,321 L P4 May, 2016
Yahoo I 1,413,212 5/15'a R HIT 2% July, 2012
Fling AR 40,767,652 HESL 2011
Neopets WERK 26,892,897 YL May, 2016
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Table 9 Experimental Environment Parameters
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Figure 5 Comparison of Various Types of Password
Guessing Models in Four Cases
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