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A Survey on Differential Privacy
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School of Cyber Engineering, Xidian University, Xi’an 710071, China

Abstract Differential privacy is a privacy preserving mathematical model which was proposed by Dwork at 2006, it
aims to solve two mainly problems which are how to define privacy while sharing data and how to publish data to satisfy
privacy while provide utility. As the definition of differential privacy doesn’t depend on background knowledge of adver-
saries, it is regarded as a new privacy preserving mechanism to apply in many fields such as data mining and machine
learning. In this article, we introduce basic theories and present research progress, besides, we talk about existing theories
and technologies of differential privacy. At the end, we discuss directions and underlying research hotspots in the future.
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Figure 1 The full life cycle of privacy information
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