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Recent advances in deep learning for image steganography
and steganalysis
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and Engineering, Wuhan University, Wuhan 430072, China

Abstract steganography and steganalysis are hot research directions in the area of information security, and they have
been widely researched and rapidly developed in recent decades. With the rise of new technologies for deep learning,
steganography and steganalysis based on deep learning have achieved a series of breakthrough in methods and perform-
ance. In order to promote the research of steganography and steganalysis based on deep learning, typical methods and rep-
resentative work are summarized and discussed in this paper. For image steganography and steganalysis, the similarities
and differences between conventional methods and deep learning based methods are compared respectively, and the basic
principles and methods of image steganalysis and steganography based on deep learning are introduced in detail. Finally,
the problems to be solved and the future research directions are discussed.

Key words steganography; steganalysis; deep learning; generative adversarial network; convolutional neural network

1 38

B SR K5 70 M e £ 2 A U (R AT 98 44
R, JEAEOR A2 B R SR B 1

B G —F ] T RSB IR A S R,
0 I PR AR SR N AE B P B A5 2 AR B A v
ROA] REMAS A AR I ML AN G v s 1k, DL 213
o AR TR H e B Rz A
o 00 22 AR Bl A5 R BB I 1 5 e (O et
W CA T s B BB 208 BT R, X LRk

BIEE: Eds, 61, AR EE7, Email: Inwang@whu.edu.cn.

PERT S, BRAR A5 SRR B T I . B2 S ARAE
P ve KR OE IR 22 A PRI RN, A 5 AN 1 P
R o AEBEAT 5% [ S RV ERS TR 5 H R, K3
B IR S B e A

YR G AR B kil B, K25 20 #r i H A
S MR B R BT TR P R W L o 7 SR AT
B, BEMASTHIRA G SR POIERS TR, A
TSR, BRI B0 o, A
HH SRR A S PR AT T A BELIT B T TR Y DG B, X R
YEREN R S i, B2 AT A AR I T A

AR5 E K [ REFE RS0 H (No. U1536204; No. 61876134; No. U1536114)% 1.

Wk H 39 2018-08-30; &8 H31: 2018-09-27; 5€Ha H ]: 2018-09-28



BERY] A RS SRR SRS B S 2 Hr sk b (K 52t

a5 AR5 K5 0 I 0E 9T — B AH B
. MBS RS AR LSB B )7k,
T 25 A e 7 ORI BRI R e w2 etk 52
FEDRE I () M) R 5 B 5 0 A R H B, e AR B 5 7
LR NRE S F AR X MRS . B SRR B AR 54
g PR AR &, DL 3R T B IS Sk
BREALC A A DU 1) KU o B 55 T VA I 2 AR S e A X
PRt 718 H Ba 5 4 i g o 8 B 5 43 # ik FH AL
a2k, RBOE R YR RS TR L, 456
SCREM AL PR 0 4 55 3 S 38 RN 2k F 04 )
B, LUIK B06) 22 M5 5 ik A U H Ao T AL
a2 > (38 F B 5 23 A A 15 B8 55 SR OB ) B2 5k
W —— 2 IS N RS — R T k. HIEN
B 55 T ik B R AR S i B AN R T R W IE
BURERE, RN S BRI PR R . T3
U BRSO 1O Y B 5 T, B S Ay Bl o At B
o SRR AIE (AR ) A4 T R B2 5 iR ON AT SR IR 4
THIRH, JEAL AR o) 48 S ALKy 4R R A0 1) VI 5
Ml o B 5 R AR B vt L5 B8 5 40 B R A0E () Ry 3 4y
AR RS AR RS TR 2, X
FATAE AR S A B A, 90 an 1) FH B2 5 43 AR ik R
THRFARHY, I AR oy s 326 456 200 0 A 4 it 62
5oy M.

RPE 27 2] SR LA 27 ) sl b (B X% 7 Il B A
T I AL 1] 30 127 ) s 5 A 2 IR R AR A,
T 547 S e 000 P A R AE . 2006 4,
Hinton" 4 H — 7l 5 Ak o5 R AS 0 1) %2 )22 3% B I8 2K
2% 2 Pl(Restricted Boltzmann Machine, RBM)Jii, &
B2 ) R G AL BR ATV SEH LA B Ak 3= 5 T
Ho Wk, R e BB AL HARIE 5 AL BRI
TS NS T — RV R, CE
oI N UR 5 T W & i 1| Il e A ULl
(Convolutional Neural Network, CNN)®!, % /& B 45 }4
%%(Deep Belief Network, DBN) '\, 2% [ 5h4itd L
(Stacked Auto-Encoder, SAE)® . K% I ic 12 M 2%
(Long-Short Term Memory)™), 4= % 47t 4 4% (Generat-
ive Adversarial Network, GAN)! V45 &5 K5 704 75 K- 45
S A P B S P SR v 1

RGBT E R GBS M R D gt A
JRTUI, R 2% > (1) %S SOA i B N T B i
1o 2 FE MRS 5 RS AT IR s, RHRFE
o 2] W 2% SR BEAT A I SOk, BRIRE S I HR S
B S ARRMIBE S Al 46, BT T AN B0 2k 1) R
o RO U RIRBE 5 e 5 R 535 4
AT ARUIER (R RIE 9 R R DU AT A B 5 A gy i &, )

3

WILHARRE fi L A7 AE W8 L S AR . T
o GO H AT B AT IR B ik, PR SOt
FEHR T M AT BRI TR = IR EARY
K5 b 25

A GERI IR 5 275 B AR O T 48
B SRR mi, IR AR I3 TR FE 2 S 1
G5k B3R BRI A N 4 5 B E Ml R
(5 [/, ARG AT R4 W 25 (1) B 5 23 K 7
P 8 4 WA AU AR T 1.

2 ETREFINRER

2.1 BB R 5 A B 5 4% 0 X A A Y
2R3

MR R AR AN IKI AN R, R B S R 32 B4
FIHEEEARY JPEG S5 ARME . MR A S0
AN, BRESS AR SO KRB M AR BN S AR
MAEN R EARNE. F B ENES AR S
BAREG B SR> RS 2 e rsm . AFAEN
e 5 AR T W B A i B (152 5 ) A 4 SR S B LA
RN U N S R S e N 3
(Wet Paper Codes, WPC)!"*l, BCH #%(Bose Chaudhuri
Hocquenghem)2:!'1, JF [ 35 3 [ 5 A B 47 8 # o
RITEN RPN, 107 H TN B2 AR 2% & A
PRI B 5 i, M 40 115 S 3 A 2 DX Il He T A A
RIS 5, A IR FEHURE A3 £ R B B g P B %
WHIAGAE I, fem T3 KGR E s
A RE . H &Y B S R S8 o Uk AR
(B #AA TR PR T 5D 8 %), KRG 46
STC f5(Syndrome Trellis Codes)! >k 5 pit FLAA 1) ik
ANREFE . B L A E B S R 34y . HUGO!
WOW (Wavelet Obtained Weights)[lg] . UNIWARD
(UNIversal WAvelet Relative Distortion)!'”’. HILL
(High-pass, Low-pass, and Low-pass) >’ . CPP (cont-
roversial pixels prior)[m]\ EBS (Entropy Block Steg-
anography)*?) . UED (Uniform Embedding Distor-
tion)*! . UERD (Uniform Embedding revisited
Distortion)?*%%,

33 Y B RS 2 T AT ST RV, TR
FAHRERME GBS TRERBN L. H
TR B S AR AT LUK S AR, —JERH]
PO P4, I RIS PO A R IS AR o Ay
W INIZ AT T AR G e 5 R 5 B TR 2 ) Y
(P NIEZAEIR

B 5 AR 22 4 PR R 280 R Lk s 2 A
R RE KA R . BRGS0 R AE L e AN 4



4

TR 7 T EERAT RE QAR ARG S 2 B AS I AR 22 e
PAX 73 PP o A M4 i Goodfellow 251
1E 2014 SEFEH AP AR RO, 3 S AU I 25
A R R A N 2, LA RO B, AR s 22
TR A B BB AR 2 A HLRS 0T g o A i T SK
PG, T 400 48 0 8% ) 4 s R 5 5 e Al B X 43
TP B ARRIBEE 43 B 2 [0 0 Bk 205 2R sl bt
W2 2 I3l 2 &b, X 3 g S iRt T

Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

FUIB o

B 5 AR/ B2 S 73 Mt 5 A o 7 90 46 45 A6 AR EE A
1R AHEE 7S o BEE A A e A2 “ A il
B ER, ke S A A S AT < AR 1)
RS BB X TAFER RS ARAEE
PERUR RS, HLL 5 B35 20 A 22 18] AR BT A X
N ORI T AR ORI 4 R A R P
Z IR PUIE S 2 R IAARUR BERIE BIAR AL -

_____________________

I [ |
I ! |
! Steganography Msg ! i Steganalysis :

I
| H i
: i |
| Ms Extraction| | : Cover :
: e Algorithm| | Image |
I : : :
: L i

I - I
Cover Embedding Stego | 1! ; !

| |

| / i /Ly e e Image : | Classifier Cover/Stego i
L o ] ! L ___________________ )
Tttt Tttty e |
: Generative : : True Discriminative |
! Network L Image Network |
|
| | ! |
: ! :

I
| / Noise /Lr Generator G?nerated Ly Discriminator [ True/False| |
| mage | | : i
|
| 1 B |
T e ____ !
e LT TR
~ i
| Adversarial Noise Classifier | | : Classification |
I Training i |
I ) !
I ) !
: i |
I P : I — 1
i/ Original Adversar!al Perturbed : ' Classifier Misjudged | |
: Image Perturbation Image ) Image :

i

1
Figure 1

X HUREATE BT R AL A% 27 S LAY (R e By, i o o
FEARR BT EA S 8 e o, A5 88882 JF
OB DR IR 2 2RI, X5 B R [ R A AR R AH
BAPE

B 5 AR/BE S 7 B SR HUREAR IR ELan 1] 1 AR
—AMHEEIAEE =AMEE . BSR4
SO BT B B (IS BB I ) . B'5 AR
MR B IR 1A% 815 Bl SRS S VR A
e~k CSXEE DY walll EX| TIPS E 7R = 2 NI E PRI P15l
Jo i R B R R 2
22 EFREFINREAE

I T AR NPT 4 R S R B AR T
%7538, Volkhonskiy 252 g FL4R HY LA 1ot 0 A
2B 5T SGAN(Steganographic GAN). SGAN

RERBRESMSERMMME .. MR

steganography/steganalysis vs. generative adversarial network and adversarial examples

K IR B 45 B AR 1 %) 40 M 2% (Deep  Convolutional
Generative Adversarial Network, DCGAN)Z? #4381
B, HH AR =582 4Rk

1) AENAR(G): HAR AT AR BB

2) HEED): HAsE X o B G AA EE

3) FIAI AR (S): H bR X 40 3 A4 B R A0 38 %
%

SGAN BRIk I8l 2 fioR. “Epids G S5
AlEE D Z R RHpTEE 2] R R TS raik K4,
I HAF 244 R B i T B Se i) B AR B . ARG A
FH AR G2 65 T VR0 AR i ) AR R AT RN, 153 2]
B ENR . LR G BN S(KS 40 T8] 6
Prog ot TAEBA B S B0 BRI, F DA
b sz ek,



R

BERY] A RS SRR SRS B S 2 Hr sk b (K 52t

pos

D S
Discriminator Steganalyzer
7

. G .
Noise Generator Embedding

2 SGAN 1REI L1
Figure 2 SGAN model structural diagram

Data

1

7E SGAN [FiJEffi I, Shi Z5PHR 5 —Fdk T2k
BT LI 25 I B S 128 SSGAN(Secure Steganography
Based on GAN). SSGAN [ 4544 55 SGAN AHZRALL,
K-H] WGAN(Wasserstein GAN)?*#8# DCGAN, HAT
SR U1 ST AR B s 1 AR B S

SGAN 5 SSGAN Fll F AE et 4 4% A= jl 8 A ]
1%, 1 Hayes LK) HayesGAN 7 I i 56
U2 ) FLAE A B 4. HayesGAN H LR = %54)
2H

1) ENEHG): H s AR ok 2 EIHE,

2) FIHIZHD): Hbr R R AR 5 2

3) HIER(S): HbREX Bk EUG R E G

HayesGAN {1 850 40 B 3 T o AP 45 R
MEEAT B AR S G AN, 2R s B . )
75 D HRIUR A MEL (S B, VPRI A . 4 5
2 S(BES 23 H) W) VA 2= Rl 1 28 235 LR I B 5 2 4
PE. HayesGAN {5 BRI P ik Il 25 4 (A 31
75 DYRSEIL, BT R ZEMATLE, ARefRIE 5S4 IEM
FEEHR A FA A B

D s
Msg Discriminator Msg
3
A
N G N
Cover > Generator > Stego Steganalyzer

| !

&3 HayesGAN 1EZ! L[]
Figure 3 HayesGAN model structural diagram

Zhu 5P HayesGAN [fEAR, $2H 5 —Fh
A RN PT N 4% HiDDeN(Hiding Data With Deep Net-
works). 1ZMEA Y HayesGAN HA HBLI I 2% 25 44,
HAF 2SR XHPURE A (Adversarial examples)X] €4
A E PRI, A I B A AE 2 M AR
Bt B (mrsh) . 433 2%, BBIA JPEG K461
RE LA my M HE B R R IO IR A A R . Hfh 5
HayesGAN AHIZ IR 7 A4 255

Tang 253 A 1O 28 15 138 B 6 5 7 1A

5

gify, & ASDL-GAN(automatic steganographic dis-
tortion learning framework with GAN)JK %= Fa 52k
FARM . ASDL-GAN 1 LA R PR 40 41k

1) AEREHG): H b AL B EHE 8 i % 14

2) FIESD): HFRREX 3R BRI B

s G BLEUREHGAE DN, B N R,
Gy b R B DO R I o B R AR 445 Dot = 18]
32 E G, A DS 3B 9 28 EHE AR
M, VPN BRI 2tk . S0t 2 RIE AR
FIE S O T, G SR 2 B 4 AR IR
Ba'5 2R, A STC 5347k N« ASDL-GAN
I FH A o0 e 9 288 A B O BLARATY, AN A B /3K
EME, bR RS R AR N AR S BN RS
HESE

FEMANZE A 0.1bpp Al 0.4bpp HIZAIET, KH
SRM Fll Xu-Net X ASDL-GAN #5751 A= Bt ity 4 53 < 14
HEATHIN, HATRZW IR 1 . R 1 SR as )
AlG, St 25 nT2% 2], ASDL-GAN 22 4Pk AN Wi
5, AH 224k R BB S-UNIWARD.

%1 %P SRM # Xu-Net 34 5 Bl & B1E T $81R R
Table 1 detection error rates of SRM and Xu-Net for
generated images

s 0.1bpp 0.4bpp

SRM Xu-Net SRM Xu-Net
20000 JIkAE 25.86% 26.92% 13.50% 9.01%
60000 IEAL 27.70%  32.56% 15.44% 14.23%
100000 JGEAL  29.35%  36.49% 16.39% 14.52%
140000 YA 32.64%  39.72% 16.81% 15.72%
180000 ViEAC  33.02%  40.04% 17.40% 16.20%
S-UNIWARD  40.02%  42.53% 20.22% 20.01%

Yang ZPYASDL-GAN X AT 1 4cidt, 42 Hi 48 ]
Tanh #% Ul #5 (Tanh-simulator) {F Jy 3 7% R 20K AR
ASDL-GAN "] TES(ternary embedding simulator),
FHCAfif ke TES A LUS 1) A5 6 1) [ {5 [] I ) 1) 24
D Wik d 2% gk FeaiE, 4935 > 21 2k ZAY
BEBSAAR L T BB M S5 0 Mk Il . Yang 204
(SRR ] 4 i T RS 24k, 75 BOSSbase &
%% B3 T Lk ASDL-GAN FI S-UNITWARD HAIG )
iRl R

Db 3T 0 e AR 9 28 (1) B 5 R 32 B R A4
B R EAR T T “H3h 7 BGaR B 50 RR S
BT BB gy — 2 o JU) A8 s ot B AT A
ML T “E3” TS AR AL A A S R
AR B E 2 4P o Zhang PR RFJE TUE  2 ST 1Y



6 Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

K5 T B (PE LS 3 55), $R R R R B 27 ) B
i R B BR L, 4 28R R I N AR o T e 75 ok
RN R PR RER, 2R RS IR I
I3 REE BRI N BAR EIR); AR5 (3 i 244
BIE ER AL SRR 13 Y B 5 A 48 SIS S RN
ZITIE BRI A RO HUAE TR BE 2 I B S 3 A T,
{RIE X A G (MBS T AR I B 'S e b ik, 3L
GRS R .

55 Zhang Z5 7R G HURE A R AR UG AS ),
Tang 25PN G PURE AR 48 5 5 R BAR Y o %t
T = 8EHHk A (ternary embedding), 1% /7751 H AR &
EREAA TG BT ), AE 15 850% EIHEUS nT Be gt iR 1
REREMG . HEARMEE e B AR R IR
UG ABEAN A7 B R P (PR B SR A bR 25 A 5,
RGBSR 18 77 1) 55 80 B8 B 77 1) A T D009 /s HE 2K
R, S WL R EARCHY o B R AR 38 5
Ji, [FRER D 1 38 Y B A B 58 s RN o 10772
MR 8 155 7 1n) Y A B 5 2R LAY, AR i N I R
HIINBANE SO, & A REARAE 5 T B2 2
B E 3 HT, I REAEAESe 1) = 4ERRAE B S 40 T 11
R ORAF A i (1) 2 Ak

FLT 15 Tang 2SR RE A AR, Ma 2521 AR5 b6
JET7 I Rk FE EHR TR B SOT 1M . ANFR 2, Ma
AP (R SR AT R AR AN, SR T R ) 3 1
A (binary embedding)f3 EE AL E, PR
T3 1) RAf € B A WAE T ) (+1 B-1), XAE—E
b 548 45 Bl (side information)! 22y B 5 ik
NI FEAH AN 1% T7 V5 R T) Lo ok IR 27 )
1) 55 43 BT R4 e 1) ey 4E R AR B 5 20 A o
23 ETREZFINRERLS

K5 B 5 R ) e = MR IAE AR R 53 %
BIIANTT X A3 o Atk JET A o o 25 (R B 5 R
SR L ) AR, 2 N TR i R R A
[FEATS, DORBIBaS B “ AR” M HK. Ryt
R S IR AN RAE R, BE T AR o B 4%
(RS S vk AT LAy A an s =

1) X Hes 2 A A B B (cover): B AL —
AN RS R AN F 0 2, 8 I 3 A R R A
Ka's bk, Sebrlas R KA R IR E R,
T AT S BEE IE B

2) MHs ) A R B (stego): AL —
AN A A R P A ) 0l 4, B AR T AR R R,
FECE UG A B R A s BN, (HANRE LR IR
NRE G PN EPS

3) KPR S R EA Y A

AN LA TN — AN, B AR B R EARARY,
FFAT AL GE i 1 Y B HE B AT 45 2 ) 1k A AT
FEHL

XTI PO EAR RIS AR S, $2&m 8k K
85 288 G B AN O] X 4 PR AR T 38 AT 53 5 40 B A DU
PR = A ] DR, RIS 2% ST B ) 55 25 (441
BB R BRI RS 1), 2 S R BB SRR
iy, RMWREEARIIHBR . RIERHPREALE
B R ARNH, TR RS ik E
SERT LA A A

1) XTPREA A AR B S (cover): AR I 1) %
Fh o v PR S 0 84S A5 D N e 7S S B i, AT
R 5 0 28 A BB A B 5 TR N TS R B 5 40 B A
RS BRI

2) XFHUREAS RG5O A AR S 1) A% 4
Tk ) R R U R B R AR, T I B A
(BT T, A eoHE LA B 2% IR B R0

TP T T 0 PURE AR IR B 5 7 Al AR AR 4
) 1 3 IV 6 5 A e SR JEL P AR AN

3 ETREFINRESNAE

31 BREQMSEMNHEMERLR

W RS o B i R R A AN B RRHE R
WS, BT RS RANEREE S 2 B
(s 35 5, FERFAE AR I B B, A S sl g
WA VMR 2 UG, PR S A S B A R AR 5
Ay HTREAE o F WL A AR B S i TR
SPAM™ | SRMM! PSRM™, TLBP™4%, 4%} [
T I D R (R A, A A 0 R A5 1 S
K, AR ZERRIE S TR AR, X RN &
A E 3T, AR T3 (SRMI* maxSRMI,
o SRMUO1%E . RUIAK) JPEG R4S 4 BT il 7 ik
NI IERFAE R, 85 2T DCT RECK T 5%
FERSRBUERE, 1 PEVIYY, JRMM% , J5 3k IPEG
PG 11 B 5 AT DR 8 A P 46 ()5 5 TSR RN 43 HA
PLIRE s, 7E JPEG IR He 48 25 8 45 - AR AV A JE KA
W ZEHRAE, WA kAT DCTR™. PHARMPYL
GFRPY 7 L (3% R M3 J7vk SCAP?,

L PR AR I 2 s X6 B 5 0 AT P RS 0 e Ay e 1)
FOCEZVER, Nk H eI S 4 8 7 vk
FEEEPIERE R R IR E o SRTMAL S 1 B
G NTRFIE— B R K N T4 5 e R Uk
e, 7B AR o 1T LR S S HT R R
P35 4y R BRI G e ST AT, X ol B ook o
PUHRAE L5 2 2% F AR .



3151

BERY] A RS SRR SRS B S 2 Hr sk b (K 52t

BEXS RS 23 M i il ) B3R 1) R, 03 2 T IR
R B2 S S RS WA S 1, PR R 2 S B Y
HAT IR R 2R RO I BE D, RIE B A 3h2% 2%
R AEIE T H Ao TR I AR PR B8 25 > 1) 38 2 >
RERE, JCHRFIE RSN RGN AE — A a5 Ry ] 22
5K

FEARZ IR S 2 SR v S A 20 T 208 2
FACGRIEMR—A, S 70 M 8 5 22 1) 19 2 48
B AR W 2% RS 2 by 55 A% G K 5 2 Hr g it
FEAAR KA AL, HEXFEC i 4 Jros. BS54
M5 — NP BRI EIR, H 2wl IE R A 4Lk,
FIVASRAG 22 BB (S W LA e 7 5 5 o 5 2 AR
Bi, BRML M — R R SRR, 2 DER
AL, HARE SR TRIE D B4, M LARAF AL
Pl (e e P AR PR O R N s ) o B 3 AT R 58 R ERS
=D AW, 2 N R ZE T
MR E R G R . SR a M ERzEZ
Jei 73 2 WO eR BRI AR 22, AR T 4 ) AR ek
AR A RIRFIE P s 4 Fe A o Horh, itk B S AR PR H
JALL, P o B T RAE A 2 O R EH L
MR R XS T RRS T, ik Eraie )5, &%
R MG VAR R A T B A 15 B AL
11172 AP 8 ) 208 DU ik 3 7 1) B J o 3 > 4
B EPAFE I RAE R B E, S S5
MR IR AR — A0 28 4%, Bt ) R4

Cover Labeled
Stego Image

(————- 1
I
. High-pass :1‘ '1: Convolution : Feature
Residuals filters kernels ! maps
|
|
y |
Quantized ot Activation | Activation
. Quantization .
residuals function : maps
I
I
y I
Truncated Truncation Poolin :Downsampled
residuals 0 ooling : maps
______ I
4 w<_____1
Concatenated I
. Feature Full I Concatenated
histograms or modeling ﬁ connection : maps
co-occurrences |
______ I
A
Ensemble .
classifier Eolanas

B4 RESNSERMENLE
Figure 4 steganalysis vs. convolutional neural net-
work

32 ETREFIMREDITRE
Tan %578 2014 45 2 U T 6 TR BES I 1

7

a5 oM 772, fRiFRA TanNet. TanNet Bf5 4 B
TR 2 gy, 3G = AN ERZ R — DB L.
TanNet KH w1~ =Fpill 2507

1) B — BN EE — R B .

2) B A KV A — BB
(KV % e LLBENLII LA B X)) o

3) B ] KV WIS — 2GR B
Jo A AR AR A Shgm it as TN e R 2

X =R L SPAM AT SRM RHIRAZ N 0.4
bpp(bit per pixel)) HUGOP &5 5 b AT K, 4
MAEF R 2 P,

*2 AEMRESITEEX HUGO RGN EIRE
Table 2 detection error rates of five steganalytic

models for HUGO
i — R R = SPAM SRM
48% 43% 31% 42% 14%

S I &5 T, BENLWI A S B R, B O
ATETMEE 1, (H KV ZAENERZA D) TR T
WA, M BB 2 H0 Tl 2k n] LARE— B4 7+
R o A7 — Rl g ) D& SPAM,
{H#AR K% SRM. TanNet [IFI5 26k 57 T 4RI 25 2]
TERE 3 Hr s b (138 77

2015 4E, Qian Z5PYHR T QianNet. i% M4 11
AT EE, TANEREM =R, J
R PIAL B R e i KV, F BASREUE 2 1%
AT RS2, W EEAR S NWEN T iRk
BN PR AR A, B TGS RO N TSR,
MAEATER)Z M ReLU BuGA . TRt
o E I 7R 5, QianNet {3 135 51 i A0 K 9
D AE BB

L5 SRM kLI B T3 AH L, 7F BOSSbase 14 J#
I, QianNet [t SRM ¥ I 1E 4 A% 3% ~ 5%; 1M
X T ImageNet B4 %, QianNet 5 SRM £ I 7K
=

7f TanNet 55 QianNet $2H 2 J5, W EANIEZL
RVE WU R 25 ) 5 S M e RS & . Xu
SEISIE 2016 AEAR I T T RUMZ M 44 1) XuNet,
2% I 5% W) B A T o 2 0 — A ] 1) v 3 % 2 (K V
). HT RS S S E S 00T 0 MR HAT S
K, XuNet 7EH—NEIRZRHE I ESHL, [F
VSN ABS(4E0H) J2 ok 4 /MR RTE . 350 BN
ok m SO B, e BN R s ME . SRR,
XuNet KBS WG R E, EMSETafE R tanH $#2
LA ST RE ), AE VR 248 ] ReLU Y3/ I Ji)



8 Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

FEFRIOHMERE . H5c), XuNet BAE M 2% )5 JLJEA T 1x1
GRAZA AR Ak, I CLRT 1k W 28 15 R i U
i B4 5% o XuNet % 45 R 128 I 4% (1) eiss A 2 3R 15
TR KBRS T, & BOSSbase K14 )F I X}
S-UNIWARD" 1 HILLP i, XuNet (v
i Ze B AGH I SRM .

2017 4F, YNYNet 14 bR 5 R 1 2% I 7
BT AU A TR . YNYNet J&2—4> 10 21
GRRMAE M LE, FEAFELLT AR 1) WS —
JEFKH 30 A~ SRM EBRUZ kWG S5 1IXLEHFH
W% 05 19 AR T BT LA X 0 2 AT R AE ROk, HLE
2 (B RS THRRE 22 S M 2 . 2) B B
PIBCE R TLU. TLU 68 5 b 10 3 B 5 i 7 1
o)A, WSO, 2 ) B RALI X E E 4
3) EIRAERE A R G| R IE . LS A E
I B 5 43 A () JEAR, 4 3 B0 T 5 5 A 2 I 48 AH
ghity, REEIRTEN HIE N RS IR PRI SR . thAh,
YNYNet M50 UE T KRR S50 AT T3 2 M 25 )1
il E . 5 WOWH! [ S-UNTWARD!™ il
HILLPY R b, YNYNet S He [ 3 I A i
BE 8 4k 2% i SRMIYAI maxSRMd2!*),

FLABEE IR B2 27 2] BB 5 43 it 5 I A 4% 1R 2
IR 2 ) AR TR, DU BRI AT
M. Qian ZECTHA Ny 5 R LE I % af DA ST K5 4
S N R = SO s B BUB i 2= Iy R I EE T B
B GBS 3 BT RE AR ) v ) 20 TR 38 5 0 152 70 4 )
Gt B 268 1. 25, Qlan S8 it g e A
FREAAE AYINZR I 1) 8, $2 5 —PiT B 2% 2 7,
MR N AL A [ A5 B 28 WY 28 AR ST 75 B RN
AR, 927 5] AR 2y 2 ), 4
iy TR RS I e T

PR R RIS ME S, N TS AT AL
PN EE ), XLk 7 5 B — 7 i E 30, 5 —J7
T ) 5 R A I Rt R b 2k . Wa 20U L R
IRPERR 22 W 2 KA B 5 0 S B, il o ik 2227 2]
SKARFE A SRS (5905 5, I ik 2 454 K i
VR W 2% S L TR0 RO % o X OOV U3ty —
FhEE S 4k( Overlapped pooling )R A vefl it Ak ik
PR 5 A5 Bk 22 (¥ 8, [ I ) FH 3 AU £ ) 4%
(R HE B2 3T 5 2R AR LA D A

HE TR MRS i vk E N T
i 52 )RST /NG (1 4 256%256), BB {5 5 1 4E
RORGE T BBAE & R A8 T3 - XX AN 0
B, Pibre %510 H17E 2 AR 20 0 2 v KT R S|4
PR (5 N 1% 22 1€ 4% R ST M TAD) .« Tsang 2512 )

WAEGHMAEMNS R G — N ERES2EREZ
(BB I — AN FITFEPEEUZ o G RYZ S H IR AE P 4
£ AR BE G OR /AN AR, 17 48 TH R B B2 W mT 4252
A R 4R ) N B S T 4 R REAE R N 40
2.

DA _E 23 H7 (P38 TR 2 2T I B SS o B A 2R 0
BRI B 5 77k, Chen 251915 Xu 294978 2017
AR E A S 5INE] JPEG EMEIBRE 4381 . Chen
ISl L4 TPEG B 'S0 IILAR, 55T JPEG
BRIAS TR AHAL R I A R R S AR 28 I 2 BB 5
{FH R E R —KV #ZFE A (catalyst kernel)
—— 53 BT B m R 225 5 F JPEG B 'S ik
NAHERIME A5 S Xu MR —A 20 EHIEE
BB N 2% KAl J-UNIWARD Fa'5 50,
I FH A 2 485 0 A 1A B R B ) S

2018 4F, Zeng SN T —FhiR A RIF 1 2 3
K5 AT ZengNet KA JPEG B KRS JriZ.
ZengNet FETERE ML, FEA LN =/AMF: 1)
N LW ZERE. JPEG KGR R B2k, S84
THRRPE I B AR ok B R S IR S s . N L ek ok
ZERFAE AT DAAEIX 38 X 40 T2k, AR ) B s g
FEREAT 27 2] o )RR 27 X g h vh | N AL R 4
1Eo (SR Z RS i i AR, BE—2Panfb T Tkt
Bl ZERFAE, KT AN [R]85k 25 e ik R AN [R) ) - 15 2 gk A7
2] BRAWAL: RHZA TR ERHIE ]
M2 FEPE. ZengNet BB H T IR EHGFEALE,
7E%) J-UNIWARD! ., UED@'FI UERD™*ffy# il 77
11, LR IR I B 2 = AR S b5 i i ik
33 REZFIREQITERL

Ba 5 o3 AT TR R A R, VR 2 S e A
SR AT (1) RS D Y AR T B T RS B AR ()
K. 5RG I RER GRS A, BURRRE )
A W R AN DAERTIN G071, Ba'S 2 #r
B O G B 5 A UG AR & ]9 2% 2) e ksnill g
EJTIL, BAE o b S 2 A 4 R Ge v v T AR R
Gt ik IERY FIRW i 225, RS e HR
BT I 25 A I Rt BB R 2 A, R
IAE W N VYA 5 1 -

1) THEA IR S

K H ] o 1 vl g8 K A (KV % B SRM 45
WA%), AWAEN IS AL, S5 AE
Py P433:57-60.64-631 gy iy Y SR W1 UG AL o — B B R
J2, K% R o 3] 13200203

2) PR ZEAE T A R

XFRE NS, Ak zE s S RSEE,




BERY] A RS SRR SRS B S 2 Hr sk b (K 52t

oA T LLER S AT 22 (R S, Tt Kt pb 2 i
Jl— 8 AR BRI, AR AR 3 R 3 A0 it A AR
B A S 00 Bl SR T B i L BT 0,
T At S EE R TE NS E R, A
S AR AR L 45 K Al 22 TV B A I 4 i o K i
'f”t}?:f' [56,62-64] 3

3) PERIRER IR

R Z A wl IR ALk 2] B 2 ()RR R
T, B A TR A W 4R 0%,

4) ARHCE 2 I K B AR g B

KR RSFERUZY . A ) 45
T ALB> O T B AL e a5 ST RFE AR,

B2, FETIRBE S IS o M Kk LR,
HUE R L ST AL g 'S T A LA
R R R

4 HESRE

TR 2 2 45 B 5 R S B S 23 M Al o R 1k
Atk o A SCTa EE R T a5 AR B S 20 d T o
W R EDIRE, RN EARSEE 28 A7
T 2R BE 57 2] TP VA S AR GE T Xl AR PR IR
JE27 SIS ) BOR EBAR o

FFWRE S IR GRS EE 2 it 75 %
A, AHAR T W 36 VF 2 A e 1A TR, SRR 5 ] A
MELR 7 T o

PR E AT T

1) AN SIStk 5 Q@& NS 75
B, R A Ons Bt M 46 T4 A A B R e g
AR SE R AR i TR AN AT
frE R, SEUG RAR S RRIUERM. K, R
UETRA S SEHUR— EEXR T 52 N 20 b 2

2) IRAZCER . TR BRI 2% IR S A
M5, AR 28 G5 R R A 7 25 2 i INHOR 58 1
RN, RHEPE DRI AT B 7oK I 2% 1,
T AEAR G B e S A B S, A
190 2% 45 ¥ TR RIE 9 4R N 20004 i 7

FERSS 3 5 T

1) S B3 2] o YR SE S AE LA ek L 40 S
Se4x i) B 5% >, 1 i TR TR S5 HRR R,
T 17 B35 20 A BRR P 2 ST AT AR 5 2 SE 1)
NI TP AL, S8 15 7 21 (R 5 SRR RS
TREMHEEE L.

2) FHIESA 2] o ARGERSS 20 M T 2K SE TR HEAY
i, WRBESE S) BAR W] LL A 5 ST L, (RS
X BRI S THA B SR A 2 . TR 2

9

B TR ARG & B AT HE A P, Wr =% >) e e
RN RS I SEA AL, (AT IR .

3) MHEAREINZR. Wl ZERE MR
A REAF B R L AR R o AR I KAE A BN ZRAE IR
¥y, HATIKEAEARA G IR P DHEA R Z5
AT 3 IR 2 ST IR S M A 2+ 3 3a D) 1Y
PSR o

4) BRI — PO RG2S KGR R
RE i AT DA A 3 PR SR R e, (HX SO AR
IR T SRAN T 6 o S3AME KRB, Hodls 2 07
Hy, 9 2 (R I R B i 2% A0 DU 5 30 28 IR G ) B2,
VR JRE 25 ) N AR Jo A R AR SR I 1)

5) ESNRE AT, METRE S ) RN T
S5 M, RUAIWE S E AT, e R A
ST ARAT N o BE AR S ICA T L s T
AR, TR R A 2] AR B A 5 i AT A DT
TR, X K5 o AR B e BAT— S I A 4
e

RS, R S g e RS 3 i)
RS TR A B AR . ARSI I 0 IR P 2 ST A
PG a5 R S B S e W AU PR AT 9 20k e 1 [ et
TG, A B RENS 45 i WU T SN BT SR
B BT K, SRR R L 2 ST BRAE R SR
L5 BE 7 Tk ) it — 20 e 5 e

S35 3k

[1] Li B, He J, Huang J, et al. A survey on image steganography and ste-
ganalysis[J]. Journal of Information Hiding and Multimedia Signal
Processing, 2011, 2(2): 142-172.

[2] Cheddad A, Condell J, Curran K, et al. Digital image steganography:

—

Survey and analysis of current methods[J]. Signal processing, 2010,
90(3): 727-752.

Nissar A, Mir A H. Classification of steganalysis techniques: A study[J].
Digital Signal Processing, 2010, 20(6): 1758-1770.

Schmidhuber J. Deep learning in neural networks: An overview[J].
Neural networks, 2015, 61: 85-117.

Salakhutdinov R, Mnih A, Hinton G. Restricted Boltzmann machines

[3

—

[4

[}

[5

—

for collaborative filtering[C]//Proceedings of the 24th international
conference on Machine learning. ACM, 2007: 791-798.

[6] Sahiner B, Chan H P, Petrick N, et al. Classification of mass and nor-

)

mal breast tissue: a convolution neural network classifier with spatial
domain and texture images[J]. IEEE transactions on Medical Imaging,
1996, 15(5): 598-610.

Hinton G E, Salakhutdinov R R. Reducing the dimensionality of data
with neural networks[J]. science, 2006, 313(5786): 504-507.

Poultney C, Chopra S, Cun Y L. Efficient learning of sparse representa-

[7

—

[8

—

tions with an energy-based model[C]//Advances in neural information
processing systems. 2007: 1137-1144.
[9] Hochreiter S, Schmidhuber J. Long short-term memory[J]. Neural



10

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

computation, 1997, 9(8): 1735-1780.

Radford A, Metz L, Chintala S. Unsupervised representation learning
with deep convolutional generative adversarial networks[J]. arXiv pre-
print arXiv:1511.06434, 2015.

Le Q V, Ngiam J, Coates A, et al. On optimization methods for deep
learning[C]//Proceedings of the 28th International Conference on In-
ternational Conference on Machine Learning. Omnipress, 2011:
265-272.

Oquab M, Bottou L, Laptev I, et al. Learning and transferring mid-level
image representations using convolutional neural networks [C]//Pro-
ceedings of the IEEE conference on computer vision and pattern rec-
ognition. 2014: 1717-1724.

Westfeld A. F5—a steganographic algorithm[C]/International work-
shop on information hiding. Springer, Berlin, Heidelberg, 2001:
289-302.

Fridrich J, Goljan M, Lisonek P, et al. Writing on wet paper[J]. IEEE
Transactions on signal processing, 2005, 53(10): 3923-3935.

Sachnev V, Kim H J, Zhang R. Less detectable JPEG steganography
method based on heuristic optimization and BCH syndrome cod-
ing[C)//Proceedings of the 11th ACM workshop on Multimedia and
security. ACM, 2009: 131-140.

Filler T, Judas J, Fridrich J. Minimizing additive distortion in steg-
anography using syndrome-trellis codes[J]. IEEE Transactions on In-

formation Forensics and Security, 2011, 6(3): 920-935.

Pevny T, Filler T, Bas P. Using high-dimensional image models to per-
form highly undetectable steganography[C)//International Workshop
on Information Hiding. Springer, Berlin, Heidelberg, 2010: 161-177.
Holub V, Fridrich J. Designing steganographic distortion using direc-
tional filters[C]//Information Forensics and Security (WIFS), 2012
IEEE International Workshop on. IEEE, 2012: 234-239.

Holub V, Fridrich J. Digital image steganography using universal dis-
tortion[C]//Proceedings of the first ACM workshop on Information
hiding and multimedia security. ACM, 2013: 59-68.

Li B, Tan S, Wang M, et al. Investigation on cost assignment in spatial
image steganography[J]. IEEE Transactions on Information Forensics
and Security, 2014, 9(8): 1264-1277.

Zhou W, Zhang W, Yu N. A new rule for cost reassignment in adaptive
steganography[J]. IEEE Transactions on Information Forensics and
Security, 2017, 12(11): 2654-2667.

Wang C, Ni J. An efficient JPEG steganographic scheme based on the
block entropy of DCT coefficients[C)//Acoustics, Speech and Signal
Processing (ICASSP), 2012 IEEE International Conference on. IEEE,
2012: 1785-1788.

Guo L, Ni J, Shi Y Q. Uniform embedding for efficient JPEG steg-
anography[J]. IEEE transactions on Information Forensics and Secu-
rity, 2014, 9(5): 814-825.

Guo L, Ni J, Su W, et al. Using statistical image model for JPEG
steganography: uniform embedding revisited[J]. [EEE Transac-
tions on Information Forensics and Security, 2015, 10(12):
2669-2680.

Volkhonskiy D, Nazarov I, Borisenko B, et al. Steganographic genera-
tive adversarial networks[J]. arXiv preprint arXiv:1703.05502, 2017.
Alec Radford, Luke Metz, and Soumith Chintala. Unsupervised repre-

sentation learning with deep convolutional generative adversarial net-

[27]

(28]

[29]

(30]

B1]

(32]

[33]

(34]

[33]

[36]

371

[38]

[39]

[40]

[41]

[42]

(43]

[44]

[43]

works. arXiv preprint arXiv:1511.06434, 2015.

Shi H, Dong J, Wang W, et al. Ssgan: Secure steganography based on
generative adversarial networks[C]//Pacific Rim Conference on Multi-
media. Springer, Cham, 2017: 534-544.

Arjovsky, M., Chintala, S., and Bottou, L. Wasserstein GAN. ArXiv
e-prints, January 2017

Hayes J, Danezis G. Generating steganographic images via adversarial
training[C)//Advances in Neural Information Processing Systems. 2017:
1954-1963.

Zhu J, Kaplan R, Johnson J, et al. HiDDeN: Hiding Data with Deep
Networks[C]//Proceedings of the European Conference on Computer
Vision (ECCV). 2018: 657-672.

Hu D, Wang L, Jiang W, et al. A Novel Image Steganography Method
via Deep Convolutional Generative Adversarial Networks[J]. /EEE
Access, 2018, 6: 38303-38314.

Shi H C, Zhang X Y. Synchronization Detection and Recovery of Ste-
ganographic Messages with Adversarial Learning[J]. arXiv preprint
arXiv:1801.10365, 2018

Tang W, Tan S, Li B, et al. Automatic steganographic distortion learn-
ing using a generative adversarial network[J]. IEEE Signal Processing
Letters, 2017, 24(10): 1547-1551.

Yang J, Liu K, Kang X, et al. Spatial Image Steganography Based on
Generative Adversarial Network[J]. arXiv preprint arXiv:1804.07939,
2018.

Szegedy C, Zaremba W, Sutskever I, et al. Intriguing properties of neu-
ral networks[J]. arXiv preprint arXiv:1312.6199, 2013.

Goodfellow I J, Shlens J, Szegedy C. Explaining and harnessing ad-
versarial examples[J]. arXiv preprint arXiv:1412.6572,2014.

Zhang Y, Zhang W, Chen K, et al. Adversarial Examples Against Deep
Neural Network based Steganalysis[C//Proceedings of the 6th ACM
Workshop on Information Hiding and Multimedia Security. ACM, 2018:
67-72.

Tang W, Li B, Tan S, et al. CNN Based Adversarial Embedding with
Minimum Alteration for Image Steganography[J]. arXiv preprint
arXiv:1803.09043, 2018.

Ma S, Guan Q, Zhao X, et al. Weakening the Detecting Capability of
CNN-based Steganalysis[J]. arXiv preprint arXiv:1803.10889, 2018.
Pevny T, Bas P, Fridrich J. Steganalysis by subtractive pixel adjacency
matrix[J]. IEEE Transactions on information Forensics and Security,
2010, 5(2): 215-224.

Fridrich J, Kodovsky J. Rich models for steganalysis of digital im-
ages[J]. IEEE Transactions on Information Forensics and Security,
2012, 7(3): 868-882.

Holub V, Fridrich J. Random projections of residuals for digital image
steganalysis[J]. I[EEE Transactions on Information Forensics and Secu-
rity, 2013, 8(12): 1996-2006.

Li B, Li Z, Zhou S, et al. New steganalytic features for spatial image
steganography based on derivative filters and threshold LBP operator{J].
IEEE Transactions on Information Forensics and Security, 2018, 13(5):
1242-1257.

Tang W, Li H, Luo W, et al. Adaptive steganalysis against WOW em-
bedding algorithm[C]//Proceedings of the 2nd ACM workshop on In-
formation hiding and multimedia security. ACM, 2014: 91-96.

Denemark T, Sedighi V, Holub V, et al. Selection-channel-aware rich



PEp]
X

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

W] A% R AR R B S AR B 7 A sk b RO AT i

model for steganalysis of digital images[C]/Information Forensics and
Security (WIFS), 2014 IEEE International Workshop on. IEEE, 2014:
48-53.

Denemark T, Fridrich J, Comesafna-Alfaro P. Improving selec-
tion-channel-aware steganalysis features[J]. Electronic Imaging, 2016,
2016(8): 1-8.

Pevny T, Fridrich J. Merging Markov and DCT features for multi-class

JPEG steganalysis[C]//Security, Steganography, and Watermarking of

Multimedia Contents IX. International Society for Optics and Photon-
ics, 2007, 6505: 650503.

Kodovsky J, Fridrich J. Steganalysis of JPEG images using rich mod-
els[C)//Media Watermarking, Security, and Forensics 2012. Interna-
tional Society for Optics and Photonics, 2012, 8303: 83030A.

Holub V, Fridrich J. Low-complexity features for JPEG steganalysis
using undecimated DCT[J]. IEEE Transactions on Information Foren-
sics and Security, 2015, 10(2): 219-228.

Holub V, Fridrich J. Phase-aware projection model for steganalysis of
JPEG images[C)//Media Watermarking, Security, and Forensics 2015.
International Society for Optics and Photonics, 2015, 9409: 94090.
Song X, Liu F, Yang C, et al. Steganalysis of adaptive JPEG steg-
anography using 2D Gabor filters[C]//Proceedings of the 3rd ACM
workshop on information hiding and multimedia security. ACM, 2015:
15-23.

Denemark T D, Boroumand M, Fridrich J. Steganalysis features for
content-adaptive JPEG steganography[J]. IEEE Transactions on In-

formation Forensics and Security, 2016, 11(8): 1736-1746.

Tan S, Li B. Stacked convolutional auto-encoders for steganalysis of

digital images[C]//Signal and Information Processing Association An-

nual Summit and Conference (APSIPA), 2014 Asia-Pacific. IEEE, 2014:

1-4.

Qian Y, Dong J, Wang W, et al. Deep learning for steganalysis via con-
volutional neural networks[C]/Media Watermarking, Security, and
Forensics 2015. International Society for Optics and Photonics, 2015,
9409: 94090J.

Xu G WuH Z, Shi Y Q. Structural design of convolutional neural net-

ZRME T 2011 AT B EAURE
HHEAREN G L2 AR RS
D) 245 % ) 2 A T M B 24 . WS40
WA 2 AR N 24 PR AT RS
Ao HKE 5 H . Email: limingzhai@
whu.edu.cn

50 T 2016 AT R HHENLK
PF 5 BR TR A2 . IAE UK
2245 % () A T B A2 A . PR
YU 2 WA N R T A PR
FREAR. [FRE 2T, Email: renweixiang
@whu. edu.cn

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

11

works for steganalysis[J]. IEEE Signal Processing Letters, 2016, 23(5):
708-712.

Ye J, Ni J, Yi Y. Deep learning hierarchical representations for image
steganalysis[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2017, 12(11): 2545-2557.

Qian Y, Dong J, Wang W, et al. Learning representations for steganaly-
sis from regularized cnn model with auxiliary tasks[C]/Proceedings of
the 2015 International Conference on Communications, Signal Proc-
essing, and Systems. Springer, Berlin, Heidelberg, 2016: 629-637.
Qian Y, Dong J, Wang W, et al. Learning and transferring representa-
tions for image steganalysis using convolutional neural net-
work[C]//Image Processing (ICIP), 2016 IEEE International Confer-
ence on. IEEE, 2016: 2752-2756.

Wu S, Zhong S, Liu Y. Deep residual learning for image steganalysis[J].
Multimedia tools and applications, 2018, 77(9): 10437-10453.

Xu G WuH Z, Shi Y Q. Ensemble of CNNss for steganalysis: An em-
pirical study[C]/proceedings of the 4th aCM workshop on information
Hiding and Multimedia security. ACM, 2016: 103-107.

Couchot J F, Couturier R, Guyeux C, et al. Steganalysis via a convolu-
tional neural network using large convolution filters for embedding
process with same stego key[J]. arXiv preprint arXiv:1605.07946,
2016.

Tsang C F, Fridrich J. Steganalyzing Images of Arbitrary Size with
CNNs[J]. Electronic Imaging, 2018, 2018(7): 1-8.

Chen M, Sedighi V, Boroumand M, et al. JPEG-phase-aware convolu-
tional neural network for steganalysis of JPEG images[C]//Proceedings
of the 5th ACM Workshop on Information Hiding and Multimedia Se-
curity. ACM, 2017: 75-84.

Xu G Deep convolutional neural network to detect J-UNIWARD
[CY/Proceedings of the 5th ACM Workshop on Information Hiding and
Multimedia Security. ACM,2017: 67-73.

Zeng J, Tan S, Li B, et al. Large-scale jpeg image steganalysis using
hybrid deep-learning framework[J]. J[EEE Transactions on Information
Forensics and Security, 2018, 13(5): 1200-1214.

FAE  T2017 ARG R E A 515 R
RGEN IR L 220, IAE DK P 2%
7 B 22 T M BOs i 2 Ay . BTSN 2
BARN B2, TN AaRE: BER, 7
B35 43 #T. Email: jiajul23@whu.edu.cn

=ik T2012 FAESAL TR A TSR
15 PR L R A L 224y . IR EOR
W 2% 7 () 22 A B B I 25 7 o A4
NEBARNE RS RGO FBREAR,
{HB2 573 #T. Email: xu_yi_bo@163.com



12

Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

FEmi T 2001 FFAERACKRZEIAF G L2
A7 o IRAE IR 2 [l 5K 0 8% 2 4 2 Bt 8% o
O R S E A U e N i A7 N |
s, MIHGBASs: RER, FRES
T HESUAL S B 15 5 A0 B 5 R0 45 - Bmail:
Inwang@whu.edu.cn



