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Abstract Considering the embedding capacity and security of encrypted JPEG images, a new method of reversible data
hiding in encrypted JPEG bitstream is proposed. The proposed method designs a JPEG bitstream encryption method which
combines inter-block scrambling and intra-block encryption. It not only realizes pseudo-random scrambling of entropy
coding blocks, but also implements full encryption of entropy coding blocks including Huffman coding and extension bits.
This reduces the possibility of information leakage and improves the ability of the algorithm to resist the only-cipher attack.
Moreover, the encrypted JPEG bitstream generated by the proposed algorithm is compatible with the JPEG decoding
standard, and the decoded encrypted image is similar to random noise and has the same size as the original image. This
allows all entropy coding blocks in JPEG image to be used to hide additional information, effectively solving the contra-
diction between embedding capacity and security. Performances of the algorithm, including security, file-size of
marked-encrypted JPEG image and embedding capacity are compared and analyzed. Experimental results demonstrate that
the proposed algorithm is not vulnerable to the only-cipher attack and the embedding capacity is more than 4 times that of
the latest similar algorithm.
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o Ik RPN e o
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& 2 Mik[E%. (a)Lena,(b)Peppers, (c)Baboon, (d)Man, (e)Lake, (f)Airplane
Figure 2 test image. (a)Lena,(b)Peppers, (c)Baboon, (d)Man, (e)Lake, (f)Airplane

(a)

; (c

3 MEER (a)Lena MNEE R, (b)Baboon N EE, (a)Man NEE %
Figure 3 encrypted images. (a)Lena encrypted image,(b)Baboon encrypted image,(c)Man encrypted image

#3 MEEGXHR NI

Table 3 Encrypt image file size comparison

e SEE NN

llRESEE (KB) SCHR[23J(KB) A SCHE(KB)
Lena 37.0 37.1 39.5
Peppers 38.4 38.5 41.0
Baboon 76.8 76.7 82.3
Man 48.2 483 51.6
Lake 50.9 51.0 54.5
Airplane 37.8 37.8 40.3

3 e BE SO RN RT B R, A SO
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{HE T AC RECEFLIZIL T %) JPEG LR e N
PR R A, WOk N & BT RS

TE R /NG LR AT e G n 2 vl LA 2 1)
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Table 4 DPCM encoding affects file size
JEIR PR

pIRENESEES (KB) CHR[231(KB)  ASCEE(KB)
Lena 37.0 37.1 37.7
Peppers 38.4 38.5 39.2
Baboon 76.8 76.7 77.3
Man 48.2 483 48.8
Lake 50.9 51.0 51.7
Airplane 37.8 37.8 385

X 4 AR CEDN TPEG ELAER U i B 45 B
Mg io BT BENLE LS, SR EIGR L DC &
KT DPCM 4 A %oF BEA5 ST A RN 1) R i 5 S
BR[23 1% U o BH T 5 BRI 5 1 A 23 52w SOPF K AR
1k, BT CAAE STk 23], 0 2 0 F5 3 i) SC R
JE A2 Ak 5t tH DPCM % i it e 1) o 17 7 SCHR[23] 7,
e MR 0 s A BE LRI 1/4 1 PG B gy g 1 4
hy H5 8 0 G T AR SCOH T AT PR 00 4 A A
AR gAY, BT DA B BT AR s g i
(1) DC Z %47 DPCM Zifidh, S0k 388 KK i o
KT 3CHR[23] .

Ak, B R 0 B AR 2 5 1k UG SO R /N )
B, K5 BGOSR AN 8 SN o, FonF
ST W R SO NP S A o L BN 6 A X A
b KB, HHEIA,

M-E
a =

x 100%(KB/bit) (29)

Forh MO S S RIS, E R INE TR, B
h B R B A o DRLIGOKE SCHR [23 R0 A SV P B
s 2% B I SCAT AR A KN A A I 5 3R 4T B AR,
Wik 5 Pros.
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*5 BEERGXHXNEREILL
Table 5 Comparison of size change rate of image files
with encryption
55 SR NE R o (KB/bi) %

pUREN SRS
SCHR[23] AL
Lena 0.01 0.01
Peppers 0.01 0.01
Baboon 0.01 0.01
Man 0.01 0.01
Lake 0.01 0.01

FH T A SCE A SCHR (23] B4 5 G 52 AH (7],
HoR 7 EPP R T E AT 0 e, R 5
XTG4 SRR DU tH A 3B 5 SOk 23] M0 11 6 i 5
PR 1 LU R, SO KA R A
A, K/ 0.01%KB, thRIF-2RER R 1 ELAF R B
fFE, XK/ T 0.0001KB.

43 REBSENH

WG, T IR SCRE I R R B A, 1k
X Lena, Peppers, Baboon, Man, Lake JE 4[5 -1 Q=80.
RN 512512 B FBAT D DR BR324 T 52 56,
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Figure 4 Maximum embedded capacity comparison
diagram
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798bits, SCHR[22]M) B KFE A 5 A  1364bits, 11 3C
R[23] 1) e K Bk 2% = 7] LU #1] 3667bits. SR, K
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Figure 5 The relationship between quantization fac-
tor and maximum embedded capacity
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Table 6 Quantitative factors @= 10,90 performance comparisons

Q=10 0=90
WA vy DEREGKE vy DEEEIE
MR mmgoon msmigsc T0 00 LT ROk NI W N e
KB K/MKB bit; KB K/MKB bit
(KB)  RANKB) "o (bits) (KB)  EIAKD) (i i)
Lena 7.82 8.56 0.01 4636 57.8 62.0 0.01 26221
Airplane 8.59 9.22 0.01 4175 56.7 60.5 0.01 24130
Baboon 14.6 15.3 0.01 9595 111.0 118.0 0.01 47426
Man 9.34 10.1 0.01 6474 72.1 774 0.01 31885
Lake 104 11.0 0.01 5935 81.8 88.5 0.01 35763
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