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Print-Scan Resilient Watermarking For Binary Engineer-
ing Graphics Based on Quantization Modulation
and Pixel Block Addition

PENG Fei', YAN Zhenjie', LONG Min?

! School of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China
2School of Computer and Communication Engineering, Changsha University of Science and Technology, Changsha 410014, China

Abstract Aiming at the defects in imperceptibility and requirement of image calibration of the existing print-scan resil-
ient watermarking for binary engineering graphics, a novel scheme based on quantization modulation and pixel block ad-
dition is proposed in this paper. The line segment in the image is first identified as the watermark embedding area, and the
watermark sequence is divided into groups. Secondly, for every watermark group, a reference pixel point is added to the
watermark embedding area, and then the quantization intervals are calculated. Finally, the watermark is embedded by add-
ing pixel blocks at the corresponding position in the quantization intervals. The watermark can be directly extracted by
identifying watermark pixels and no image calibration is needed. Experimental results and analysis that it can effectively
resist print-scan and photocopy attack, and it has large capacity and good imperceptibility. It has great potential to be ap-
plied for security protection of binary engineering graphics.
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Figure 1 Samples of structure elements
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Figure 2 Detection of the edge of the line segment
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Figure 3 Example of watermark embedding
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Figure 4 Example of the separation of watermark pixels
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Table 1 Experimental results of print-scan resilience

Canon Scanner

Epson Scanner

DRD(107)
Wk Ko HP printer Canon printer HP printer Cannon printer
2x2 2x1 2x2 2x1 2x2 2x1 2x2 2x1 2x2 2x1
120 100% 87.5% 100% 95.83% 100% 91.67% 100% 87.5% 13.90 6.95
140 100% 96.43% 100% 92.86% 100% 92.86% 100% 96.43% 16.22 8.11
160 100% 84.38% 100% 90.63% 100% 96.88% 100% 96.88% 18.53 9.27
01.bmp 180 100% 86.11% 100% 94.44% 100% 97.22% 100% 100% 20.85 10.42
200 100% 90% 100% 95% 100% 95% 100% 95% 23.17 11.58
120 100% 95.83% 100% 100% 100% 95.83% 100% 100% 17.85 8.92
140 100% 92.86% 100% 96.43% 100% 96.43% 100% 100% 20.82 10.41
02.bmp 160 100% 90.63% 100% 93.75% 100% 100% 100% 87.5% 23.80 11.90
180 100% 97.22% 100% 86.11% 100% 97.22% 100% 88.89% 26.77 13.39
200 100% 90% 100% 90% 100% 97.5% 100% 92% 29.75 14.87
120 100% 100% 100% 87.5% 100% 100% 100% 91.67% 16.05 8.03
140 100% 92.86% 100% 92.86% 100% 96.43% 100% 92.86% 18.73 9.37
160 100% 90.63% 100% 96.88% 100% 93.75% 100% 96.88% 21.41 10.70
03.bmp 180 100% 94.44% 100% 88.89% 100% 97.22% 100% 97.22% 24.08 12.04
200 100% 95% 100% 87.5% 100% 97.5% 100% 92.5% 26.76 13.38

‘a

J,
(a) 01.bmp (b) 02.bmp (c) 03.bmp
B8 N=200 Ft, FKEIER NS HOE&
Figure 8 The watermarked binary graphics when N=200

H AR 5092 DATE 28 Bl SR g 22 B iy o7 =Xk
ANIKER, PRt L i 15 20 i G b 2 Bl 2K
BV S REAE IR, K ENRI AT IOB Ll s 45 1
AT, U MBI N A 22 B, 43 B FH w
ANF T EDHLG BT ARHEATHT B, 7K ENIAIRE 100%32HK
BRI MR N A 2x1 I, 7K E R4 88 5 1R )
CRATLFAR, KEDE U T 2R Y7 E 80%~100%
Z e AEAREAITEATE b, M A B, FH
ISR B H Rt 2, AN nl o b B
BEAR, 8N 2x2 (PG ZEET, AR 0 2x1 14
FUH TR SR R S 2, A n] B A
W22, (BIEARYERFAE R 7KV o S35 5 FEAR
KNKEE R AN AT AN PE (5 ), JEFE 2x2 K/h

HHEES RPN AN EE TSR TR I P S Y AR =E o di e d
SEEG R, R 252 AE IR MG BN
52 Ko

ARATXS HESCHRI9,12], M DL S AN T S 1
P TR SRR AT 93 A o AR SCBAS IR ZR B (1) 77 5K
RN JKED, 1T SCHR9, 12] 00 #8 LA B L S AN oy B
SRR B H AN T BN AR AR AL,
AAGFA Sy Perp BAAAR F B H AT K ENRN . X L
SCHR I B 5 A SCS A B AR N, e SE 5
rhORE B BCE R 100
52.1 EBEMES

(1) PITEIEHSEE

NGRS VA B E BRI, AR SO ik



74

=g AT . B9 & 100 & 11, B 12
O3 W RN BEAN A FT B R A i, AR AR R K ER
HRMEO N, REES[9,1207 G % A

Journal of Cyber Security {5 R &Z4%5k, 2018 4 11 H, 53 4, H# 6

DAL T 7K BN BRI T G AE $T BRI 2 S5 IR 1E
W JEek F5 . 2448 ] Canon PIXMA iX6580 #T EIAL4TEll
P AR IS, 1 7 21 1) PG ok 3 AT — o I R,

37 REE JFBCR BEAR, K ENSR BRI . H 2 4EH]

HEAT 920, A SO 48 el El SOk A B U o %

Hy bk s ae 45 R aT g, AR FTEN4T 4 ¥ % HP LaserJet Pro M202 PCL 4T EIHLIN, &5 K IC i) &
AL DR, 3 BUKENFEUSCRANBAR o 10 A SRS

B, BRI R . SCHR[O, 121V B E LS RN RS BUA G & 2 B 1)y AR A K EN, RTE
Berh BB R EBCH AR D PUT B AR AL, AR AT B R B

watermark extraction rightpercent

watermark extraction rightpercent

watermark extraction rightpercent

—_—
S
i

—_
S
W
—
(=3
D

—&— F Peng et al [9]
—+— F Peng et al [12]
—e— proposed method

—&=— F Peng et al [9]
—— F Peng et al [12]
—— proposed method

—H=— F Peng et al [9]
—+— F Peng et al [12]
—— proposed method

watermark extraction rightpercent

watermark extraction rightpercent

1.00 3 = = B] 1.00@\5'/5 33\ 1.00 @ m\?/m )
0.95 s s s 0.95 s s s 0.95 s . s
120 140 160 180 200 120 140 160 180 200 120 140 160 180 200
watermark capacity watermark capacity watermark capacity
(@ (b) ©
&9 Z#%3kE(Canon printer/Canon Scanner)
Figure 9 Comparison of robustness (Canon printer/Canon Scanner)
1.3 = 13 =13
—=—F Peng et al [9] 5] —=—F Peng et al [9] 3 —&—F Peng et al [9]
1.2 —+—FPengetal [11] { & 12 —+FPengetal [12] 1 5 12 —+—F Peng etal [12] 1
11 —e— proposed method | § 11 —e— proposed method | §‘ 1.1 —e— proposed method |
. 2
1. = =
0 g0 g
0.9 5 09 5 0.9
S fo
081 % 081 1 %08 .
0.71 £ 07 g § 0.7 ]
0.6 E 061 1 506! ]
s S r
0.5 ES S

: - : : 05 ‘ : : 5 - ' :
120 140 160 180 200 120 140 160 180 200 120 140 160 180 200
watermark capacity watermark capacity watermark capacity

(a) (b) (©)

10 E4%E %%t LL[E(HP printer/Canon Scanner)
Figure 10 Comparison of robustness (HP printer/Canon Scanner)

o F Pengetal [9 g —3—F Peng et al [9] g —5—F Peng et al [9]
1.05 +Fpen§et a1{1]2] { g L0s —+—FPengetal [12] | & 105 —+—F Peng et al [12]
—s— proposed method f:"' —e— proposed method § —e— proposed method
1.00 = = 4 21.00 = 2 @ L2 1.00 . = @ 4
‘. =1 =
2 2 B
0.95 £ 095 [/ { 2095
b P
o o
b= =
0.90 g 0.90 | g 0.90
4 2
< <
0.85 . . L = 0.85 : . . = 0.85 1 . L
120 140 160 180 200 120 140 160 180 200 120 140 160 180 200
watermark capacity watermark capacity watermark capacity
(@) (b) (c)

B 11 243t L& (Canon printer/Epson Scanner)
Figure 11 Comparison of robustness (Canon printer/Epson Scanner)



4oy
2

—&—F Penget al [9]
—+—F Pengetal [12]
—6— proposed method |

watermark extraction rightpercent

watermark extraction rightpercent

& A T RAL S R F RSN AE TR U BN K BN A

75
1.3 . - _ 13 . .
12 —=5—FPengetal[9] | § 12 —=—FPengetal [9] |
: —+—F Peng et al [12] s —+—F Peng et al [12]
1.1 —o6— proposed method | _‘E‘ 1.1 —o6— proposed method |
on
1.0 o o 10
= i
0.9 5 0.9
g
0.8 ] Z08 f
0.7 %07
E E 3
0.6 38 0.6
<
0.5 - : - %05 s - :
120 140 160 180 200 120 140 160 180 200

watermark capacity

watermark capacity

(b) (©)

12 &4% %%} LL[E(HP printer/Epson Scanner)

'5120 140 160 180 200
watermark capacity
(@)
Figure 12
() PIEIMBEEEE

AR SR ARENS IRA T BN F By, e
ENBUi AF AR B i S R, Hoh REN B 2

Aficio MP 6001,52 5 45 i<k 2 fros.

%2

SENERWER

Table 2 Experimental results of photocopy attack

Canon Scanner

Epson Scanner

Comparison of robustness (HP printer/Epson Scanner)

Wi EIR SRR HN, S AEH] HP BOLST EDHLIT B
K, 20BN, JKENSRIUSR ) R 4ERFAE 95%
LA Eo A ] Conon Mg &7 ENHLET BRI 4RI, sl
FE— R RERE EAFAEAMES, AR /K B s LA, TR
bR S BN FL SR RORAN I HP 03T EDL. B
Bb, AL BN I (K45 PR R AR R P MR

WA 7 . .
HP printer Canon printer HP printer Canon printer TIOKEN R HIRAN, AKED RHOR, S d ks, His
120 100% 87.5% 100% 95.83% %ﬂﬁ% E‘JXﬂ@%H‘ﬁo
140 100% 92.857% 100% 100%
160 100% 96.875% 100% 90.63% 5.2.2 Z:m‘@fn ‘Iﬁi‘lﬁiﬁ*ﬁ
OLbmp 180  96.67%  91.67%  100%  97.22% TEHRAN BT ANF I, R A 5 SCHR[9,12]
200 100% 97.5% 100% 92.5% ¢ T — >
TEATEEPE AT i B 13 RoORARF VL
120 100% 100% 100% 100%
140 96.43% 100% 100% 100% 519,12 fEA R S _E AR
02.bmp 160 100% 96.875% 100% 96.88% EE Lj&;%%%ﬂ%u’ 7J( El] Eﬁ]\j“%‘f%ﬂj{ﬁtj"
180 100% 100% 100% 97.22%
(554 Ay ( ﬁ‘ > [§]
SO0 TN R % R, DRD B2 ETF, BURT
120 100% 83.33% 100% 91.67% AN AR 22 o RFTSCHERT9,12), BEERN 1 LR
0 ) 0, 0) . _
1407 9643% - 85.71% 100% 92:86% B, T DR LG o Yo ) 2 MG R S TR,
160 100% 93.75% 100% 90.63%% . N
03.bmp 180 100% 91.67% 99.44% 97.22% *EXﬂ‘ﬂ:zl‘(ﬁyia ﬁ@ﬂﬁlﬁ@@%ﬁ*ﬁﬁﬁ%, .[HZZIK
W0 0% % 9wk oS IR A LI
25 T T 2.5 r r 2.5 T T
—=—F Peng et al [9] —=—F Peng et al [9] —&—F Peng et al [9]
—+—F Peng et al [12] —+—F Peng et al [12] —+—F Peng et al [12]
2.0 —o— proposed method 1 2.0 —o— proposed method ] 2.0 —6— proposed method 1
z z z |
Z 15 L Z 15 Z 15 /
o (=9 o
Q [} E Q
S I/ S I
5 j 5} 15}
-g 1.0 4 E. 1.0 /B/B/B/ -g 10 .
/ f i
0.51 g 0.5 g 0.5 E
0 0 0
120 140 160 180 200 120 140 160 180 200 120 140 160 180 200

watermark capacity
(a)

watermark capacity

watermark capacity

(b) (©)

13 RATREAERS EEE

Figure 13 Comparison of imperceptibility



76 Journal of Cyber Security 5 B %424, 2018 4

6 it

ASCEF S AN TR 2 B, dR T —
T e AR B PR CHT BN R K BN BT . A L
IR INR 22 e 5 K ER, T K BRI L
R K ED S HEAT IR, ARSI R E R A,
BEAS 7 i 0 U ] T AT R R . S
Gh R RN RN, A7V EHR BT B R S
wm%,ﬁﬂﬁmm@ﬂﬁﬂomﬁxﬁ&mraz
WO, H TR B KT 8 B 1) 4k B %
VRIS ZE B LUk Aﬁw,ﬂﬁ%&@ﬁf 5 IR
B o DRI, SR 1 TRt AN [ 4 0 7 22 R
b A A AR [ A2 PR 135 S

S % 30k

[1] M. Wu, E. Tang, and B. Lin, “Data hiding in digital binary image,”
in Proc. IEEE International Conference on Multimedia and Expo
(ICME’00), pp. 393-396, 2000.

[2] M. Wu and B. Lin, “Data Hiding in Binary Image for Authentica-
tion and Annotation,” IEEE Trans. Multimedia, vol. 6, no. 4, pp.
528-538, Aug. 2004.

[3] H.Lu,J. Wang, A. C. Kot, and Y. Q. Shi, “An Objective Distortion
Measure for Binary Document Images Based on Human Visual
Perception,”
Recognition (ICPR’02), pp. 239-242, 2002.

[4] H. Lu, A. C. Kot, andJ. Cheng, “Secure data hiding in binary

in Proc. IEEE International

in Proc. IEEE International Conference on Pattern

document images for authentication,”
Symposium on Circuits and Systems (ISCAS’03), pp. 806-809,
2003.

[5]1 S.H. Low, N. F. Maxemchuk, and A. M. Lapone, “Document iden-
tification for copyright protection using centroid detection,” /EEE
Trans. Communications, vol. 46, no. 3, pp. 372-383, Mar. 1998.

[6] S. H. Low, N. F. Maxemchuk, J. T. Brassil, and L. O’Gorman,
“Document marking and identification using both line and word
shifting,”
Communications (INFOCOM’95), pp. 853-860, 1995.

in Proc. IEEE International Conference on Computer

[7] J. Yang and M. R. Zhang, “Document marking technique based on
both line and word shifting,” Journal of Xi'an University of Post
and Telecommunications, vol.11, no. 3, pp. 101-105 (in Chinese),
2006.

(bish, oKE, I AT TR i X — SO 7K Bl

[8]

9]

[10]

[12]

[16]

(18]

11 H, B34, Bely

AR, PGS HL A BE 2R, 2006, 11(3): 101-105, )

B. He, Y. Wu, K. Kang, and W. Guo, “A Robust Binary Text Digi-
tal Watermarking Algorithm for Print-Scan Process,” in Proc.
IEEE WRI World Congress on Computer Science and Information
Engineering (CSIE’09), pp. 290-294, 2009.

F Peng, S Wang, and M Long, “Print-Scan Resilient Binary Map
Watermarking Based on DCT and Scrambling,” International
Journal of Digital Crime and Forensics, vol. 10, no. 4, pp. 80-89,
2018.

Q. Hou, D. Junping, L. Li, J. Lu, and C. C. Chang, “Scanned bi-
nary image watermarking based on additive model and sampling,”
Multimedia Tools and Applications, vol. 74, no. 54, pp. 9407-9426,
Nov. 2015.

P Wang, X Luo, C Yang, and F Liu, “Improving Scanned Binary
Image Watermarking Based On Additive Model and Sampling,”
International Journal of Digital Crime and Forensics, vol. 8, no. 2,
pp. 36-47, 2016.

F Peng, S Wang, G Luo, and M Long, “Print-Scan Resilient Binary
Map Watermarking Based on Extended Additive Noise Model and
Scrambling,”
puting and Security (ICCCS’17), pp. 3-15, 2017.

A. L. Varna, S. Rane, and A. Vetro, “Data hiding in hard-copy text

in Proc. International Conference on Cloud Com-

documents robust to print, scan and photocopy operations,” in Proc.
IEEE International Conference on Acoustics, Speech and Signal
Processing (ICASSP’09), pp. 1397-1400, 2009.

H. Y. Kim and J. Mayer, “Data hiding for binary documents robust
to print-scan, photocopy and geometric distortions,” in Proc. IEEE
XX Brazilian Symposium on Computer Graphics and Image Proc-
essing (SIBGRAPI’07), pp. 1530-1834, 2007.

R. Riad, H. Douzi, M. E. l. Hajji, R Harba, and F Ros, “A
Print-Scan Resilient Watermarking based on Fourier Transform
and Image Restoration,” International Journal of Computer Ap-
plications, vol. 128, no. 15, pp. 13-17, Oct. 2015.

Z. Xiao, Y. Zhang, C. Feng, Y. Li, and R. Zhang, “A robust and
encrypted digital image watermarking method against
print-scan,”
696-700, 2015.

C Guo, G Xu, X Niu, Y Yang, and Y Li, “A color image water-

in Proc. IEEE Interna-

in Proc. Chinese Automation Congress (CAC’15), pp.

marking algorithm resistant to print-scan,”
tional Conference on Wireless Communications, Networking and
Information Security (WCINS’10), pp. 518-521, 2010.

A. Keskinarkaus, A. Pramila, T. Seppénen, , “Image watermarking
with a directed periodic pattern to embed multibit messages resil-
ient to print-scan and compound attacks,”

Software, vol. 83, no. 10, pp. 1715-1725, Oct. 2010.

Journal of Systems and



2 & AR TR AR BN A TR B BT B K BV 77

RN T 2015 FAEWIF RO E TR
BEE S E AR LR TG T35 540, A
IR R 2 2R LR 2 5 EOR % B
LG o VAN I B SR - € 7S o U1
DG Her K ED 545 B R At
K44, Email: 605706659@qq.com

5% T 2006 FAEAERT B TR S
RGN RAT T 2. DR e
KA B 5 DR 2 B dE AR R 45 25 )
LR RTAT. B, LRSI, 015
SR N & WAk e 4 L HIEBE 4. W
FORLIATE: 15 B S BT K e BT
FURBOIE . AW AE AT . Email:

eepengf@gmail.com

8 T 2006 FAEERELT R E R
ARG T o 22 A AR KD BE
TRV SN A TR B AT He2 -
WFTCAIRY 2 B 2 4y TRITAR A -
WFFOXN RS RIS . BT BB

HiE . Email: caslongm@aliyun. com




