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Abstract Packet-loss robustness of image stream authentication is one of the difficulties in image authentication research.
Current stream-level authentication algorithms are designed for certain image coding under source-channel separate cod-
ing, so there are very limited on resistance of packet loss. In this paper, an image authentication optimization model with
packet-loss robustness and a cross-layer optimization resource allocation (CLORA) of source-authentication-channel bi-
trate under joint source-channel coding are consecutively proposed to solve the above-mentioned problem. Firstly, in order
to achieve the optimum end-to-end quality of the authentic image and authentication overhead, an authentication optimiza-
tion model (AOM) is proposed based on combining two kinds of authentication methods, which include graph-based
method and forward error correction (FEC) based method. Therefore, under the AOM, the optimization problem of
packet-loss robustness in image authentication is equivalent to constructing the optimal authentication graph (OAG). Sec-
ondly, equivalent condition of the OAG is solved by using the coding-dependence of the image streams and the authentica-
tion relationship. And then according to the equivalent condition, two elementary operations to construct OAG are given
with a very low computational complexity. Finally, an optimized authentication method is proposed by using the CLORA
framework. Because the coding-dependence of the codestreams only is utilized in the AOM, the proposed AOM is suited
to all kinds of image coding algorithms. Experimental results of JPEG 2000 streams demonstrate that the end-to-end au-
thentic quality of the propose scheme increases by 1.6 dB than the existing authentication schemes with the same
packet-loss rates. Therefore, our scheme obtains better packet-loss robustness and better end-to-end rate-distortion (R-D)
performance.
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02: P, (n1-1):=P,(nl-1)|| H(B,(n.1));
I/ H (o) REFW 2GR, )7 R B A
JREND'% |

03: FOR m=1,\M, n=1,--,N

04: h, (n)=H(P,(n,0));

05:FOR n=1---,N

06: Py |I= gy (”),

I1N=" s B R AR AR

07: hy_=H(hy);
08: FOR m=M —-1,---,2

09: {

10: FOR n=1,---,N
11: hy, I=h, (n);
12: h,=h, | h,;

13: By =H(h,);
14: }

15:FOR n=1,---,N

16: By II= b (n);

170 By, =F,, | ﬁ15

18: S:=SIG,,(H(R,)):

/I SIG,,; (+) R 5 W22 U725 4 PR
I1E BT 550 (Byy. S ) -

PR IAESS B/

19: F=FEC(P,5.6);

/I FEC () /& FEC %% e .
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20: FOR m=2,---,M

21: F, =FEC(h,.6,);

22:FOR i=1,-,M

23: (B Bl BN )= PIN(F)
/| PTN (o) 52375353 F & 5

24:FOR m=1,-.M, k=1,-,N

25: B, (k,0):=P,(k,0)| Fs;

Tk Bk oy #r, 284 Ar OV RE A% SIS G b
i 1) S W UE R (UAP), EZEA WA TT
[l — 71, GRS E A EE, IAIEAH M S AR ) R
M E M-S X RE T I g S A
A E S AT AR MR . S, T A
(RSP, 0] i 23 3 6 2 A A 1 90 UE Al T
G HER 2R A, Bhah, TR W E A S
(1) 6,, {5 L =1 55 m AN 3 1% 26 25 90 o i 5040 A 1) 2%
fEEE.

43 TA{HRARIIE

ESCHR A JPEG2000 SRAE L A R
RIGWAFYE, RS20 T5 ZEX AL A — Ik 28 4,
EE SCRELE 1 s ) 2 S s g6 uF 5 =X, A iR ]
P S0 R RE 50T UE G sdn 1 JLAS 7 T :

(1) T rEABERIPER, 83 hn sl > 106 i
W R ZHCH, W LU B R SR
() (R BN 254

(2) HTIEA P IIVER, WA IR o 2 2 0t
TR AT 18 3 HR BRI

(3) HHT7E AOM BN, G fif b AH O VA 50
(IR, PRI DA E SV e A% SRR U (1) A A

IR 3 AN G A P 5 U PR R R T S A TR 5%
o G B e Ak A oy R BT F B S T4
M, AT B R AR OGE, I B AR
fiti e 55 % EARAEVE BRI — 0045 D1, P45 sin]
DU AR 152 25 75 SRR 9 28 R 285 6] v 45 At 1447 ml A 4
BOAE, ALHEEMGUTUR R R A ] 2y R 55 22 P
TG UEAR

5 BEMUWEFENEAE(CLORA)

N T ARYE AOM AL FEC 4hth 2 2001 1 B )
B, UL AN R FE A U R AR 445 22 55 OR 7 (Unequal
Error Protection, UEP)[Hli#l, A SCHETAEI-FE LS
Y (Joint Source-Channel Coding, JSCC)f] EAR$E H
T 2 P U 4 BE (Cross-Layer Optimization Re-
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source Allocation, CLORA) /7 7% .

CLORA J7 VA SEHLRAL G IS 28 R ISR
R, ARG R R, YEE (r o)), Hovb vl Ron (U8
2R, INUERSZEEAF T RS 2 (5 S0 R (R AL LL
B NTTE S oY /o a5 R S8 R = W R NS TTo /1% R o i
(AOM), 4G HEEIREE ML ISCO)I) AR, 45
CLORA S35 M LK T51

LR E PSR R 414, CLORA AL Sk H
MR MR AL IS VG R R L IAUERDZE R, R A 2
RN (v vy o), A7 i 80 iy s PRI R B S LA
D A%, B
A EYRISER R INUERSEE R, FUETE RS2 R WAL T
R GRA

r,r rc*) =arg min D (13)

ro+r,+r =1 (14)
0<r5=%<1 (15)
0<ra=%<1 (16)
O<rc2%<1 (17)

H(14)— (7R A G 2], S5% R A HEE IS
3 R INUFASRE R, FI(FIE R R, RITTRRA
R=R,+R,+R, (18)
HAFE W ZE R FE A LG, NEEZE R, I
AL W@, [FEiEE R 5B gL HEE
o MBEAS B G SR RS(n, k) 15, MIMEIETD R R, ()
AR A9,
R.=7 (R +R,) (19)
HRAE(S)2, T PG 1 i 313ty 2K EL{E D 7]
DL TR 10(20) 2,
D=D, - PZ[I = Pross (B> R0 ()7 o (B, R,)AD,, (F, . R;)
m (20)
Horp, Dy 7% 2 PTAT Al S g Bt A0 P, #8280 1)
Ui B R A, prog (B> R, Fon B AL B, (12 K EK
AT B AR, &S0 P, SR H A 10 2 L o
XK. o(B) Fox B4 P, 10T fif 1 W2,
7+ (P, R,) R Hi B, I AL MER, &5 il
WAE B G" K xF Py R B AR £ 57 5 BE A 5K .
AD,, (P, R,) 715 UG ARG B4 10, P, I 2% BLAH 1) 9k

biE, B P GRS R A .

0\ o(B,) Flz . (B, R,) IS IL(7)3UFI(8)
A, R e 1 gie, fEstiAiEE(OAG)
G P T AT RS R B B AR R B0, B
VF, €Vy,o(b,)=1

=7, (P,.R,)=1

H T KAfE FiR CLORA JLAUARAY, nf LLid ik fij o
(I ARE R EIEXS (ry, 7, r) TRVAR 25 TA)AB 2R, AR S
5 W — PR R SRR V. T R IR AL S
(A5 YR B0 I 20 B ol AR B, 55 35 8 1100 I 28 S A
WIESVETE K, (HURI R R . 1K K Ay 0t
S5 38 A U5 G R SRR AN R B VR, i s (R 6
B, REE RIS s AR 2

FHE(15)—(18)=nT LA1F 2)(22)K, Bl

R=R +R,+R,

@n

R +9R +pR (22)

T Ts

_x (Hu]
T

@), 4R . R, FIR, AL,
SR R AL (22)28,
Roclate (23)
2

FEAFFE RIS T, W R R, AR,
AL A R EUE D, BI3RAS (ry, 7y ) ORI
REAL D o BB T A2 (r, + 1) /r, PXRZR
HAH D, #HRIEQ3)AAMFREAH, TR R 5
/N BIA SR R 2Ry PO SRS, s 18 (24) 3K,

(r.,r,,r;)=arg min D/ TatTe (24)

s>'a’
(5 T 12 nD) 7,

6 REERSH

17 BLSEBG BRI 3 M 8 A7 A P G EAT AR, ik
FUGAEMEE 2 FivR. B oeim il ) iR &R, 4
T AR YU 43 L (CLORA)BE AR IR T AT i, BV d;
M A5 AN (7 o)) o ARJE, S0 HT
L T 5 FHAES YL JCIAIE. EMSS. SAIDA. A
SCA . CLORAFAS SCATE, 71 56045 1 R iy 31 iy
HAREITIHMPERE, BiF T CLORA+ASCHILMA
BPE . SIR R AR T 0 BUR H 01 AZ LU RF R A/ A 5
JAE ) G P R FH W AR 1 LU Af (Peak Sig-
nal to Noise Ratio, PSNR), TH5 7 X w1(25)=K,
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(a) Elaine_512_512_8

(b) Barbara 1024 1024 8

111

Hob (1) (0y) BB EIRAERE A
FARTEMIGEN, b RR BRI R R LR

(c) Airplane_512_512 8

E2 MLEGRE

Figure 2 Test image set

6.1 EHMABESELE

FELERIE R T, SRR T A FRIR TS %
(Symbol Error Rate, SER)Z&AF T, it ZINIEISH R,
FMFEZR R, , 338 TR (7, ) B R
REAE D KR, AP YAFLZR R, (MBS K 0 (%
B 0.05, fFIEILER R, (RIS KB E AR N2
TE 1A, BERIGEA19) 2 kD 2, KRB
18 D RS20 U AR G PSNR (EKE R 1R
i B3GR, BRI RSB ) ) Al
WK D 5 (r, +1,)/r, HAEII R MESRES .

B3 054t T 3 IR R I A T -D 5
(r,+7)/r, RAMEOSE, B3 B m) 3£ OR
(r, +7.)/r, A, D& s EREL T PSNR {H.
Pl v T A AE 15 AR 2R 0 ] P R K e, U
N R 2R A3 BE o b T A SRAS I BN AL A 14D (]
B R A, W R ST R IR U R DK
Z8UMEH 0.01. MIEL 3 SIS TR BLBEH (r, + 1)/,
FUAEL[F 386 0 PSNR B 11 20E 2 d K AH, I HAE AR AR
BT B B PEIROR, AHAR R AR B o X 3R W
WO K ARG FE R 2E, AU shRh I8 % 7 X RE SR
P IRAA -

FRAE 3k, o] LA R B B AEAN R SER
S B IR RN (o v ) K] PSNR A,
S AR AN R 1—K 3 FiR.

MR 1—3 3 I SEIe g ST LUK IR, BEAG {5 18 i
HT R, SR TR UE AT 1 i 21 ity I AN 52 )5

TN AR TS L 7, 5 I AIERS R L 7,
DT AG I, Bl 7 AR E, IR E AR T
LA BAGE A A (M L AR 5%—10%; Bl 5 U
AR LL vy BRAR AL PG i L B 3

&1 [ SER THY&MEIE 5 E(Elaine)
Table 1 Optimal rate allocation under different SERs

(Elaine)
SER 0.005 0.01 0.015 0.02 0.025
r: 0.89 0.87 0.85 0.83 0.81
r 0.06 0.06 0.05 0.05 0.05
r 0.05 0.07 0.10 0.12 0.14
PSNR (dB) 57.865  55.101 58.525 58.074 57.240

#* 2 A[E SER THImAAIE 2 EL(Barbara)

Table 2 Optimal rate allocation under different

SERs(Barbara)

SER 0.005 0.01 0.015 0.02 0.025
" 0.80 0.77 0.74 0.72 0.70
r 0.10 0.10 0.10 0.09 0.09
n 0.10 0.13 0.16 0.19 0.21

c

PSNR (dB)

# 3 7 [E SER THImMALZE 5 BL(Airplane)

Table 3 Optimal rate allocation under different

59.456 57.345 59.172 58.640 58.175

SERs(Airplane)

SER 0.005 0.01 0.015 0.02 0.025
r: 0.88 0.86 0.84 0.81 0.80
r: 0.05 0.05 0.05 0.05 0.05
" 0.07 0.09 0.11 0.14 0.15

c

PSNR (dB)  57.532 57.391 55.854 58.327 52.853
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Figure 3 Scatter plot of distortion value and code rate distribution under different SER conditions
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6.2 ECEHEMERE

ASEIGRE CLORA JIiEEA R EURFIE T
HIS R85 18 B S5 L 1) vy 1 vy A PG T B, BL SIS
i E SAIDA FIEFIA UL 0 0 0.8, 1 LUK
PLEWRMEERLEL. K 4 WRTAHESZOE
(Packet-Loss Rate, PLR) & 1%31] 14%1#% 1t 5 Fli 5732
() PSNR {E. MEIHT LRI, SAIDA 53k, ASCH
1 J CLORA-AS 3L 110 iy 21 ity 55 449 PS5 1 1)
PSNR {Hi Lt EMSS 8L 425 0.8~3 dB, Jf H'&
TR Rt 1k 2 s LA G IAUE R ) o

L3 TR, SAIDA SEvERES Ik B e A
DRI Ok J o v B R OK ) 0 (E,  PRAIE L% IR TAIE TU 4R LA
P E RS B . AR SCHIE BRI IA B S AU {E 2 A
i ESCHRE Y AOM. BT REGE LRAIE BT A7 Bl 21 () mT
A B F0 R BE AR 6 IE . CLORA BEG L AENS A B
e DUAEL A2 R A 25 T 195 P40 08 5 0 T 1) G e A A
AT AE S e 0% RS e B AR ) e Bk
6.3 imEimFERKE MR

ity )ity R FLL I 455 VA CLORA J5 i ¥ty
Fl|om e o 07 FLSEIE 23 A T % PLR 45T 1%
H 5% 4 R UUESIA 16 it 21 ity R K ELPE B, 5206 4%
R 5 P o M 213 2% 2% 3 (Rate-Distortion, R-D)
BT BUR B, 24 PLR 25T 1% 5%IN #8547,
CLORA kA HIEMASCE L2 R-D PERELL
EMSS 5781 SAIDA $3 1A PERE L E 4F, PSNR {H T
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under different PLR
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