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Abstract In the process of detecting and preventing various network anomaly behaviors, intrusion detection system is
facing the problem of low accuracy and high false alarm rate due to the massive and high-dimensional traffic data. An in-
trusion detection method based on multi-dimensional optimization of traffic anomaly analysis is proposed, in which both
horizontal and vertical dimensions of intrusion detection dataset are optimized. In horizontal dimensions optimization,
those categories with a large number are sampled and the optimal sampling proportion parameters of each category are
obtained by genetic algorithm. Data equalization is accomplished. In vertical dimensions optimization, combining with the
correlation analysis of features with label, recursive features addition algorithm is adopted to select features, and the aver-
age recall is proposed to evaluate the effect of features selection. The low-dimensional and high-efficient training data set
is achieved. Based on optimized intrusion detection dataset, the random forest classifier is obtained by training dataset, and
the real data set UNSW_NBI15 is used to evaluate and validate the proposed method. Compared with other algorithms, the
proposed algorithm has high accuracy and low false alarm rate, and effective recall rate on attack category is obtained.

Key words intrusion detection framework; multi-dimensional optimization; data sampling; recursive features addi-
tion; genetic algorithm parameter optimization; random forest
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Figure 4 The example of recursive feature addition
algorithm
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Figure 5 Comparison of anomaly detection effect be-
fore and after data sampling
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Table 4 Comparison of Recall of each category before
and after data sampling

eSil He f b iy E/CEiie
Normal 0.780 0.941
Backdoor 0.069 0.072
Analysis 0.068 0.055
Fuzzers 0.542 0.069
Shellcode 0.648 0.783
Reconnais- 0.800 0.811
sance
Exploits 0.723 0.647
DoS 0.129 0.234
Worm 0.182 0.227
Generic 0.968 0.970

5 HESEMNBIHEXMYE
Table 5 The correlation coefficient (CC) between
features with label

FHAIE cc FHAE cc
1 0.873 40 0.599
20 0.834 30 0.594
7 0.815 24 0.584
12 0.790 15 0.545
9 0.748 14 0.530
32 0.745 26 0.524
1 0.735 27 0.515
35 0.719 16 0.471
21 0.716 18 0.461
6 0.703 19 0.461
10 0.701 17 0.459
13 0.686 3 0.323
36 0.666 2 0319
41 0.661 4 0.260
34 0.655 42 0.157
31 0.644 23 0.101
33 0.637 39 0.049
8 0.635 22 0.041
25 0.631 37 0.026
5 0.613 38 0.026
28 0.599
29 0.599

BETFAH DGO M IR AE S BN A S5 1 Joe 4 4
Pt X Rt S O PSR S Sa= L S| e S/ 3ot (13
TARMEE 5P AR SR WE 6 s, {EFr
TEEREIH, B IEREMRFIE I 2, A %
BT AEIERE 11~13 NMFIER, P34 R 3
B, 2100 0.63; Nk, MAEPRFHERN Z, T
SRS SIS 7] 2 N O b v Sl B R (1R BV, e S baiL
IERF, P34 [l 238 i 4 LA ] o 1G4 A s
B TR B AR, MR IR R D I, AR A
W3 28 AN BEAT RUHON S AT AT 20 28, A
FEAE T UNZR NAZ KT 43 R 28 0, ARSI 43 2K 2%
(1 F IR 2 2 BB . (R 7T, sk
PEPIRFIEIANECN 12, EREMHRFIE 744 {7, 8, 10, 36,
41,21,3,15,5, 6,20, 13}, BEIEP4 A RS,

0.64
0.62
0.60

1 3 5 7 9 1113151719 21 23 25 27 29 31 33 35
Number of features
6 FFEARMHESFHERERZEXR
Figure 6 The relationship between the number of
selected features and the average Recall

W A R A A I SR B BT R R AIE T A 1 1
B R MR R EAT R, 2R3 6 R,
PERFAEIEPERT 5, Rr R A HERA 2 | Rr il 2 R0 R4
IR FARFFANAR, X 5 R AR IR R BEAG A FH 2 AH
WG o AEASC, RRAEIE £ VR F 3 SR A 0] &
AGRTINZ b B 7 R T S AN E A R
G5, A5 B IR AN I RIS ISR AT Y 2 AR AL
% 7 Normal 27 ()4 M Mg A FEARA, ARSI
A A B R R FEANAE o DA, T AH Gy
HT R REAE e PR A S AT AU

WIS FIR AT, UEWAS SRR IR 7 VA B 1
R o) A P RN ) 2 FE 3B AT AL, A AR A I ) 2R
PETE, AR ISR AN 25 AN 2R PG W 5 SR ] 8
HEL 9 Fror, S Rl g Bt iz 20 1w, iRk
R T WERRIC. AN AERER L, BT
Fuzzers 87 I A M2 AK AR, Exploits 2851 (1) 44
RIS AR b, FAR SR A [0l Z A7 Prdie i,



KB A SRR M 2 4P I AR A i
&6 HFEIRFATRMNBER

Table 6 Comparison of anomaly detection effect be-
fore and after features selection
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Table 7 Comparison of anomaly detection effect between the proposed algorithm and other algorithms
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