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A DDoS attack detection model for LTE-A network
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Abstract In recent years, 4G LTE-A technology has developed rapidly, and the popularity of mobile devices and various
services based on 4G networks have become an indispensables part of our daily life. However, attack means is also con-
stantly developing. The continuous evolution of attack means for 4G LTE-A networks in recent years has become a key
issue that threatens our legal right. DDoS is a kind of denial of service attack, which brings more harm. Therefore, it is
necessary to study an attack detection model. In this paper, a DDoS attack detection model for LTE-A network has been
proposed. The model uses entropy as one of the features and uses random forest algorithm to train a classifier which can be
equipped on an eNB to recognize the DDoS flow through the eNB. The experiment result shows that the detection accu-
racy of the proposed model can reach to 99.956%.
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Figure 6 Size and corresponding time consumption of each time window
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