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A Method for Determining the Reference Framework of
Network Security Metric Index System
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China Aerospace Academy of System Science and Engineering, Beijing 100048, China

Abstract The diversity of evaluation subjects, evaluation objects and evaluation scales determines the non-uniqueness of
the evaluation index system. In this paper, a theoretical method for evaluating the performance of network security metric
index system is designed.Combination of “entropy”, “game theory” related ideas, designs “the index system optimization
model of entropy-game theory”, through the calculation of index degree of differentiation and the correction of combining
with index importance factor, to measure index system of the overall degree of differentiation, comparing the same evalua-
tion objects under different network security measure index system of performance differences.The rationality and feasi-
bility of the theory and method in typical network environment are verified by an example. For different industries, differ-
ent services, different components and even the same system in different periods of the network to determine the corre-
sponding network security metrics system reference.
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ferentiation- importance degree selection
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