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Abstract The increasing number of vulnerabilities in enterprise-level networks poses a huge challenge to the optimal
selection of corporate network system security control mechanisms. This paper models the complex dependencies between
the vulnerabilities in these networks by building a Vulnerability Dependency Graph, and model the Stackelberg game on it.
At the same time, considering the traditional solution method cannot solve the actual problem scale, a Double Oracle algo-
rithm is introduced. The results show that the proposed model and method are feasible and efficient
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10 FOR y,eY DO

11 IF v(s")ey, THEN
12 Y« Y —v(s")

13 WHILE |ds|<B DO

14  ds<dsUv(s) choose seServer ran-
domly

15 IF U,(ds,y)>U,(x,y) THEN

16 IR[H] ds

17 ELSE

18 Ik[H] =¥

RO HE AR NP A 2K — A
SIS < SRS o SN y B A SR 2 ], (EE
HAREHABERAN 0 FIHIECLHESR). 5 2741
Y BRI T H VI B S . B 3 AT
B 57 A ds AETTURIN s, RECH 2E 1A LA
55 B IR S5 AH ORI e wi TR R OB, B
AR wi RIEF OIS, KRR Z g

RN B R G RS y T e SR, e
S~TATHHTE B 28 7 AT TR Bl S (i
fie SWVYHT V()RR T RN SS Z TR 0 K B o 7R
95 8 AT, IKEVE S RSB R KRS, RIETE
55 9 AT W 2% rp 5 HAH SC IR UM BT 57 2 S0 ds b,
HAUZ RUNBGE g P BR(10~12 47). A& A Ik
Z AT, A ABENLERE— LIRS, AR5 ARk
—MERBE(13~14 1T). BJa, AL B0 Sk 2
AR, R, WERE, AR A
43 WEHEEER

B & P 5 7 57 F PR, [RIAE e 3 4
0 BB H (Attacker Best Oracle) Al T AL B
(Attacker Better Oracle). SRR A D7 K fif Lot 6
B17 7 8 VR SR TRy S AR i B, B S L SRS o T ALMSEER
B DT T HR AE R Bk A2 1Y) SRS
4.3.1 I BRAER

[EFEHb, I T ) MILP SR 550t 1 de f:
W, LLAE Ry 6T B~ 2 TR SRS 1R e AR e 1

max impact(t)* d(£)* Y x, (1= Z,,) (20)

dsEx

s.t. Z y(v,u) = Z yu,v)Vv#s,t  (21)

uepost(v) ue pre(v)
D> =1 (22)
ue post(s)
> ywn=1 (23)
uepre(t)
Zy =X, %S, Vdsvv (24)
z y(v,u)+ Z yu,v)—-1<Sv <<
ue post(v) uepre(v) (25)
>y
ue post(v)
Z4 =10,1] (26)
S, ={0,1} (27)
Xy = {O,l} (28)
y(v,u) e {0,1} 29)

i, yvau) 1 S, 2 alE T AR E ., S,
7EQR5) IS y(vu) KA . W BT 5 Felg ds TR
PEITA R v, IBA Xy, h 1, B 00 ZHRIT
i N AL B R AR D 0 s AN T £ PR 1 75 B0 )
JIT A B AR IR AR 28 5, EE BT R R S AR AE,
SUTR B L8 ALY ORI PG 2% iU B ], 3R n] BAYR
MR Z I AHRIMEIXRE, BUd & T aR &
— AN NP M), 75 P 2R L AR I AN BE AR 1 2]
i, BRI E I R o 5 B0 3 SRS
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BEa, By vx, vxgo 3-SAT [aJdilfE T2 A A —
A ECRAE, (A E HEL.

NS M

E=(xv—xVv-x;)A(x VX, VX,) (30)
HP AR EWET n=4 MEEM k=2 1A,

e Pkl DL EAR BRI XA I L R
n+k+ 1 R vy, v, Vs SRR A s = v,
Bt =v,, o MARUBEHILTI—X 8, MR
AR 3-SAT FRIE A3y, BIREY X, B
—x, o AR TR AR, gt T
=1k IR v Ry Ok, AT 2 TAT = 45 1A
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Figure 4 Sample network about formula (30)
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XFINE, AR i AR T 4 ST I R T R R TX AL
TR~y DI £E1E] 4 2 p] 5, 38 4 AR
i, 83k, DI <7 AT 8 ANalskng, JF HARD
WAL RIER AL 1/8 B <5 2U kMg 55 300K x M
KIN, — AT 3 F1L ] LIGLDIWT, 7355008 vo 55 vy L[]
i B, v vy Z 1R BRI, A v, 5 v 2
) de T . 2405 <5 B Al s 5 S0k MR,
IBLIAAT 1 Z 1L ] LGOI, B vs 5 ve 2 1R B B T
32

P RTEAEN S A S B LR 2 172 1
BERDIW s 2 ¢ (10— FR AR, MaAr e RT

A5 B 1 R ORI AT 3-SAT e 5 24 3k 2

FE MW B4 s B ¢ 0SS p DUE S
12 WO BT o AT LIVE X FIR T i =1,
AT 46 M s 31 ¢ BB A5 TT LUBE S (x,, —x, | ARSI
T AT BT A R X S
R B2 x, T —x, FRI30, 0% B A i e
mmzﬁ§¢wﬁ;>%,ﬁgﬁ&%ﬁ,w%%
% p KRR TR A [, BRI, TRk 54 p I
AR S 030 P4 A 1, AREB A Ly
0o XABEFEM AN THIE T —A 3-SAT 1) J5 [1Ififf
B Sk R AN T A A T 5 B A o A K [ 3 7
e TR A B B 1.

DEVEE ] B CAAEAEAME 3-SAT [
AR RELIOR AT, %1E—4 M s 3 ¢ FO5IREY 1
[ AR SR R I po T TR UG39 44
AT, BICIRE HBs 7 T HE— B, X4
B SRR UM 1 BSOS BB < s )
B, TSR AT 1 A T, X 4 B G B b T

mmzﬁfcuziﬁa
n

RESR Brehi 8 ) S R H & NP XfER), BT BA S B sF
TR, TR AT A ) SRR A
AN REdE s B F U R AR o YU BT TE VA R
B (A SR I, U SR A e
43.2 HHEIELER

FEAAT PR T A s kA EEN,
PR W57 3 s

A 30 BUliF TR

BN BT sy 2R BisFE RS R x
Bt VUl 250 as
VIUEAK weight[v] <o v eV
weight[s] < 0
¥, e x
add s to Queue Q
WHILE Q is not empty DO
u «—argmin,_, weight[v]
Remove u from Q
FOR i € out(u)DO

O© o0 3 O U B W N =

g < z dsex|vieds Xi
IF weight[u]+ g < weight[i]THEN
weight[u]+ g < weight[i]

—_
—_ O

12 pre[i]l < u
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13 Z(—X_u—{dsh'eds}

14 addito QO

15 FOR vi ¢ start(G)DO

16 payoff[v] < (1— weight[t]) * impact(t)
17  * < argmax payofft]

18 as « preV[t*]

19 IF Ua(x,as) > Ua(x,y)THEN

20 IR[H as

21 ELSE

22 i&[rl NULL

Bk 3 3L L Dijkstra 5095 Al Bk
NAEBARIE 5 s RIS ¢, EARR S, &N g
PO A5 . BV 3 BAL 4L Dijkstra S0 PRI I AU
16 AR weight[v] AT VHR, RN YT <74 BEW
DI N s B v B AR IORER . S ILARR B, X,
KRRV M s B v A5 R AN S 9Bl <7 2 D) W 1) 5
W o Bl B Bk R, T B REA 5 4k
FTVHEE, T BB 5 kAT D) W 0 M R S A,
TR T2 A AR BEAT SE 37, ) J5 & 1 X, AT
BUHT(10~14 17) [FIBAETF SRR, H pre[ilid 1y
RTRT IR A B o LEXTHEASRILR I 2 5, 5
15~16 ATV T RS H AR s il as, e Al ety
FUCRS e K I H AR R, T84 B0 3 11 SR 2 M
POAT T BNZ H AR AU — R AR 7E 18 4TIl I prefi]
R RAT IR IRCT A SR A R AR e fim T
WriZ R e AR, ARARL WHRME], B NHR[E 7,

5 SLIGHER

TEATT U2 LI g5 R . DR AR MERS K RAS
V1RSI ) 8 BASE, 5 HCEEL S U I R e P 5040 B I
M, BT LLIX B AE H TG A5 5 (Scale-Free) M 4% ok £ §
VDG. XGRS P4l Barabasi-Albert #5714,
JCHRFE W9 2 v 1R FE 43 A i /L e oA, Hoh 8 K
FE /NI BRI/ IN 20 FE RIS A, I i R an

(1) BB B IWALE ng 1T SURHILE 4 G,
TFah, R INE TR, BAAH RS
m(m < ny) N CEAFAERTT AHIE

(2) PLociide. ol RS O R n, AT IE
PRI, R AR T AT A

p:M (31)

Zn: d(n;)
j-1

A DU B 2 2 BOR A AN R 1 R 2%, A

VPN 4 th ) SEEAE P 3 FEAS [ ( To s B2 9 4% vh
PRI W BAQ2)EKRWILHT miA 2 A, BASHY
M52 O SABER ORI . {HE TR
S8 IO N 285 2 TG [ FS1, AT b 75 S 0 A 3 e R A
— LB AR VDG BRI RE LR

(1) #Ji& Scale-Free M 4%, 1% B A R A2
B R Ve TS I RN 28 1, 55 CEAFAE I R Verss HENL
BRI, v, = Vo, L BIRIIZLE A 0] 1) 6

(2) PRI ECH o A SO )2 IR R
B4 FE ' (Common  Vulnerabilities and Exposures,
CVE) R AT iA{E B FAARRUAE FH 1) 72 KT 3C
BR[25] ] JSON Feed CVE-2018 $#is . M %#idkh
U A A9 B CVE-ID, product name, im-
pactScore. X BL[F] impactScore B} 3.1 52 11 %F
NN impact 5, BUEH}[0,10]. CVSS A7 AR
A EFRHE: baseMetricV3 F1 baseMetricV2, X B AL
ERAFHIE T baseMetricV3 1) impact-Score. 1R
V3 %S e, H base-MetricV2 SRIEAT AR, LEAH,
—WRE A R AT IRS T, W
CVE-2018-0791 RAEIMIK office FAFHHI— AT,
(RO EER A m s 1 A8 office JEIRANILSER, RISLAE
S T MBI R TR R B T R IR, R I8 RS
R -

(3) BEMLICHK . 31X HLUKs il L5 W9 286 v (1) T i 1304 T
— X —BENLOCIE, AR5 Bt & R BT <7 & AR & E
TR 36 P W9 2% TR 1) A

FT AT S E E 404 3.60GHz [ A% CPU Al
8.00GB WA PC HLEIEAT. Py g Akl A Ak
FHHLRI SRR A CPLEX(FRAh 12.6) 34Tkl
TR 2 Abub K BIREHLYE, X TR R, ARt
AT 50 REEE, WOV BIEAC e 22 1 45

56, 18 FDOUBE SR RIEL 1 as th i)l
JEREERIPAT S R . I B IRIA G B 1
PR

TE3R 2, g5 T RS TR D Y XU s P A
FE R R (R READLYY RO i g . ISR A
1 e WA SRS R R o $2 F SRABEANIN 8] 25 40 A7
F B 57 5 B PR B s 2 B E o S X007 1R g, I Jm
G =K Y G L Aok

PR R H— MM S ge 25 R . AE R L,
A SCRR BRI 28 3(5)~(8) Hh Hhe o Al SR figt 4 Ji
WAL N FullLP. XA FE 28 Bt &
T~ 5 B A SR s R I TR) B4 v AR N . 15, 6
753 I PR 7 AR AN [R] B YR T R AS AT IR [R)
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Table 1 The information of vertices and vulnerabilities
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- Figure 5 Comparison of Double Oracle and FullLP
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Figure 16 Comparison of the utility of attacker with
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