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Abstract Post-quantum cryptosystems are becoming more and more practical in efficiency after decades of development,
and the standardization of them is also in progress. In the meantime, the research on the provable security theory of
cryptosystems in the quantum setting attracts much attention in the past decade. In this paper we give a survey on the
development and state-of-art of the field of post-quantum provable security, including the establishing of security models
and the defining of security notions for classical cryptosystems in the quantum setting, and the separation and the
implication results of security in the classical setting and the quantum settings. Especially, security proofs in the quantum
random oracle model are introduced. The research on the post-quantum provable security theory, is of significance for
appropriately evaluating the security of cryptographic algorithms in the quantum setting and realizing a safe and smooth
transition to post-quantum cryptographic algorithms.
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