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Abstract Kernel is the core of the operating system. It builds the basic environment that the operating system needs
when running various programs such as process scheduling, storage management, file systems, device drivers, and net-
work communications. The existence of kernel vulnerabilities in operating system may cause computer systems suffer
from denial of service, information leakage, super user privilege escalation and other attacks. Therefore, vulnerabilities
mining technique in the kernel has always been a research hotspot in the field of network security. Based on the existing
researches, this paper proposes a kernel vulnerability parallel mining model based on coverage guidance. This model is
based on code coverage rate, and uses a star structure composed of computing nodes and control nodes as the parallel
model. The computing node continuously tests the system kernel through code coverage, and the control node complete
the interaction of code coverage between computing nodes, which breaks through the bottleneck of the traditional model's
limitation on the computing resource requirements, greatly improves the code coverage and testing speed, and accelerates
the vulnerabilities Digging efficiency. In order to verify the practicability and effectiveness of the model, Diskaller is
compared with Syzkaller and Triforce. Under certain conditions, the Diskaller coverage rate is 12.8% higher than Syzkaller,
335% higher than Triforce, the execution speed is increased by 229% compared with Syzkaller, and increased by 450%
compared with Triforce, we discovered two previously undiscovered vulnerabilities in the Linux kernel by this method.
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Figure 7 Origin program and instruction program



76 Journal of Cyber Security {5 B4 2##k, 2019 /£ 3 H, # 4%, H2 M

5 OxfTFFff8100206a & fuzz coverage()ik
() — bR & AR PE, keov H 2 IR AT bR 2L
_ fuzz_coverage() 1% ¥ JE 41 OxfTTTTfT8100206a [1)ik
[FHEAE N cover data[]"F. 4 T A %—
S A5 K, Diskaller S HI2EML Afl Yl %645 11 i
o, IR OEAIT:
uint32 tprev =0;
for (uint32 ti=0;i<th->cover size; i++) {
uint32 t pc = (uint32_t)th->cover data[i];
uint32 t sig = pc " prev;
prev = hash(pc);
if (dedup(sig))
continue;
write_output(sig);

nsigtt;

static uint32 hash(uint32 a){
a=(a”61)"(a>>16);
a=a+(a<<3);
a=a’(a>>4)
a=a * 0x27d4eb2d;
a=a"(a>>15);
return a;

}

BERAEIAHAE I cover data[ |4 HHE—/Mrid 3
ARYAE, 57— DA YR I B A AT 5 5
BHATRIME [ sig, MR BIPRE, s
B b B A BE AT AT 1) 3 . WA IS S H )
e N T XA AP T 7 ), By A, B
AN, WERAHEAT hash(I2 57, T4 AMB 453K AN
BMA 4R —8, sk b A->B Fl B->A 25 A
[F] [F132 - write_output(sig) ¥ I A B[] (1) #6445 Bl
W ILEN AL I8 Y syz-fuzzer.

syz-fuzzer R syz-executor IR [AIfF) sig, JiIWKTIL
WRIAI sig 2 S AL, WEREH L,
$s LA N 2 maxSignal HIFORAT L BEIL SN o %
TOIBLELRAT P B VRS O AN K = . X
PSRG0T — N ARR AR BRI FAR
SHHER, FINEALRIT IR, A
A MPATURIEAT X L, a5 | AR E . A T
WA AT AR, A1 ISR 442

#1: A>B->C->D->E
#2: A->B->C->A->E
4R 2 P2 E maxSignal(AB, BC, CD,

DE), H1A, B, C, D, EX/RJEALR, AB, BC, CD, DE
FORFEARA RS o BT 26 442 A TR
Hele ¥ CA, AE, FTLLSE — AR e — 40
%45 . [F] i 5537 maxSignal (AB, BC, CD, DE, CA, AE),
IBARSTA R — A A28l Diskaller ¥4 —4¢
Prgtr, REEEREREFAFRIAT R
#3: A->B->C->A->B->C->A->B->C->D->E

3.3 MAERIGT

N T G R TE AL A, Diskaller AR pR %
SRR A G BN IR, ZHE R eR HOR
FHE IR STRG B E, BRI IR SCR S AR I 28 4 Sk S0 fF
MRS IS EER A TG 5 S FATTEL Linux f &
# read() 15, /48 Diskaller e TFUH 7= 2E — AR
il e A

B 56, read)BREAE Linux " e X K: ssize t
read(int fd, void *buf, size t count). BRI —/ NS4
AN BIRHIR TR, W A SHE MR
FEEMPIX (385, B EASHUR KRR, KR
DRI o FRATTRR At n I FRIVEE R G 5 ok SR

syscallname "(" [arg ["," arg]*] ")" [type]

arg = argname type

argname = identifier

type = typename [ "[" type-options "]" ]

typename = "const" | "intN" | "intptr" | "flags" |

"array" | "ptr" |"buffer” | "string

strconst"|
"filename" | "len" |"bytesize" | "bytesizeN " |

"bitsize

YI|H

Vma" | n

proc"

type-options = [type-opt ["," type-opt]]

a) syscallnameX /N R4, 761X B Hread; b) arg
Korread M E I Z 4, LA 24, B argtl &
argnameflltype, I+ argname e HH % 5 i SCRY S AT
BOE S ©) type RS HEAY, ol o H IR W] 2
. & tHtypenameFlitype-options#4 .. typenamen] LA
HH 16 TG e SR B A i, ] BA HH o 250 1] 1)
H s A I, type-options3& 7 typename 1) & 7 .

MG FoE X, B TA] DA read (1)l SCR S 0
read(fd fd, buf buffer[out], size len[buf]), =F—Z%L
fd fd# ~argname A fd, type hjfd, 1 TfAANERATE
P16 A b, Rl f 2R AR A pR R A k. 5
“NZ4buf buffer[out], argname Abuf, type }buffer,
type-options Aout, FHbuffer/& TG e X HIZRA, £
TN AR — N R I N AE G2 X I FREE, 48 ) 1) 2 1)
KN ZEBEHLAI LI o outdRos 7 ), S read BRI
¥, Forread R HCKE A AT Bdt i tH (5 ) 2
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mode_t mode). H—NSECATR ) SO AR TR,
B AZHO AT I T A, =S H0E
()13 5 BB o« FRATT BA A A 1R 7 2K G 25 o SRy
open(file ptr[in, filename], flag flags [open_flags],
mode flags[open mode]) fd, ZH—NMSHINSEH LN

file, ZHCEA ptr, J7 A4 in, 5 1A 25284 filename,
BIFE M X4, 58 AN flag, SRR flags,

J&M: 4 open flags, X 5. open_flags ANTETI] & X
FEMep, e — A B KRR E, Al o &
G 35 =S84 mode, ZEERTY flags, Bk
3 open_mode, & —AHw HEEME, Wil Fd
AR, AT BT AR SR
open(file ptr[in, filename], flag flags
[open_flags], mode flags[open_mode]) fd
read(fd fd, buf buffer[out], size len[buf])
open_flags=O RDONLY,0 WRONLY,O O
DWR, O_APPEND, FASYNC ...
open_mode=S IRUSR,S ITWUSR,S IXUSR,
S IXUSR, S IRGRP, S IWGRP ...

AR IR HEIR SCRY, Diskaller #4889 1 2 2L B n

IR R R
r0 = open(&(0x7f0000000000)= "./file0", 0x3, 0x9)
read(r0, &(0x7f0000000140)="", 0x42)

AR open BREUE — NS 40E — AMNREFRY,
¥ filename, XJ Lt Linux 7' open BT H— NS4
A char *, A4 T H— DS EATEH], AL
SURE P AR AR E IR 1) SCAE 44 4R L, ey T 00X 4] )
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BK T R SE A . 23 (0] 1 I A 46 {E 1)
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ST SA AT REAFAEN) BUG: & 56X % (s Bt
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F1 MHERIENTEHRN
Table 1 Output regular matching rules

Type String Regular Expression
BUG KASAN: BUG: KASAN: ([a-2\\-]+) in {{FUNC} }(?:.¥*\\n)+?.*(Read|Write) of size (?:[0-9]+)
BUG KASAN "BUG: KASAN: double-free or invalid-free in {{FUNC}}
BUG BUG: workqueue BUG: workqueue leaked lock or atomic(?:.¥\\n)+?" +
leaked lock " *]ast function: ([a-zA-Z0-9_]+)\\n
BUG: .* locks BUG: .*still has locks held!(?:.*\\n)+2.*{{PC}} +{{FUNC}}

. Kernel panic
kernel panic

Kernel panic
kernel BUG
kernel BUG
Kernel BUG
kmalloc BUG BUG kmalloc-

divide error divide error:

ubsan UBSAN:

Kernel panic — not syncing: Couldn’t open N_TTY Idisc for [* ]+ --- error —[0-9]+”

“Kernel panic — not syncing: (.*)”
kernel BUG at {{FUNC}}/([a-zA-Z0-9_]+)\.c
Kernel BUG (.*)

BUG kmalloc-.*: Object already free

divide error: (?:.*\n)+2.*RIP: [0-9]+:(2:{{PC}} +{{PC}} +)?{{FUNC}}

"UBSAN: (.¥)"

(7E: Hr PC FRIR"\\<[0-9a-f]-\>\\]", FUNC FE7R"([a-zA-Z0-9_T+)(?:\\.\H)")

H IR EEE R A AN Ubuntul6.04, #3004
Linux v4.16, SZKHG AL BB B A VB PE R, i
T SEI T E WAL, MU O S AN T
JENAERIRLL, F— BN 8G. A THAE Diskaller
HATIZ A R S s M, BT 34T T
S SN, ALK Diskaller #54rHC VY &
Host. 55—41 39256, Diskaller &4 Host AP 23 {5
¥4 1, Syzkaller F1 TriforceAFL AbH 23 E = HR N
4; Y1525, Diskaller B Host AbPEZS 1) £
A 2, Syzkaller 1 TriforceAFL AbH 28 £ 8; 2 —
2525, Diskaller 565 Host 4B =N 4, Sy-
skaller Fll Triforce AFL AbFE 285054 16. Ky T AT
PRI OL, AT RE SL50 1Y) Syzkaller il
Triforce Afl A3 INACFRASECE 4 2. 4. 8 RN ELSEEG .
T BRI LR e ST S A
FHIBOR N 4. 8. 16 I}, Diskaller 73 324 4%1, 42,
4x4 AN EESS, P A*B 111 A KR Host 405, B
FRBES Host N 73RLEs eIV BRAS I £ i, 1 AT
b, oAb AN T H B E T 4l tse s, 2l
1%4, 1%8, 1*16 I 1%2. 1*4, 1*8, ‘EAMWENIHEH
Y5 70 SR SRR AN A IR R0 LA

T2 BHERHERS

Table 2 Number of processors software configure
Core-4bF #5%

Soft
4 8 16
Diskaller 4*1 4*2 4*4
Syzkaller 1*4 1*2 1*8 1*4 1*16 1*8
Triforce 1*4 1*2 1*8 1*4 1*16 1*8

MR RE D, BB AT R L BR AR o A
55 VERCR KA O £ LA 5 o i HIX L diby

YRR LU S i DR 2

PHAT I 2 AR F A N ) Py PAT 0 X481 1 4 =
BRE SN AR T PR R, BT EE P, A
[) (4D T8 3 ] BE R BRI BUG BRI o 6 T A545 0)
TR UL, VA IR A BT A TV D 4D 0 45 [ 4R,
L, AR G B DR T AR 2R IR LR, v e A
R

BATE 5 R RN e B — AT R,
AL DL R A (R HEARPAT R o W AT I i
TR, RN Z, ek
BUG [P 2 0 508

it 55 P B0 A — AN ORI 2 e R AR 2
—, AR BT BRI AR 1 = ST AE o JE 55 1 ()
Wz, RN EETRRZ .
4.2 MRERSR

TG, AT IR v R B R A S s A TR
(P PERE, FRATAM T W N xS s G ik B
Syzkaller [FJAbBEZEANE 0 24 4. 64 8 I, XTIk
BN PPAT I B 0 R (X B R BB it AR
) S BRI, SR RN 8. SEEGER A, AbEE
WHCEHZ, Host ATRENSIZ AT VM SERERZ, A
0] A I R B AT TR L 7 o R R AR SR AT
— BT, USRI R T A M A
R o

Diskaller 714515 51 Host 2 [A] 8 L #2515 s A2 e
B A5, PR TF S5 AU I B AR A SR A
e A B R AT S B0k 819 R T 4R Host
ARFRLS KRy 2 B, DU Host [A] %4215 SURIZE 5 %
S B ) AR A R, AT DU e POASTRE Y
FUA] ) B8 ARASE B S 5 A5 R A H I A & —
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Table 3 Comparison of test results

Core-Ab ¥ 2%
Soft
2 4 8 16
Corpus — 4647 4773 5425
. Execs — 4628544 6285626 9738920
Diskaller
Edges — 56890 58561 64758
Crash — 0 1 2
Corpus 3907 4630 4810 5020
Execs 1489782 2421519 2956379 3445985
Syzkaller
Edges 52693 55286 57409 60529
Crash 0 0 1 1
Corpus 921 1062 1189 1247
. Execs 973653 1215761 1524627 1615761
Triforce

Edges 10287 12637 14468 15281
Crash 0 0 0 0

42.1 PATHEFRT

MR =, FRAT AT LA 55t AE Ab 398 i 40 i)
74, 8. 16 MWL R, Diskaller PU/ Host [F1 A 04T
RSN A 231427 314271 486946 4M/h, FiA> Host
PATHRZ) Ny 57856 78567 121736 AN/h, fEAbH
AR 2. 4. 8. 16 YTEIL T, Syzkaller $iATH %
Ak 74489, 121076, 147818, 172299 /M/h, Tri-
forceAFL $UATIHEHR /374 48682, 60788, 76231,
80788 N/ho UL LATHH, 8B /8L E DL R,
Diskaller SHITIHFIL Syzkaller 73 7FE T+ 91.1%-
112.6%. 182.6%; % TriforceAFL 43 HI#2 Tl 280%.
312.2%. 502.7%; {EGHIEALRITEDLT, Diskaller &
PATH AL Syzkaller 70ll$ETt 210.6%+ 159.6%-
229.4%, X H 1T TriforceAFL %M QEMU #)A:4
BE, 7EHATHE A Diskaller FLA7— 5 2500
422 BRBHFRIE

W R R, AR M E A N
AR, DRA R I v AR IR 1 7 26 A 2 o AR
T =, TATTUAR BN TEARBEZR A 00K 4. 8. 16
i}, Diskaller 178 55 %4 Syzkaller 73 Hl#ETF 2.91%.
2.01%- 6.98%; FERSHUTHA A EMEN N, His
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