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Abstract With the rapid development of mobile Internet and industrial intelligence, the Internet of Vehicles centered on
intelligent connected vehicles has gradually penetrated into people's lives. It has brought convenience to travel but exposed
security threats such as remote control and malicious attacks as well. This paper first summarizes and analyzes the multi-
ple attack cases encountered in the current Internet of Vehicles environment, and summarizes the security issues of the car
network into three levels: network level security, platform level security and component level security. Secondly, the over-
all architecture of the Internet of Vehicles is divided and introduced. From these three levels, the main security threats ex-
isting in the Internet of Vehicles are analyzed and summarized, and the current research hotspots and research status are
introduced. Finally, the future development direction and research focus of the Internet of Vehicles are prospected.
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Figure 1 Basic Structure of Internet of Vehicles
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Figure 2 Schematic Diagram of the Intelligent Vehicle
Network Platform
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Figure 3 Network Level Security Threats
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Figure 6 Component Level Security Threats
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