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Oscillation Attack Modelling and Detection with Penetra-
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Abstract The increasing distributed renewable resources (DERs) will introduce more vulnerabilities to smart grids. In
this scenario, attackers can change the power output of DERs in the distribution network, and finally disturb the secure
operation of crucial devices such as generators in the transmission network. To secure the operation safety and stability in
smart grids, it is necessary to study the threats and relevant defense strategies under the scenario with high penetration of
DERs. First, a novel attack model is proposed based on power system dynamics model, which could can cause power sys-
tem oscillation with minimal attack costs via coordinated control of DERs maliciously. Second, in consideration of current
oscillation detection algorithms' limitations, a heuristic attack detection method is proposed. The simulation-based case
studies demonstrate that the proposed attack could threat power system operational safety with minimal costs, and the de-
tection method can effectively locate the real attack sources.
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Figure 1 Power system cyber-physical attack model
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Table C1 Eigenvalues before and after attack case 1 & 2
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Table C2 Eigenvector for unstable mode in attack
case 1
- A R 1) A
A4=0.1+1i A,=01-1i
Ay 0.0000 — 0.0000: 0.0000 + 0.0000;
Aw, 0.5664 0.5664
Aw, 0.0000 — 0.0000; 0.0000 + 0.0000;
Aw, 0.3015 - 0.0013i 0.3015 + 0.0013;
Awy 0.3013 — 0.0020i 0.3013 + 0.0020{
Ag, —0.0000 — 0.0000; —0.0000 + 0.0000;
Ad, 0.0561 — 0.5608i 0.0561 + 0.5608i
Ady —0.0000 — 0.0000; —-0.0000 + 0.0000;
AS, 0.0285 — 0.2987i 0.0285 + 0.2987i
Ads 0.0278 — 0.2985i 0.0278 + 0.2985i

G ) = 1) H AR AEAE ARSIk 1) B ) 6 A

APy 3 5FGR T T
A, = diag(-10+12,-10-124,0.1+107,0.1 -
107,0.1+17,0.1-1i)

>

X% T 2012 FAEPE AT R A E
MV IR 2 2 A o IRAE T 22 AT R A 4R R
2 5 TR NV 24 A . BP9 AT N 2
REHL Y224 o TFOT IR AR JhAili s I 5
4 JBA5 %45 . Email: yliu@seil xjtu.edu.cn

81
WGt G4 =0 W S R R K A
0.2476 0.0100 -0.4586 24.9328 -13.0900 -22.3294
K,=| 03693 0.0599 -0.7548 -9.9600 22.7608 -21.7799
0.2510 0.0185 -0.4873 8.5012  -5.7638 —12.2453
* C3 WEEGI - AIRERSI IFHE R 2
Table C3 Eigenvector for unstable mode in attack
case 2
REAE ) &
4=0.1-11i A,=01+11i

Aoy —0.0000 — 0.0000; —0.0000 + 0.0000;
Aw, —0.6684 — 0.0295; —0.6684 + 0.0295;
Ay —0.0000 — 0.0000; —0.0000 + 0.0000;
Awy —0.2765 - 0.0658i —0.2765 + 0.0658i
Aws 0.6807 + 0.00007 0.6807 + 0.0000;
Ad 0.0000 — 0.0000; 0.0000 + 0.0000;
AS, 0.0021 — 0.0608i 0.0021 + 0.0608:
Ad; 0.0000 — 0.0000/ 0.0000 + 0.0000;
Ad, 0.0057 — 0.0252i 0.0057 + 0.0252;

Ads 0.0006 + 0.0619i 0.0006 —0.0619i
*C4 WEERGI=FIRERSI L FHE R 2
Table C4 Eigenvector for unstable mode in attack
case 3

RFAIE )
W& - -
A=01%10i A=01+i
Awy —0.0000 = 0.0000; 0.4725 + 0.0000;
Aw, —0.5579 + 0.0568i 0.2362 + 0.00007
Awy 0.0000 - 0.0000; 0.2362 = 0.0000;
Awy —0.0072 + 0.0534i 0.2933 = 0.0013i
Aws 0.8202 = 0.0000i 0.2856 = 0.0019i
Aoy —0.0000 - 0.0000; 0.0468 - 0.4678i
A, 0.0051 = 0.0558i 0.0234 = 0.2339i
Aoy —0.0000 = 0.0000; 0.0234 - 0.2339i
Ady 0.0053 = 0.0008 0.0278 + 0.2905i
Aos 0.0008 = 0.0820i 0.0264 = 0.2830i

EFAL T 2015 SEAEVE AT K A Bl
TNV ARAGAIT -2 o BIF ST U A A RE L 1Y 22
EEA . DIPGREES: W RGOS
i B RGREM ST, Email: yhgui@

sei.xjtu.edu.cn



82 Journal of Cyber Security 15 F\V% 4244, 2019 5 H, 4%, F3 M

ERRE T 1993 AERSEE HER A% K
o E i JUEP R ARG L, P %A
KRN R AR s - Wi &
M ARG R R 24,
WIFGER B BRI g 24, 4™
38 28 48 LA K H T g 16 R AR

E-mail: xhguan@mail.xjtu.edu.cn

BT T 2017 FAEELAE R AN E
MV RAFE L 220 . IAT P8 22 A8 K2 YR
WA N (5 B A R L. W5
ALFE: AHe PG B 224 B Re sk
AEVE L. Email: douan2017@xjtu.edu.cn

XIE T 2010 FAEPG AR A Bt
MV RAF L 220 . BT 4 22 A8 38 K22 0%,
P &% 2% ) 22 4 2 Bt Al K o ATF 90 Al 1 6
YRR & RS B RGE. WIS
B RE LRI S N ARSI L TSR A e A
REAUAG S BRAAT A A S i A I
AAGGAE. Email: tingliu@mail xjtu.edu.cn




