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Abstract Software-Defined Networking (SDN) brings innovation and convenience to the network benefiting from the
centralized management. However, the master controller is given sufficient management authority and relies solely on its
own internal defense technology. But this method is hard to ensure that it does not occur anomaly, and the entire network
is under threat. We propose an SDN control layer security mechanism based on mimic defense. In a diversified democratic
supervision mode, multiple heterogeneous equivalent controllers are used to simultaneously process data layer requests,
and main control is detected by comparing their flow entries. We focus on how to compare the flow table items of multiple
heterogeneous controllers at the semantic level to solve their grammatical differences. The security mechanism does not
rely on prior knowledge of malicious behavior. The experimental results verify that it detects malicious behavior is effec-
tive and has good performance.
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Figure 1 Mimic Defense Architecture
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Figure 8 Visual network topology in the controller
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