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Abstract The cyber security posture has always been the focus of network security practitioners. This paper collects
spread logs of malware in China from October 2018 to March 2019, and then analyzes cyber security posture from the
static and dynamic characteristics of malicious files, as well as the propagation characteristics. Moreover, based on the
community discovery algorithm, the paper makes a gang discovery on the network composed of the most widely spread
Mirai family programs. The results show that the community discovery algorithm can identify the Mirai network as multi-
ple communities. Domain names between communities have significant differences, and domain names within the same
community have similarities.
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Figure 1 First appearance statistics
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Table 5 Malicious program traffic statistics
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Figure 3 Source of infection
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Figure 4 Destination of infection
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HEWA 10 MR WHX 2, Ha ki h
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time.*. ronin.*. A 6 ML FIHLIX 4. 5 @42 L0
2394 sunless.®. cock.*. #IH 5 MM HI#EIX 6. 7.
8 A4 U735 49 usb_bus.*. mirai.*. miori.*.
Fz7 HXAHZHMN
Table 7 Community names rules
i F

sora.*. hoho.*. infinityondmand.*

EX 2
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0 N N A W N =

miori.*
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