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Abstract Rootkit under Linux usually destroys the integrity of the system by modifying the key location data of the sys-
tem kernel. Trusted Computing is one of the important methods to protect system integrity, which can be used to monitor
Rootkit attacks. Comparing with the traditional passive trusted computing system, the active trusted computing system is
transparent to the upper application, its security mechanism and computing function are fully isolated, and the trusted root
is completely protected by hardware. So it can protect the integrity of the system kernel more effectively. However, the
current active trusted monitoring measurement methods have the problem of coarse granularity of monitoring results,
which can not provide more detailed information for defenders to carry out attack confrontation. To solve this problem,
this paper proposes a fine-grained trusted monitoring measurement method based on security-first architecture, Security
domain implements fine-grained trusted measurement at symbol level by parsing the memory semantic information of
computation domain, and obtains the monitoring results that can be used to analyze attacks. Experiments show that this
method can detect all tampered symbols of text and rodata segments when the computing domain is attacked by Rootkit.
Fine-grained monitoring results obtained by this method can be used to analyze Rootkit's attack means and purpose, and it
has little effect on the performance of the computing domain.
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Figure 2 Process of fine-grained active trusted monitoring measurement in security domain
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E VAR 2R IR A B BRI VCECRERT . BT 3R
W FE bk R FR R 5 SR R B, B
AR R, S HoGT i 2 B A A S b (1 R
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Figure 5 Data structure for storing symbol
information
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6.1 IgdMi

ARATRA VAL 2235 T 4 FEFE B AL e HigqT T
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RHHT T Bk . BT ANF Rootkit FISZIG4E A EH,
BAEEAZR 15 H 1 Rootkit (X0 7 sUABLRAT A,
1R 2 FH A B A RE MR = Rootkit 175256
4

AFKIT J& Github _Ef— AT EUIE Rootkit,
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55

Linux Rootkit, ‘& iEid & H br R AT 5 AT i
RS 3B Bl R K 34T hook, TIAN/E hook % 45 HI
Lo WAL, BATEH K T —44 “rodata_Rootkit”
1] Rootkit >RBLIL LAAT A KA # Bk . X —
Rootkit [ Zh g & H i 5% USB ¥ #1551 7 7F
g WitS RGi0 USB %4 1 a1 T4

x2 WEMKXHKELER
Table 2 Experimental results of attack tests
Rootkit 4 FERLFEE P R P
SyS_open
SyS_kill
SyS_getdents
SyS_chdir
SyS_getdents64
proc_root_readdir
ext4_readdir
dev_get_flags
tcp4_seq_show
udp4_seq_show inet_ioctl
udp6_seq_show
tcp6_seq_show

AFkit .rodata

Suterusu text

rodata_rootkit .rodata dcbnl_rtnl_policy

(FE: B8 = FIRIEE =512 P T A B2 107 s A5 B A 18 o 28 P
FERIMHETE . o SyS TFSk e ARG R TR EHE IR K R 4t
)

BEtril i) e ie 25 R Wk 1. NIXANR T LLE
HH, ZRLRE I I R G Re % LA 5 R B2 e L
Wl e 9 P AZ AR B A S B B A B . AT
DA FH 3 2645 B3k — 20 43 b B0k 3 AT oA H 1,
I HX RGRIRE TSR

MM I 25 R ok B, AFKt T B T B ek
sys_call_table )77 54T Besty, FATA] LAk — 20
TE sys_call_table HFab#iE . SyS open HKFT
FE—A3CHF, hook % ERERT Re &R T AL AT I
RO RSB 5%, W0 & SO /deviport &
SyS_kill 7£ Linux £ 4t i sk 46 ik — ANk R, 7£ AFkit
H1hook Z R EUR N 1 IR NG BT YT N
[k, SyS getdents 1 SyS_getdents64 F >k ik 3¢
PREE H 3%, hook XA R & — M2 v T 78 A
H Is. ps S 2B SCHF . SyS_chdir AR Bl
ATHR, SEILT cd IR, hook &A2K 1Bk
AR cd A2 N H KT,

Suterusu Jy 1 G B A BRI 2, R AL H]
&4 sys_call_table 7772, 4k B & s ie &t 3
IR, BIBHET 8 -text BIMREE NAE T I,
X JUAS R B oy M %F BT Suterusu LA Th g
proc_root_readdir FIskikH/proc H 3% F3C#F, 1EfEH]
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ps. top KM EE YRS THFER, 21 H %
RN Iproc H s b AT 45 B B A U a7 3ERR 1)
pid, ‘BB R Suterusu T BEFR AL T FEE I pid
FIThaE; extd readdir 71 oTiRHL extd BRI RS
H3, X—HKTae&N T R, dev_get flags
1E R G0 R IREUM 25 452 bR iR,  Suterusu iUl %
BREE O T SEBLRR R N R TR A2 8 ) PROMISC
FriR; tcpd_seq_show. udp4_seq_show. udp6_seq_
show . tcp6_seq_show X U™ b %5 435l FH Sk 7E fproc
ARG AR TCP4. UDP4, UDP6. TCP6 %$%
(PIAE G A 2%, B OhATT — R N T RRin R A
HE RS B inet_ioctl & — MR /D #i Ad A4 1) 2
B, ERAE RIS R, B IR R A
PRSI 15 oL R R Bl A e AT T B . 1
Suterusu H, {EE B BUZREE RS H Pt E
5, 70% Bk F vl 3 32 4T B AR N0 S ok k47
DIREMI L+

TEAL S HURL RS B 0 SR 4Tk R R, ARl
M| T FATIF K rodata_rootkit, iXiEH] 7 EFhH]
15 BH A 22 16 SR S B0t W L (0 et o Ak FE R
B S256 45 B 55 R, rodata_rootkit %t .rodata B )
debnl_rtnl_policy @47 T 2ok, AL 2 — 0]
B, REGH AP AN A S B KRGt
b, whe] DUR IR 38 X el 1 A 2B 8. kR
B U RET B 1S 2R B AE rodata B, X T4 ok
VLT R OK, AR MEAR HE 1246 I 5 SR Mo 2 ) =
BEAT 40 Mo 1K — G5 SRR WILE X R A Mo 77 A e
H 11 Rootkit HEAT /0 AT i, A58 FH 2k 5 Wl B
BT IR
6.2 MEEEMRK

RATRAUE ] —A4 A ImbenchP2 (g T 5 Sk
AR ML TERS . Linux MEAEIR T H Lmbench
—ER G BER . fF4 ANSIUC tr#Efr. A~
UNIX/POSIX i il 5 AR I o7 o e R 45
AT LA AN T T i Joz B TR) R0 5 o FRATT 43 I TE 3
A ZEAT AT AT W R G2 () SR 25 A SR HH 1
R ERERNER RGN ITHEN BT T
Imbench i 5% 14558 M5 RAFE LT LA 7
6.2.1 SHEMRKHRE

IR AL FE AT getppid T I5FIE] L M /devizero
BE— AN S (R RS — AN B idevinull T (8]
(SFIME . 15 2] — S B AT FF— A S
KHE TR RIR AL, @ TCP M4 iEHEi% % 100 4
SCAFRER R TR S TE] (5 5 B AL B AR 7 e B A

AR TS 8] R A R AT BT R R iX—
o IR 45 R L3k 3.

M 3 R RATIT IR, SR
KBRS BRAE AR B 2 B B m . i LI 45 R
N, HZEMHTEEY 0~0.03ms, & KZEE LS LS
WA 1L R 4 SR ) 0.6565% . J — TN R A K,
&2 WK, YA 1.6015~104.5ms, H:
sh proc T ZE iR, 295 o] {5 M I 0 I &
S50 2.7511%. 5 — I K B N AF I S A ER £,
FEPERE A2 BRI TE B T o 8 b T DU A0k
JEE T A7 152 5 45 A 1) 5 i b e At 45 4 1) 52
iy

*® 3 SR KERIERT A EE (ms)

Table 3 Time spent on process-related operations

TEFHTE LR AT ..
Hm I
stat 2.26 2.27 0.01
open close 4.57 4.60 0.03
slct TCP 4.81 4.82 0.01
sig inst 0.37 0.37 0
sig hndl 1.77 1.78 0.01
fork proc 286.8722 288.4737 1.6015
exec proc 1083.2000 1086.5000 3.3000
sh proc 3798.5000 3903.0000 104.5000

(FE: ZEAE AR AT O I A2 A P AL B2 T £ MU R 2R T A5
FI 0 48 R TC T B A S PR T P A B 25 2R)

6.2.2 _ETFXVIHINEBHEN IR HEE R
2B F R[] )

ZIHAH, 2p/0K BIARRGAHEFEN) size A
O PATAEMMES), #FEECH 2 B B R y)Hse i
(RIS 1], 2p/16k TR R AFAHERE ) size A 16K(FHATAE
%), HEREECH 2 B B SCY) R FE R ], DAt
Ftte . ML LWL 4 o

PRFREREE T #E (1) ZE (A 5 9-0.2~0.6ms, 437
NTE T BN AT A5 WA 55 1-1.8182% 41 3.8217%. A L
FBREFEED L RN NG, iR EE il {E
W R R SO R R AN K. FE RO ]
I, FERREMCOR, Ak RE n]{E W I g R BN S P
DR R DU R . @R IR A TR LU 2,
SR b SCY A B TR) Y PR 25 2 RN A B T I
T BN AL BRI E R 2, B R SCU1 52 2 (1 52
R .
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x4 LTI FAEE(ms)
Table 4 Time spent on context switching

LEHWE  EHEREE gy
LRl iUl
2p/0K ctxsw 5.2900 5.2800 -0.01
2p/16K ctxsw 11.0 10.8 -0.2
2p/64K ctxsw 12.6 12.8 0.2
8p/16K ctxsw 11.8 11.7 -0.1
8p/64K ctxsw 14.0 14.2 0.2
16p/16K ctxsw 121 12.0 -0.1
16p/64K ctxsw 15.7 16.3 0.6

(FE: ZE AR AT B 0L A5 AL B2 T {5 M D O 3R 85 R A5
B 285 FIFTE LB T B AR BE A B 45 2R)

6.23 EXBHIZH. AREERSHEH. E
R BE

BEARBHEN RO EEMN. . 5.
R, ZINREE R WK 5. FAHURE BT 255
BHEMBETEIN. e, BRizH A bogomflops, 1%
AR 6. FEANUE B V7 mSH0s B aFE .
e, [%izHA bogomflops, iZIHMIASLE WK 7.

MF 5~ 7 HRTLLEF], BIFIASEEPREE T 1
= *%?&ﬁiﬁiﬂ%% S E ARG FEEZ cpu
PE BB I 52 ZIKFE’M% 5 L 2 W Ak T A )
FE & RGN cpu iz HAERER MR

x5 EAREREHEFTAIE(NS)
Table 5 Time spent on basic integer operations
TCESAAEHEI A A AL EE T

intgr bit 0.5000 0.5000
intgr add 0.0600 0.0600
intgr mul 1.0500 1.0500
intgr div 118 11.8
intgr mod 10.5 10.5

*6 EARBREZFSBIEEFTARIE(NS)
Table 6 Time spent on float operations
b/ st LIE AR 8 200 P T4

float add 1.5100 1.5100
float mul 1.5100 1.5100
float div 6.7800 6.7800
float bogo 6.5700 6.5700

xR7 EERWEEZF=HBIEEATARIE(NS)
Table 7 Time spent on double operations
T AAFEREIN AL E W {5

double add 1.5100 1.5100
double mul 2.0200 2.0100
double div 10.3 10.3
double bogo 10.1 10.1
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6.2.4 XH&VM REGGERT

IR AL Ok A1 10K STAHB1) 2 M B4 BT 1€ 3% 1
i ] - mmap latency(#$5 & SCHF ISk n AS2715 map
FINAE, REAT umap, FHIdEEEHR map Hl umap
FLHREF B IET) . PRA DURN G 0T 4E i FF B 8] . 100fd
select(% 100 A STRY ik £ HC & select (R a]) o P
RN 8.

MF 8 IE s R IRATRT LR B, SR/
Ji ST G A0 A I P R A R AR A, (H AN
B R RIFERT#E B, SO I B A R E
y oo IR AR B2 A OBl e R B [
0.9070%#I1 0.5384%. mmap latency Z{E N 66ms,
AT EFATE WIS L R 1) 1.068%. prot fault 1 1)
ML AL PR N 288 0.007, (S E3hn]
{5 W5 % R 1) 1.5086%. page fault. 100fd selct P
TR B R 22 A A/, AT LAZ2E o AR 8 IR 43 AT,
X T8 REAT SO B AN DU RR T, 40k B
EEN R L, (HERE AR,

%8 WH&VYM RGIERT(ms)
Table 8 File & VM system latencies
TEHE AR

syl e =i
0k create 44.1 445 0.4
File delete 17.2 17.2 0
10k create 743 74.7 0.4
File delete 255 255 0
mmap latency 6180.0 6246.0 66
prot fault 0.464 0.471 0.007
page fault 1.52550 1.52170 -0.0038
100fd select 2.332 2.331 -0.001
(7 ZEAE R —AT (R IR TBUE (8 P 000L BE T 13 W U R 30 58 R 19

EallibES %«UZ?EIZJJTMWE HIFR R T S RIS R

6.25 AHBEWHE

T2 I R (A5 FH 5 b 07 AT A5 1
M SCHFRTN A B S HOE R . NAEEE LUK
W A7 5 B processor 1715 96 . MIHRLE R LK 9.

X — ZF MR 32 520 i B 2 12 beopy(hand)
X, 217 6.773%. YT 1%KL HE &A1 68
MR ME—ZE A 5 43 BT 5%t o, FeA 1R
TARZEERBETHHETE 9 E’Jﬁ/ﬁt I aE R,

Hrp beopy(hand) 4t 1 L3R 10. 7] LA 21X — Tl
#*%ﬁﬁ%i] FE =R SEHS 5 458 F 4H0RLEE nT A5
DN B 0 R ) 2 4B T o Bl e B I e MBI B T
4.4403%, —IRS58 H G A s ME R ZE E 7
Lt>h 2.4415%, FiT DA ERSRAIRLFE o] {5 M i A% 1 M Rg
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IR FE, (H 7% 58 21120 100 I 2 52 L5 b Ho A ]
FRAIFEN, SR T 2R RE M B 51 A RE AR
5 RGIEF I R shi& iz T 2R EZ 4%,
R R ZE B A& P 2 M PR B o

Fz9 AMIBETEI(Mb/s)
Table 9 File & VM system latencies

Edn MEE ‘
pipe 1648 1643 -5 —0.3034%
file reread 2222.1 2206.6 -15.5 —-0.6975%
mmap reread 5316.6 5311.5 -5.1 —0.0959%
bcopy(libc) 1795.3 1779.8 -15.5 -0.8634%
bcopy(hand) 1687.5 1573.2 -1143  -6.7733%
mem read 4006 3982 24 —-0.5991%
mem write 2071.36 2051.65 -19.71 —0.9515%

(7 ZZ{E=A HIZRRLEE AT {E MO0 AT AR 4 2R 23l AT
SR B R T B R, 2 o Be=22 (B8 8 v A5 M I i
BTN KIS R)

£ 10  bcopy(hand)iMit£E R (Mb/s)
Table 10 Test results of bcopy (hand)

o By AT A5 Zd ENER
1 1687.5 -114.3 —6.7733%
2 1662.0 -88.8 -5.3430%
3 1646.3 -73.1 ~4.4403%

(FE: SesbZE(E=2¢ 9 rhfl AL v 5 e I Ay R SR AT 1
T E B WA B T R E R, 2 E T =2l T3 A E
AT T RS R)

6.2.6 f{EREMIAE S,

B 6 IR AERI A 1 A U AE P R X
BT AL R 22 E A P e . F
AT SCERATAR S I3k P 25K P R il e v 2, B—
G T MARI o KT8 — AT, FATTHB AL
WL FE AT A5 W PR35 AR R 4 SR8 T B Al S
WIS RIS R, B H N EE, RE
W 25 BB DAJE 2= 3l o] {5 W A 3R 58 1 1 Ik 45
3 B NI 228 o b A — 20, &
DA L o 1 DA I ) 22 48 o B AR I, B R R 30
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Figure 6 Absolute value of the average of the

percentage of difference of the results between
the test in two test environments
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