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Abstract Nowadays, in computer vision area, deep learning has shown impressive performance. However, researchers
found that deep learning systems are not robust enough. Deep learning models will fail when attackers add some specially
crafted perturbations, which are imperceptible to humans. These examples that cause the model fail to work are named
adversarial examples by researches. We propose a new defense mechanism named iterative denoising autoencoder(IDAE).
The intuition behand IDAE is that we iteratively push examples that far away from manifold onto the manifold. We apply
IDAE to test examples and then send the reconstructed examples to the classifier. We show that, for normal examples, the
reconstructed examples after IDAE have classification accuracy comparable to their original versions, suggesting that the
reconstructed examples are on the manifold and will not decrease the performance of model. For adversarial examples, we
show that this defense achieved high classification accuracy and low attack success rate on the state of the art attacks in
both grey-box and white-box attacks.
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Figure 6 Classification accuracy on adversarial ex-
amples generated in gray-box attacks on MNIST
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