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Abstract Transactional memory was proposed in 1993 to improve the performance of shared memory access in parallel
programs. Because transactional memory is related to the access control of memory data, lots of system security research-
ers also pay great attention to it. In 2013, Intel starts to support TSX (Transactional Synchronization eXtension), which is
the first transaction memory mechanism in widely-used computer hardware. Utilizing memory access tracking, memory
access signal triggering and memory operation rollback of transactional memory, as well as user-space rollback processing,
in-cache execution of all operations and high efficiency of hardware implementations with Intel TSX, various system se-
curity schemes are finished, including authorization policy enforcement, virtual machine introspection, cryptographic key
protection, control flow integrity, fault recovery and side channel attack/defense. This paper introduces the system security
schemes based on transactional memory, and analyzes the relation between these schemes and the features of transactional
memory, in terms of the control of memory access, the rollback processing and the in-cache execution of all operations.
We deconstruct these schemes from these features, compare them with existing schemes not based on transactional mem-
ory, and then explain the advantages introduced by transactional memory. Finally, we discuss the future of applying trans-
actional memory in system security, including the improvement of hardware transactional memory, and the potential ap-
plications of transactional memory, especially hardware transactional memory, in system security.
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