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Abstract Feeder Terminal Unit (FTU) uses IEC60870-5-104 protocol for telecontrol information transmission. However,
since the 104 protocol message is transmitted in plain text, the authentication mechanism based on the digital signature is
lacking, which causes a security risk of a man-in-the-middle attack. In order to verify the problem of 104 protocol com-
munication, this paper constructs the communication system between the feeder terminal FTU and the primary station, and
verifies the 104 protocol data intercepted by the man-in-the-middle attack. In order to enhance the protocol security, an
identity-based authentication (BM-RAP, Bellovin-Merri based RSA & AES Protocol) improved the method of verifying
the authentication time of a master-slave station in the virtual machine experiment environment between 20-80 millisec-
onds. The experimental results show that the method enhances the ability to resist man-in-the-middle attacks.
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