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Abstract With word vector space model, Recurrent Neural Network (RNN) can identify semantic and temporal informa-
tion, and has achieved great success in natural language recognition. Similarly, the sequence of API calls generated by the
code runtime also reflects the real intention of the code. Therefore, we apply it to malicious code detection, expecting to
achieve high accuracy while reducing the manual work of extraction and analysis of code features. However, there are still
three problems: 1) many malicious codes intentionally destroy the normal context by randomly mixing sensitive APIs and
non-sensitive APIs; 2) in order to collect code behavior as comprehensively as possible, the length of API sequence gener-
ated while code is running could be very long, which will lead to the long learning time; 3) softmax classification is com-
monly used with classical RNN, and there’s still space for accuracy improvement. To solve the above problems, a Sensi-
tive and Efficient Malware Behavior detection Framework (SEMBeF) based on Sliced Recurrent Neural Network (SRNN)
is proposed in this paper. In SEMBeF, we propose a sensitive word vector space algorithm to enhance the weights of secu-
rity-sensitive API, which makes the results of code representation contain both context information and security-sensitive
weight information. We also propose a SGRU-SVM network structure, which greatly reduces the problem of long training
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time caused by long API sequence of code and improves the detection accuracy. Finally, SGRU-SVM optimization is pro-
posed to solve the problem of sample balance and hyper-parameter selection, which further improves the detection accu-
racy. This paper also implements the SEMBeF PoC (Proof of Cocept) system. Experiments show that compared with other
deep learning methods based on classical word vector space model, machine learning methods and other common deep
neural network models, SEMBeF system not only has the highest detection accuracy, but also improves the training effi-
ciency significantly. The detection accuracy and training time of SEMBeF are 99.40% and 210 minutes, respectively.
Compared with traditional GRU model, the accuracy increased by 0.48%, and the training time is decreased by 96.6%.

Key words malware behavior detection; API sequence; sensitive word vector space model; sliced recurrent neural

network (SRNN)
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Figure 3 SGRU-SVM network structure
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Table 5 Comparison of Detection Indicators with and without Cost-Sensitive Optimization Method

FEA acc rec AUC F1 Y256 7] (min)
TEARMBUBATE A 95.83% 95.59% 96.07% 94.57% 95.82% 216
AR U A 99.40% 99.11% 99.60% 99.12% 99.29% 210

xo6 BSHIRELRITE
Table 6 Comparisons of Super-parameter Settings

A5 epoch batch_size learn_rate acc
1 25 20 0.01 78.33%
2 30 30 0.0001 97.42%
3 30 40 0.001 97.68%
4 25 30 0.001 98.01%
5 30 40 0.0001 97.51%
6 30 40 0.01 85.88%
7 20 40 0.0001 97.42%
8 25 30 0.01 83.30%
9 20 30 0.001 97.42%
10 20 20 0.001 97.61%
11 25 20 0.0001 97.22%

%7 SEMBeF RGHREHINERE
Table 7 SEMBeF System Software and Hardware
Environment Configuration
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Figure 4 Comparisons of Word Vector Experiments
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Table 8 Comparisons of Relevant Model Detection Effectiveness

et acc rec pre AUC F1 YIZRIr} 8] (min)
Word2Vect+GRU 98.92% 98.92% 98.92% 99.50% 98.92% 6190
S-Word2Vec+GRU 99.27% 99.27% 99.27% 99.74% 99.27% 6240
S-Word2Vect+SGRU 99.29% 99.29% 99.28% 99.80% 99.29% 213
S-Word2Vec+SGRU-SVM (SEMBeF % 4t) 99.40% 99.11% 99.60% 99.12% 99.29% 210

W T, JE L4801 Word2Vec+GRU £
B0 R FH AU ] B A S-Word2Vee, SGRU, DL
SVM, oG I #E B 22 53 0l A e 99.27%, 99.29% A
99.40%, 13EIFLHETt, i, SEMBeF R4HAT T
BRI 99.4%HER%; RGN 7T, 516500
Word2Vec+GRU F: A Lt., SEMBeF 6 i Hsf i1] g ik
DT 96.6%; TEHABIL PPN b5 Ji 1, SEMBeF %
SRS FL EHS N DT A B s A E, 1]
FA AUC 1 EE S-Word2Vec+SGRU H 7 '~ [ 1
0.18%7#1 0.68%.
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Figure S Comparisons of Different Algorithmic Models
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Table 9 Comparison of detection time

b I [ (ms)

GRU 1047

SGRU 970
SGRU-SVM(SEMBeF % %) 717

T SEMBeF KM T AT v 54 28 9 45 48 4y
SGRU, HEZSHAT T %114k, SEMBeF R4
LI BE AT R e, P E IRSE IO 717ms, L
SGRU #i# /b T 26.08%, & RNN i T
31.52%.
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SHAEAIR, BIAAAE € IR BE, 755 SE0FT
. WTRAZRG % 1 APL AL S8 e S B Ak 3t
B0 Jih, ARSCBREE BN AT A BN 1Ay 1o
g3 h, i S AR AR B R P B i A AT,
JUPAS I AN 21128 ARSIt A2 A R AR n]
AEo JE ST U R ARG 2 B A AST I IS 18] (R [RI N, 45 A5
&SN, e M HER .

7 g

FETBNASAT o B (18 AR A DU+ R B AR e
g R ARSI B, (HRMR TR E R EN LK
UG, T PR 28 I 28 7 Kb BN A S T A
FEIIAE A, BERE IR N T3 AR, DR A SCE
T R 3T SRNN F % & AR A AT b K I 48 4
SEMBeF J 248, REMS i R Eaf iR il 2% 2 A% .
o, FRATTHR e AR APT B 8 5 1 AU ] 1)
AT RN g RS T P E B XN AE
GAPUEAEG B $EHY SGRU-SVM W 4% & F4y 1
IEFEAT VSR B T IR [R), 2 7 4G 1 i
R I S A R R A S 4 1 X 4% A T 2 B ok 5 )
AT T, PR TR IE R R . SCER R,
LA I T 0 ] ) VR A I BRI
(I RS2 =) J7 A B, SEMBeF AN I 1 fff 2 85t v,
NGReR MRS e AR A 2 T BT Horh, i
DNER AR TR 53504 99.40%F1 210 73%%, 5
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% T 96.6%.
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