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Abstract Family classification of malicious software is an important issue in research of computer system security.
The dynamic execution feature of malicious software always reflect the functionality and family attributes of malware.
By studying the behavior characteristics of malware system API call, we observer that malicious behavior of malware
has a certain dependence on sequence forward and backward API call. Bidirectional LSTM can cover such dependency
characteristics. By designing a deep learning model based on Long Short-Term Memory network, model the relation-
ship of forward and backward. The experimental results show that the test accuracy reaches 99.28%. The proposed
model combination method has good modeling ability for the behavior of malicious software invocation system API. To
evaluate the classification performance of deep learning method, in the experimental part, we further add the adversarial
examples experiment, and construct the simulated adversarial examples by inserting the adversarial sequence randomly
in test samples to test the classification performance of the original parameter model. The adversarial examples experi-
ment shows that the deep learning model is more robust than shallow machine learning methods. The experiment in this
paper provides some reference for the popularization of deep learning technology to industry
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Figure 1 Malware family classification system
framework
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Table 1 The distribution of malware samples
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malware samples
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Table 3 Classification performence of the machine
learning model (L=220)
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Table 5 Time consumption of machine learning mod-
el one-fold cross validation when L=220
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