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Abstract Lightweight block cipher LED was designed by Guo Jian et al. at CHES 2011. LED has attracted extensive
attention because of its small hardware implementation, fast encryption and decryption. Currently, the lower bound of the
active S-box of LED under the single key model was given by the designers. This result is helpful for evaluating the ability
of resisting differential attack. However, the resistance of LED against differential attack under the related-key model ap-
pears to be an unsolved problem. In this paper, the MILP search model of related-key differential attack by basing on the
structure and key schedule of LED and combining with the byte-oriented automatic search method is constructed. It is
shown that there are at least 100 active S-boxes in full round LED-64, and at least 150 active S-boxes in full round
LED-128. It also illustrates that the reduced 15-round of LED can resist to the related-key differential attack. In addition, a
variety of variant LED key schedule are checked. Some new key schedule for LED against the related-key differential at-
tack are investigated.
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