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Study on detectable distance for electromagnetic
information leakage of information equipment
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Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China

Abstract Information equipment is accompanied with electromagnetic radiation as it works. The radiation brings elec-
tromagnetic interference and risks of information leakage. In this paper, based on the theoretical and experimental analysis,
the influences of electromagnetic radiating source, environment channel and capability of available receiving devices are
discussed. The estimation method of detectable distance for electromagnetic compromising emanation of information
equipment is proposed. As an example, the detectable distance of facsimile is estimated using this method. Considering
electromagnetic leakage feature and environment, the method is suitable for different information equipments and envi-
ronment to estimate the detectable distance properly. The over protection and owe protection of information equipment can
be avoided.

Key words electromagnetic security; information leakage; electromagnetic radiation; compromising emanation; detect-
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Figure 1 Electromagnetic emanation frame
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Figure 5 Computer electromagnetic emanation signal
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Figure 12 Electromagnetic radiation model of infor-
mation equipment
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