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Abstract Deep learning has been widely used in fields such as natural language processing, computer vision, and dri-
verless vehicles, leading a new wave of artificial intelligence. Deep learning advances however have also been used to
create technologies that pose potential threats to national security, social stability, and personal privacy. For example,
deepfakes that have recently attracted widespread attention worldwide, which could generate seemingly realistic fake im-
ages, audio and video content. This article introduces the background of deepfakes and the principles of deepfakes creation,
and then outlines and analyzes the detection methods and datasets for different types of deepfakes, including images, vid-
eos, audios, etc. Finally, the article discusses potential research directions and challenges of deepfakes detection and pre-
vention.
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Figure 1 Example of visual deepfake generation
process
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Figure 2 Classification of visual deepfake detection
methods
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T BRI BIL 2% 2 SR Y SIE, - g 25 56 ORI 5 Oy 3 4
AR IR ARSI o

1) WRE RS

Afchar 25 N T PR OGTE T AR AT LA Al
IR 777 MesoNet, {45 Meso-4 Fll Mesolnception-
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Table 2 Deepfake Datasets

i " B Pl ik P 2% .
29 AEITE — — — — KA H M
(e KANCRAE: o) AN KA o)
K% CelebA!"! 202599 / 0 / 2015
1% 100K-Faces'™" 0 / 100k / 2018
E % TPDNE!" 0 / 150k / 2019
14 Faces-HQ!"'" 20k / 20k / 2019
FEI SwapMe FI FaceSwap!"*"! 2300 / 1005 / 2018
FA UADFVI"71 49 17.3k 49 17.3k 2018
HRAT FEW38 0 / 50 97.0k 2018
\ DF-TIMIT-LQ'" 320 34.0k
AT 320 34.0k 2018
DF-TIMIT-HQ'"* 320 34.0k
A FaceForensics ++!"1 1000 509.9k 1000 509.9k 2019
LR Google/Jigsaw £3J"5" 363 315.4k 3068 2242.7k 2019
R Facebook #5:11'% 1131 488.4k 4113 1783.3k 2019
Hi Celeb-DF!'%! 590 225.4k 5639 2116.8k 2019
i DeeperForensics-1.0"" 50000 14666.7k 10000 2933.3k 2020
=R Baidu 51515 10 / 124 / 2018
AN Google (157" AP T HER IR, €7 68 FPANT T &5 HG 093855 25 2019

(74 64x64 1% %1 DE-TIMIT-LQ %k ¥ 4 fn
128x128 14 %) DF-TIMIT-HQ %542,

FaceForensics++ 47 4% 4" & 1000 4> i 4=
YouTube HLSZHSHAIKL T Faceswap VA& i (14 7] 5
i [T B O 3 A
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FRAR, 3 26 Oh it A0 A9 T 0l A8 RN B % 25 2 11
28 N 363 AU . A U ) B AR 4
AR AT

Facebook [1] Dolhansky 5 A JET 66 A [F] 14531,
SRS ARPBEI 1131 A AR EE T VR B Oy a4
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AR AT

Celeb-DF %' 59 froE5), ERYFIFf
A IR VT 1) 590 A s a1 1) 5639 MK
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FET R AT 1B AL (R 256 00T, Li 25 N0
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T 100 A7 VUL S R L 200 FEEAT T LS
WAl TR IEBILD R 5 A FR -5 FIAN
A, AEGR 2-RTANA ], 54 3-rPaT, AR A-FH0A
Al ARGy S-mFUA] . M2, Jiang S5 N KSR 4.
Y5 M5 B E OB SRR ) B SR,
APl g Rk 3 Pros, ML+ UADFV .
FaceForensics ++ 2% 3 i 2 45 45, Celeb-DF #l
DeeperForensics-1.0 £ 4542 5 i FL5K

3) EEE R

FiJ Arik 25 UMl T AN o B S S 4,
IZEAR AL 10 D RS E LA, 124 APy i & 0FE
A 120 A velE S, 4 AN TEE A o

Google 7 HIA & AVRFFCE T 1 &R T —
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Table 3 Reality Evaluation of Mainstream Video Falsification Datasets

4

EAEITE S FSEE /%
1 2 3 4 5

UADFV7 29.2 36.0 20.7 8.9 52 14.1
DF-TIMIT'"*! 314 314 24.8 9.6 2.7 12.3
FaceForensics ++!"% 46.8 31.4 134 4.4 4.0 8.4
Facebook #3711%% 254 29.7 22.0 11.9 11.1 23.0
Celeb-DF!'%! 5.6 14.8 18.6 24.2 36.9 61.0
DeeperForensics-1.0""% 4.3 8.9 22.6 29.8 34.3 64.1
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