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Abstract Nowadays, deep learning has shown impressive performance in the field of artificial intelligence. Face genera-
tion and manipulation techniques based on deep learning have enabled the creation of sophisticated forged facial video,
also known as Deepfakes, which is indistinguishable by human eyes. However, these forged videos will bring huge poten-
tial threats to our society, such as being used to make fake political news, which will incite political violence or sabotage
elections. Therefore, there is an urgent need to develop effective methods for forged facial video detection. When produc-
ing a forged facial video, existing methods are prone to exhibit some spatial and temporal subtle traces, such as distortion
of color and texture or facial temporal flickering. The mainstream detection methods also adopt deep learning, which can
be divided into frame-based and fragment-based. The former exploits Convolutional Neural Network (CNN) to find spatial
traces in single frame. The latter combines Recurrent Neural Network (RNN) to capture temporal traces between frames.
These methods are based on the global information of image to make decision, but the minor traces generally exist in the
local area of face. Thus, we propose a unified detection framework for forged facial video, which exploits global temporal
and local spatial feature to discover manipulated facial videos. It consists of an image feature extractor, a global temporal
feature classifier and a local spatial feature classifier. The experimental results on FaceForensics++ demonstrate that our
proposed method achieves better performance than previous methods.
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Figure 1 Examples of face manipulation

SR, BUAT (0 NI RT3 1 A s Oy e AT AL 40
EATIEBIRATC LR RERL, WARAA AR BFG, 7
Sy AERLGE L FEBIL L AR ) O R o AR [ 452 (1
RS, HIEI A2 B R S8 gU g E i
Hih, Bk BRI . IS 2 iR
FERTE, 1 DU R 4R N7 #2 X MR A AR 2k 12t
AT AL, AT e 2 TR BN SCfE R, B
[ PR 06 B A P25 DR R TR S, 2 S S0 A [ X 4
I RS D IR AE o IX BRI L K Dl at SR 32X Py



PRI 45 RilEr 4 Ry IR Py 260 ) 38 TR i 0 Dy i NS RIS 0 7 i

3 N AT HAT H (A

AR AL R IR AT GAN [, Dy AT MU 1 e 00 5
VT LAy Sy R B T AT R v R
TR B R A 7 920200 g 3 i R PR 1y 6 3
R AEAT B AN TR, T 2R MUUASL 0 i) 2 80l ] {5 A
DA, R SCVE R R 2R (AL, DU A B 5K
NI BB O Nz BR IOAN AL o Ja 8 U BE 22 538
PSR B I PP AL, il 91234 68 22 g e 4 o g It
PO IR o X7 A T MR 1 A R A5 Rt
frokse, R OhigRIE R AL, H- A ETIH
1R P8 XA

BF B, ACRB T Ag - hiE A
Fer AT I AE SR, % 25 5 MU (K0 I 3 4 S A0 25
[ SRR B P 3 T30 A T 68 ) N R AL By o 1%
HE ZR A0 15 4 Jo IR P 1 AR HRUT Jg 748 2 1) 45 418 7
LRSS R, I AR AR $2 OB B i ]
BRI . 2RI PP ARp A 73 SR B e i 342 482 22 i
G b I e P d RO R AT RS, S BRI, SR
2 AR AL 2 R DR F AT IR I 245
B I AR S, T Se B R AR

ARG R E AR R UL A R AT A 2R
5 R R B NI B 515 DL S i N
RS I T VE A R TAE . 2 =% R AR
HRIHESE . 55 DU B2 e oy, BRI SEIL
BEAT XS FE IR LEAS R B (A7 2 e AN HE R P o 5 T
FOLEEE, WA TARSCI TR RS AR I TAE

2 tHXIE

2.1 ARERIMBEHERN T £

AT B R N B 47 RN i 3
155 i P R TR R AH OC A

N 5 4055 5 70 IR S S N i B e 31 H b
BN b, SR E AR R ) 5 35 ST DR B
TG A S A . Blanz 25 APHR T —Fht
T =4 AR 3D Morphable Model, 3DMM)(¥]
ek 7, RERE AR AR TR . SRR I 2% 1k
ATHLBR, SRITZITVET LN T, A A 7 4S5
bt R bRk EAT 2% . Kowalski® 2 ! T FaceSwap
J7ik, R OCHE s U5 3DMM. I
B T /MU OCHE SR B TR I 22 77, B e Wi
Yl (1) 5 280 Rl G BN MG o 20N 5 4 B e 1) B
ff). Korshunova %5 APV % T &4 Kk TR (1 AR,
e NI T B 4 A 7 o) e S5 ol AR P XS AR A 25,
BEATHE 2 A0 A 5 5 B e . DeepFakes-AE! "y
PR T B39t 2% (Auto-Encoder, AE)FEHY, X}

75

S N A H BRSNS [/ AN g 2%, (H
A5 FH TP S AN [ PR e A o8 >k T 0 3 ) N K A H A
SN, T8k N DB 5 A AR BT N T
DX 35K, oK 3% HERE AR 3, TR FH o R A T ik
KA 4 J (1) LGN [B] H AR 8 ) AR F . FaceSwap-
GANUE 48 ] GANSs XUk 1 A KA H A i A
Jr AT e e, REAE A A IE FL I Y o A T S Gt
AL BN KRS A5 L, Nirkin 28 NPHRH T AN
— NI HELE FSGAN, ¥ NG R tE . AR
Sy T UGS N EUR Bl G R 3 [/ — A
PR IEAT A PR, B S R R g AT N 46

N2 F3 35 15 A AR Y5 NI R 1 R4
H AR N, A I OR B H AR N8 1) & 5
LR IR A A 45 PF R4S . Thies 2 A4 i1y
Face2Face 5 13 ot 48045 Y58l N I F0 H A 38 MK 1)
3DMM, fFEIANGE . RIEFDCSEL, R )5 U6
BRI RS SHCF e H s I & S5,
THL G TR e A5 B R IR, 0TS R A
2RI EACE S 0 (0 2 J 4R 15 - Suwajanakorn 25 A\
TR A S AURT 3SDMIME 454 B8 2L I 50 43T )
= A, AR R - BOE S A U M YE R
()35 R4 Averbuch-Elor 25 ANUCHE H—Fh 73, fg
WE R — Bt i AL, A NG DG s R 4T 2D AR 4k,
TSR AF B ) Bk N 5“3 k. BEE IR
J5£ 27 S AR E SRR i AU e Bt O e () PR e, ER
PE SR IR A R A E NSNS 45 . Wiles 25 A1)
$EH 1) X2Face ¥ 5 5 AN AGAF 20 01 G i ki 1)
B, PRS00 g AR e N IR 4 R .
Pumarola 25 A4 H1 () GANimation #3571 /] A
JW: S U R (3R, Heinds H T8 8 7 # T
(Facial Action Units){f & IR R, HAEA AN
B AR o 1) IR BN N G 15 5 R A i 8 0 R,
N1 =l S 1 =1 S A P N ) << S SNy
Neural Textures' V7 ¥ F A IR AL 30547 36 i R
XER UV HERS, IX SRS A7 IR 3 AR 5045 S
G E NI I R AGAE S, b 5 0 1 2 0 245 At A 25 1Y
2 R N« Zakharov 25 A POR 13 13 S 451
FL i1k (Adaptive Instance Normalization, AdaIN)*'
MBI R G AR, fe % 0 i th 31k N 5 015
B, R e T B bR SN R I 2R R AR 2D 1 ) R,
MarioNETte** 5 2 I i FY = 4 [ 3 5 o i i . 18
BERIAUH NI 23800 F SRR e 1 T AR
T .
2.2 A& AR AYAE I 77 A

Fi FAR T B AN R, Pl AR AR AR I 77 v



76 Journal of Cyber Security 15 F\V% 4244, 2020 £ 4 H, F 5%, F2 M

AT LA G5 kg 5T A AR (1) A 0 77 2 R0 RS T A B 1)
R 7 V5 K

Bayar 2 AP R CNN S thit B 450t 1146
W, It — A S FH R AR 7 N 7,
M5B PO B . Cozzolino 2 NP 1 HY
CNN 2227 2] Rl ik 22 R e AT O 3k B A I . Zhou
2 NSV AN OB R SRR I 3 N P £,
oA SR CNN il B B A i A e D ad SR 32
T3 SR IR IR W 7 B 2 R A A FH SRR 1)
LT 412K, I Ja Rl P AN S IR 3 B0 T PR
Afchar %5 NP0+ Oh i A IGRILAR, BRIR)Z
Mg 75 1 L 2 D1 R A0 %) s 44 T ™ BB Ak, i A5
J T S R T AHABL, 3K PR B AN S S P it A
JE AT PR ST I, 3 T4 3 2 ) CNIN Skl ) J2
FRAEHEAT R . Yang 2 NPT T BEF 348 7 ) A0
KRR —BUNRII 7. WREESE BT ZEN
I EAE AT IR ), AR O 3 N K A R 3R A
e AMRPEER B LI R, Li 25 ANPIR N
K 1 3 5 4 A 2 B AR TR B A R R, DRI A B
X AR T8 A AR kO i 2 ok I 2k 0 2R AR .
Stehouwer %5 \PLR 7 2 S LR 53 2448 56 0 ¢
OOt X AE R, I BLAT RV S 0 REAE e £ B
PRIFIDh X K. Nguyen 25 \PORI 24T 452 31 (1 18
REORs AR 3 RN Pyt D S8 o 48— 21— MR A
B4k, Nguyen 25 A\PURLF e 44PN Capsule Net-
work) B it — N3 2Kds, R GG WA H T 5
IS ETIA BAHIT I BOR SR, EIR I TAE# R
7 L8 A R ) S (A R, T AV E AR
(RIS 4SSO Ot A R ASTAS W [ 4

— e TR R I LS N A O 1 N 7 R A=
GEVHRRIE EARAEAN R, I BLI R 1 R S0 R4 3
BNz IR 5 rPPGEAL (B B Dt (i A\ K
ERRBE BT, X SE 7 VR R 2R . Gliera &
NPV BUERAT (1 B e NG WA A 92 8 2 % ik
ATARF ), PGk Z N SUE R, SRR
NINERSE DG IR, DA, $ it T TIZR CNN $2
ECRR AR MoT PR A i 5 iE, SR 5 A X e R A I 5 — A
PEIRIZE M ZS RNN A7 7095, Sabir 25 AP g T
SCHR[351H 1771, AR EAT s 30 o (1) U1 2%, JF HL
P ARATIEAT FRAL P, 3 HN I DX 3Bl A A o

3 ET2EFFMNEER=ERHERNAE
A BEHRSTAS I 75 5%

3.1 EUERTIALTE
Lyt NG RAI 5 FeAh 1 5Ok 38 A0 A0 B S AN [

e, HE DR A AR b, Rk, wT DOl b AR
FSr I S0 e A0 N DX 35, AT 46 /N A RS TR o XA,
XA () 2 ) PR A, — R REE R AR NG X
B, o) BT 2 AN S B AE, R RERE I D i
Je FRRFAE B R B S T 7 A IR

T2 NIRRT RRAR, o 56 e Kl 43 Ji i 4
ANTE SR BAE S, R B & T it ]
%o WRJE, WK 2 Pros, STAEmiE G, 4 DIibP"
TR RN 7 7 R0 55 SR I Y 68 AN A MK %
Hen, MAHET. IREE. SPRETXEm 514
A B — MR TEAE, A5 2 T HED K
1.6 fAE BT R, R8T 5 iR DXk ik
2224 %224 K/, WA 2 BT S A BUAR S
{Co}y o NITTERDA, R e M B B e 4
ok BY S A B

2 ANREETE
Figure 2 Illustration of face cropping
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Table 2 Accuracy(%) of our method with different
clip length on FaceForensics++ HQ
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Table 3 Results of ablation study on
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Figure 6 Detection performance with different setting
of parameter A
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Table 4 Accuracy(%) of manipulation-specific for-
gery detectors on FaceForensics++ HQ

DeepFakes Face2Face FaceSwap NeuralTextures

22;;3;? 90.18 9493  93.14 80.95
Cozzolino etal.”  81.78 85.32 85.69 80.60
MesoNet!*®! 95.26 95.84 93.43 85.96
Inception!*! 98.85 98.36 98.23 94.5
GLNet T8 99.6 99.44 99.72 95.36
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