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A Deepfakes detection technique based on
two-stream network
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Abstract With the rapid development of deep learning technology, Deep forgery techniques, such as Deepfakes, are be-
ginning to fill every corner of the Internet. By utilizing the generative adversarial networks and auto-encoder technology,
the Deepfakes replace faces and tamper with facial expressions easily. The Deepfakes can produce fake pornography,
spread rumors, spread fake news, and even influence political elections, leading to disastrous social consequences. How-
ever, the detection technology for this kind of fake videos is still far behind the generation technology, and the existing
works have some limitations. This paper first summarizes the existing generation and detection works, and analyzes the
defects of the existing works, then we propose the two-stream network detection framework based on the EfficientNet. By
testing on a large open source dataset, FaceForensics++, our detection method was able to detect fake videos with an av-
erage accuracy of over 99%, and improve the ability of the model to resist compression to a certain extent.
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Feature vector

222 ETFHbiEE K Deepfakes FLATAII

T K 22 BT 97 8 3 2 38 356 o it R 4% 1 4
Do 5 BT P A5G I i 0% 3ol B2 A — o PR A 1) S
RFAE, B fi T P45 11 5 Oh AR TO0IN, S 38 3 0 A
(13 BT it 8 i X A AR A7 4 0, 8 P
TS o PP PG (AR K R A S N AR s 2
DE-REYNE IR

L2228 AT N (1 Hz R A 0E ke A0 000 {2 400 A3,
Deepfakes PR HIlE i 6 = B2 IR 25 44 83 2R s Az
R AR 5 0E NS [\ o 3 b 7 92 78 K i g 3
Deepfakes H 2, {EHT GAN JfiA Deepfakes®'t,
HZ R S s/ A e Dl ok, Bz MRAS I AN P A 25 A,
Yang % NPOPHAR IR Sk s, NG Sk s 4>
ATA5TTN I A 085 1K X 43 BLABAIAT R 49 A1 - Matern
2t N PO B A PRV BIG AN R 28 1A+ IR 54
W5 D, PRGN 4 313X Fh Je A Ak o 1 SR 57
I RERSIN 1 LU MR 1Y) Deepfakes MUAT, Q147 4E B
BESURTE, R A, VR N S BT
fi Deepfakes WA L), BFFTE IT 4R R A cdis
UK Z 1 7 vE R 2 ) K R . Rossler 2% A
Xcepption M8 AT TR ZRRELE AR 1 i dis A H ik 2]
REEIRA I, Afchar 25 NPTHE IR E CNN R 452
SJER NG THOWARE, Nguyen 28 NP8 1 i
R P 2% 28K, kehf VGG 190 2% $ 3L (1R i 64T 43
Fo AT ONN [ VA R — MO v R B
TR R R o H A I AR 2 B, Ay
SE MBSO YRR &, MOV ST I 40 3%, B 2R
B TR R 0 R AR G0, R A AR KR B, IX
BE{J58R J: Deepfakes Kol ) HE 55 o

3 E-T EfficientNet B9 X7 Deepfakes 14
Vi ES

ASC ST b R A N T, 380 Tt
ERERIRII 4% . Zhou 45 AAEP U5 H A % 14
Mg o o Ak ] DL — o R AR A R R i R 5 . T
Deepfakes PUATIE HVEAN A FE BE IR a4, iy KA |
(PRI AE o DRLIEASHIE ST 5 | NI SR A, DA ke v ]
BREFIERT UL AR IRE ST o AR SC SIS B K FH 1) P A5 g
BERHETE 3 Fros. B3 v /e By I, A D
Kl. {12, 5 RGB EIAFIME, MRtk TR
Ty RS S, AR 285 55 Rtk RE & RGB
B 1 272 2] BT XA AL, AT AT DUAS [ 4 B 27 2
KI5 B BAbh, % IE3| Deepfakes MG A/
Mo FE I Z e, ARSCRA EfficientNet 1 XU
2 AT S5 T W2, Rl i) EARHE SR WK 4 Pk,



Aol 4 —RhILF XA P45 1 Deepfakes Kl A

HEZE4y B R M40, AR EGE R, 505l
AR, 5 Zhou 25 NP R0l I 28 AR R R A2,
ARSI DA (1) H e P X I 3 (1Y) e 3 o A #k,
BB R A 2] U7 VA IR G IR R, T AN
WL oy A A I B P . IRAN AR SO X
#& Deepfakes PARZL (1) H 4, HEMIA) 4 5 & v
FEAG AR N IIAN ] o FRARZE 1R Hs 207 25 52 1 o vt B
(I RER, 11 A IR s 2 T ) o HLAE SCHR[29]H7,
V3 2B P9 4 i R P TRV REAIE S AT Rk, T AR S
AT PR R AT RS, WA k. (R,
S5 g SRS IR S5 K RHE 2 8 3 ] 7 55, R
FHIA] o A ST B R FH 5 AR B Deepfakes 1R 45
FEAE )@, JF [ EfficientNet Bt A # 7 Deepfakes 7E AN
[ 52 25t B IR ZE . T SCRR[22 7 e (1) 2 B
P 52 B 7S B ), P A R 2 T o DX S S A
HERfTE, 5 AL Deepfakes Bl S 2 HK, ToiEAE
[F) 2 FE b AT 0 L, DRI AR S JiE 4 5 50 v 45 1B
Deepfakes S0 [R5 70 SVLEAT X6 LU 44T

3 BEgEERG
Figure 3 The sample of image noise

EfficientNet

,l:)\ﬂf\‘?ﬂﬁﬁll —————— 5
i £— i —
fte

EfficientNet

4 M EEAESS
Figure 4 The framework of detection networks

RPN b P e VA ]| R
I NI AS W0 28 At EB ot rp T4 I o K AR 7 51
NIRRT RPN 53 32, 40 0G5 i s )
RN K (1 W5 KR A, %ivi% B EfficientNet M 2%
(Eppise VAT AN LR, E5¥S(E,,, )HEX HEIRA

A RTINS, 2% S BN S AL (0 o0 Al 22 57« de

87

JRAE S RIS S A R AT R A . T
Deepfakes [1IJEGTHFIEIEA R FIAFTE, BLAMGHFAE
e SRR 5 I 5 S AR, R U s R
Prob(x) = 6 * E, (1) + (1= @) * E, ()
Hor, x &N, o A& BT,
Prob(x) R4 x HTRIIMEAS o g5, R B A it
HEAT TN, Y000 &5 5 ) BB A N iz A A5 s T
Deepfakes [F#E4

4 TERERSHH

4.1 N EIEREMEE

ARSCEBON S5 A hf L 5 2 1) FaceForensics++®
BB FEAT VEI » FaceForensics+HAU P4 55—
AR BE Dy it e Bl g . HEM 2 KRBT
YouTube _WAET] 1000 AN JEUAAFRAN, X LR AT A
ATAE ER A MR NI, A Y BE 0% 5 47 b SN
J R O A, 2B R A T RHX 1000 AN IR AR 4y
WIHEAT Deepfakes'”, FaceSwap!'", Face2Face!™, Neu-
ralTextures2 PU i 77 = (K 52 0%, Hh, Deepfakes #i1
FaceSwap & #t Jii 28 M B %, Face2Face #
NeuralTextures A & 1h B, 73 551 A B Y. 11
1000 AMEAA, 3t 4000 Ao (AN B ARSI HEAT
H.264 4ifiHi 1) C0,C23,C40 —Fh 44, RI#EA
A 15000 M. BEAh, ZEHE R T
AL X S5 ) mask o SLAECRR A A AG 7 451 4 P&
5 fin, BEZEALY Deepfakes #efli. HHi(a)S5(c) e
PR NI SR (0) 249 (o) N 4 1E () B IR aE A ],
(d) K (@) NI AT (o) IR

FEASCISERS h, Oh 1 RE R S AR, X
(RARIEERD A 5 Mo I F N K AS I 88 il S K
HE, AR AN GAHE A HEHE, W4 0.3 £k
No TERRBIRERE b, BOR BARSCIESE EfficientNet-b4
R, A PN A R AT U 25, A Adam f046
A, WIIRZ 1% 0.001, BF 10 5027 2% N RE 10 1,
RS, PR a R 0.1 FEVFINEGUELER
i, AT ER Xception!®' (fy Szt & Jxt bb, FTAT HR bx
IAE AR VR, R — AN A A A ik EO (1) i
DB IIEAE R AP TOOM A 26 o S5 A0 ) ) B 3
fH&EN 0.5, KT 0.5 MU AZBAIN. LR 7
{i¥8¥54H TPR (True Positive Rate), TNR(True Nega-
tive Rate), Acc.
_ TP+IN
TP+ FP+TN + FN
TPR M1 TNR 73 AR B R % . dce

Acc




88 Journal of Cyber Security {5 B LA, 2020 5 4 H, % 545, 52 #]

IR HEAR AR SR HER

@

Bl 5 FaceForensics++3{1E & Deepfakes E R
Figure S The examples of FaceForensics++ dataset on
Deepfakes

42 BEHBELXR

h T IR S A R, RSO RGB
FRIRAHESE N AEAN R R4 % I PEREXT L, AT
WA, EH Deepfakes #¥aEAE AL, T
CO ZHUEMNI Raw # 30, WA IATAT s 48, 1M 2%
AR, RIIER CO ZEONZMBRA Bz
REJT, T C23 ZER 40 1 i AR A B L. R H]
C23 ZHURAR AT GBI, i SRS A i
S22 B, IR REXT T I R 4. PREA
SEEG A Deepfakes 1 C23 Hs4ihie A2k, SR fG7E

C40 AR . 2 3 ARIRLES K 47 % (C40)SE 50 25 L .
M 3 T AR, R T Es T, Sk
T AENS B AT BT AT I e 4 B AR L RE . BT
Uk, A S YA P A HESE R k4T

% 3 Deepfake EEEHFRLINER
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A 73 TPR(%) TNR(%) Acc(%)
RGB #.ij 72.7 98.5 86.5
Noise-RGB Ui 77.1 99.3 88.2
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Table 4 The performance of two-stream network on
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Co
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