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Abstract With the widespread application of neural networks, its own security issues have also become an important
research topic. Deploying a neural network to a neural network accelerator is an effective method to improve en-
ergy-efficiency, but it also introduces some new security issues, such as side-channel information leakage. Based on
multi-core CNN accelerator, we proposed a model extraction attack by exploiting timing and memory side-channel infor-
mation leakage. The results of the experiments demonstrate the effectiveness of the attack. Then we proposed effective
defense methods for the vulnerability of multi-core neural network accelerators in terms of timing and memory
side-channels. It provides some reference for how to protect the safety of neural network accelerators.
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Figure 6 Mean Error of Depth Prediction Network
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Figure 7 A Complete Example of Model Extraction of ResNet18
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