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Abstract To avoid detection, botnets usually use domain generation algorithms (DGAs) to generate a large number of
random domain names. In this paper, we designed and implemented a DGA domain names detection system. By using the
features of domain name character, we first designed a classification module, which is a random forest-based and a light-
weight detection module, aiming to distinguish suspicious domain names from normal ones and meet demand of fast de-
tection in real network. Then based on the results of classification, we designed an X-means clustering module, which uses
a clustering and set analysis detection method to analyze features of query behaviors and domain name characters, aiming
to further analyze suspicious domain names and reduce the false positive rate. This system was implemented by the Spark.
By processing and analyzing the real ISP network DNS log datasets over 20 days, this system detected about 2.5 million
DGA domain names on average every day. After matching regex expressions, we found that about 55% of them belong-
ing to 5 known DGA families were matched. And more than 13,000 regex matched domain names belonging to 3 DGA
families hit the known DGA domain names in first two experimental days. Overall, experiment results show that this
system can detect multiple DGA domain names effectively. In addition, this system can also meet the demand of fast de-
tection in real network.

Key words domain generation algorithm; machine learning; character analysis; querying behavior analysis; distributed
processing
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