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Abstract In this paper, an algorithm based on Histogram of Oriented Gradient (HOG) and Support Vector Machine
(SVM) is proposed to detect and recognize the frequency hopping signals in non-cooperative communication environment.
The algorithm transforms wireless communication signals into time-frequency waterfall graph which include time, fre-
quency and amplitude information. The algorithm of HOG is used to extract the special structure features on the waterfall
graphs of different frequency-hopping sequences. Then the feature sequences are mapped to high dimensional space based
on SVM to find the maximum margin hyperplane, thus the detection of frequency hopping signal and the recognition of
different frequency-hopping sequences are realized, and the prototype system of frequency hopping signal detection and
recognition is established. In the indoor multipath channel environment, the algorithm can automatically detect the fre-
quency hopping signal accurately in open electromagnetic environment and can recognize many kinds of fre-
quency-hopping sequences. Under the circumstance that the signal interference noise ratio is not above 20dB, the accuracy
rate of recognizing different frequency hopping sequences can reach 98.01%.
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Figure 1 Frequency hopping signal detection model
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Figure 2 Wireless signal acquisition model
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Figure 4 Feature extraction process
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