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Abstract In recent years, detecting vulnerabilities in smart contracts has become a critical task. However, the detection
performance is subject to lack of source code and comprehensive detection signatures. In this paper we present a smart
contract detection method based on bytecode matching, called DC-Hunter. It can effectively find vulnerable smart con-
tracts by retrieving the analogues of known vulnerable contracts, and can be directly applied to the real-world smart con-
tracts without requiring source code and predefined signatures. To make the proposed method more practicable, we utilize
program slicing to mitigate the impact of irrelevant code, perform normalization to reduce the differences caused by com-
piler versions, and use graph embedding network to capture the structural information of functions, so that false positives
and false negatives are significantly pruned. Besides, we expose a new type of dangerous contract with help of DC-Hunter.
We find that there are some pseudo-vulnerable contracts specially designed for seducing people into attacking them to steal
their ether, which are called honeypot contracts. We implement DC-Hunter and apply it to real-world smart contracts. 183
dangerous contracts are reported and confirmed, including 160 vulnerable ones and 23 honeypot contracts.
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1| function creditEqually(address[] users, uint256 value) public
onlyMaster returns (bool) {

2 uint256 balance = balances[msg.sender];

3 uint256 totalValue = users.length * value;

4 require(totalValue <= balance);

5 balances[msg.sender] = balance - totalValue;
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function batchTransfer(address[] _receivers, uint256 _value) public... {

uint256 amount=uint256(cnt) * _value;
require (cnt>0&&cent<=20);  _ _ _ _ _ _ _ _ _

require(_value>0 &&LIEaIances[msg.sender] >=amount);|
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Figure 2 Bytecode from different compilers
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1| function multiTransfer(address(] destinations, uint[] tokens)
public returns (bool success){

2 uint totalTokensToTransfer = @;
3 for (uint8 1 = @; 1 < destinations.length; i++){
4 assert(tokens[i] > @);

totalTokensToTransfer += tokens[i];

assert (balances[msg.sender] > totalTokensToTransfer);

] balances[msg.sender] =
balances[msg. sender].sub(totalTokensToTransfer);
9 for (i = @; 1 < destinations.length; i++){

balances[destinations[i]] =
balances[destinations[i]].add(tokens[i]);

11 }

12 return true;

13 }
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Figure 3 Contract Ammbr!"

1| function batchTransfer({address[] _receivers, uint256 _value)
public whenNotPaused returns (bool) {

2 uint cnt = _receivers.length;

3 uint256 amount = uint256(cnt) * _value;

4 require(cnt > @ && cnt <= 28);
require(_value > @ && balances[msg.sender] >= amount);

6 balances[msg. sender] = balances[msg.sender].sub(amount);
for (uint 1 = @; 1 < cnt; i+#) {

8 balances[_receivers[i]] =

balances[_receivers[i]].add({_value);

9 }

10 return true;

|}
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1| function Cashout(uint _amount) public {

| require(balances[msg.sender] >= _amount);
3| msg.sender.call .value({_amount)();

1| balances[msg.sender] -= _amount;

5|}
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Figure 5 An example of reentrancy vulnerability
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1| function play() public payable { E
require(msg.value >= 1 ether); E
if (keccak256(timestamp) % 2 == @) {

1 msg.sender. transfer(1.9 ether);

}

E—

3

6 T REEHR RS

Figure 6 An example of bad randomness vulnerability
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1| function batchTransfer(address[] _to, uint _value) public {
balances[msg. sender] = safeSub(

3 balances[msg.sender], _to.length * _value);

4 for (uint i = @; i < _to.length; i++) {

3 balances[_to[i]] = safeAdd(balances[_to[i]], _value);
13 Transfer(msg.sender, _to[i], _wvalue);

? }

53

a| function safeSub{uint256 a, uint256 b) internal returns
(uint256) {

10 assert(b <= a):

11 return a - b;

12| }

11 BattleToken &'
Figure 11 Contract BattleToken'"”
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mapping (string => uint) parameters;

function set_parameter (string name, uint value) publie{
require(msg.sender == address{parameters[ owner’]));
parameters[name] = value;

oW o

5|}

7| function claim_reward(uint uid, bytes32 passcode) public
payable

sf {

9 require(msg.value >= parameters["price"]);

10 require(is_passcode_correct(uid, passcode));

1 uint final_reward = get_reward(uid) + msg.value;

12 if (final_reward > parameters["price_pool"])
13 final_reward = parameters["price_pool"];
14 require(msg.sender .call .value(final_reward)());
15 /* delete the user */
16] }
E 12 HODLerParadise &%)

Figure 12 Contract HODLerParadise!'”!
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