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Abstract Automatic detection of source code vulnerability is an important research topic. However, most existing solu-
tions are based on linear models. They rely on the text information of source code but ignore the grammatical structure
information. This will cause the loss of source code syntax and semantic information, but also miss many vulnerability
features. In this paper, an Abstract Syntax Tree (AST) based source code structured representation learning system is pro-
posed to study the structured information of source code and detect the vulnerabilities, called Astor. First, we present a data
set that is transformed from the source code and contains information about the syntax structure of the source code. In ad-
dition, we propose using a depth first information extraction scheme to obtain the syntax and semantic representation of
AST. In Astor, the neural network based detection system is used to learn the representation of AST. In order to evaluate
the Astor, we compare vulnerability detection systems based on structured data and linear data. The results show that Astor
can achieve much fewer false negative and false positive than other approaches. In addition, this paper further concludes
that the structured model is more suitable for data with rich semantic information.
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Figure 2 Structured data set generation process
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Figure 4 The training phase of Astor
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Figure 5 The detection phase of Astor
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*1 IHHENESKRE
Table 1 The parameter settings of five neural network

5% Layers Dropout VectorDim BatchSize MaxLen Units

CNN 2 0.2 40 16 500 256
GRU 2 0.2 40 32 500 128
LSTM 1 0.4 40 32 500 128
BGRU 1 0.4 40 16 500 128
BLSTM 1 0.4 40 16 500 128

RS SR B CCD M DYRE R 1 2L
i o 41 32000 MEEAAE A INZREE, 8000 ANFEAAE il
WA SCILB Bt T Keras HEZEMEE Lokt ) LFp AR 28
R X JE N Python 45 ¥ 75y 25 fi 25 X 4%
APIL, ‘& fiefi% Ll TensorFlow, CNTK, % # Theano
VEN JGuig AT, th4h, Keras 1] LA HE GPU Fl CPU.
PN T M w2 A W L < O
TensorFlow £ 24 Ja o SE LR, - HAEH GPU Il Zksi
ZPN 2% S PR (1) HARTC B2 O A RO S
W 2 PioRe

*2 FKBIMNRIFEHEESH
Table 2 Detailed configuration parameters of
experimental environment

CPU A& Intel Xeon E5-1620 3.50GHz
_— GPU fiA NVIDIA GeForce GTX 1080

TR A i

SEEFNAN 32GB

VNN 2TB
o Keras2.1.2. Tensorﬂ.owl 3.0, Python3.5.

Gensim3.2.0

BERS Linux 3.10.0-514.6.2.¢17.x86_64

3 AH TEST RQL SE4h 3. T LANEE R
Bl ceD %, 15 BGRU BAR AT, ik
FRHRHAC T HABBTY . 1K LK Ky GRU #EH Py 5
HOICHE A RERI TS50, X Bl &5 F 4 754 28 v] DAAE
WG B rh AR G () O B 00 (0 = SRR AE, I HLAT LA
PRAE A28 0 28 0 KR I ) 2 S AR R B oA &
JRAF K. M BGRU &XU ) GRU 8, 7EfR%E T
GRU AU 34 Al b, wT DI 0 1) 4 3% 27 21 31
H LA P B R HT 5 ARG R

x3 AMHEMEI LA R(BHL(%))
Table 3 Experimental results of five neural networks
were compared(unit (%))

(i) FPR  FNR A p R F1
CNN 6.7 113 913 88.9 88.7 88.8
GRU 5.6 73 936  90.8 927 917
LSTM 6.0 185 89.1 88.8 81.5 84.9
BGRU 4.5 6.8 95.5 924 932 928

BLSTM 7.5 8.4 92.0 87.8 91.6 89.6

2) X RQ2 MISERS: 4 7[RI RQ2, ATt
SAEH BGRU BN T Astor, FEXF PUSRE 5351
HAT T35 X TREARAL, RATBEHLIE R T 8000
ANFEAAE N REE, 2000 MEEAAE g R4 .

T A TR EE R, W LLEBL Astor X EFE
R HR (PU-Kind) SR 2 S 1F 1K 122 40 B2 R A
FREF AR B 522k, BT s B R O A0 it A 4
TR 2, Pt DLZ R BIRE AR IR A BE AR, T
DLZE 7 /208 22 I TR VR ATE SUfE IR 2% 5] . 3G
EX AL RL, AR SCHE— DA T b s e, ek Ty
FhRIECIE I REACTF K . it 45 Rk 5 Fion.
nf CUE Y, FR B 28 B (PU-kind) IF 7 3 K BE R
28.3, i T HAL =2 IXUR I Z R E R A T
HASCHHR I Astor R GEE R HBHRR  H 2,
RIS KE RN, & mE R EEkE, Bk
DI b JC A G Va2 31 R 1 2 I S5 R 5 R iR 4
AN =B IN A5 R FLAE 53R 5 st B T3
KHEARLE &, AT RAME— D F B X AN 2510 i MERf

F 4 MIEBIEHIEI LLEE R(BAL(%))
Table 4 Experimental results of four types of data
were compared (unit (%))

i) FPR  FNR A P R F1
Astor/FC 12.1 8.8 89.0 8.8 912 857
Astor/AU 20.5 8.0 839 715 920 805
Astor/AE 2.0 322 8.0 931 678 782
Astor/PU 5.7 53 950 902 947 924

x5 MAHERKENTHREGELAITE))
Table 5 Four types data’s average number of rows
(unit (the number of rows))
FCkind AUxkind PU-kind  AE-kind
SR 17.9 152 28.3 13.7

3) £FX%F RQ3 [SEE:: AEIXANSEHH, B Astor
E e AR (Linear Model, LM)#EAT LuAs, fELPEfR
Rvh ) SCAARAD TR i N A 28 Y 48 EAT R AE 2 2] T
I TR R . LM SR SySeVRU BT 4 H
SeVCs Hi#lifE, Astor RAASCHTHIEN CCD %l
feo AT 7o RS RL R BE, 2 IR T 2 my SE 5
PR B 1 FR BRI i (PU-kind) FI 4 Fh2E AL &
(ALL-kind)[f1 %4k -

ROLH T HIGLE R, FTLURIL: B HRE 2
B (PU-kind) £, Astor L2 A S 4tk
TR, F1AE AT LU R 2%, BbAh, JUHFE BRI
&, FEIRTRR(FNR)J7TH, Astor A LA ELZE MR BRAIT



Mg 4 T BB i 8 ee A I I I R 4

P 9% TO0 TR RS MK 0 28 OC 2 ), AR
{183 s A G 00 77 9 A TR] B i Fe AR A58 i R e Fi
(ELIE 5 AR M R BTl A2, B A 1) A B g ¥ 2 o
G AR, HELGRIRAE nT B2 G N, D 4 %
JEPRE AN RS E BRI O 2 . AIX T TR
F, RLFHEHM Astor &AM AT, HBURE
PE T AT e MR K R G ot T 2R R B,
BVE A BN LEE, Astor 5528 PERTRL (K28R AR L
T, BELH] 92%LL b, XULH] Astor H] LA —ANidE
MR RGAEH, Gef i 2R 2 P, 2Pk
UL E TN

3 6 Astor FAZMHEE T bb 25 R (B AL(%))

Table 6 Experimental results of Astor versus linear

model (unit (%))
(et FPR  FNR A P R Fl
Astor/PU 5.7 53 950 902 947 924
LM/PU 1.0 142 948 952 858  90.1
Astor/ALL 4.5 6.8 955 924 932 928
LM/ALL 1.0 102 961 962 898 927

SR, TR HEEESE b, Astor WLLEE]
MR R P RE, (HAE R 2B 4E -, Astor 1)
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