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Abstract Security competitions have become increasingly popular events for cultivating and selecting elites in the field
of information security. However, how to design a highly realistic scenario under the condition of limited resources is a
classic problem. This research revolves around three key challenges in solving this difficult problem. In this paper, we first
model the network penetration scenario in the real-world as a multi-step, multi-host infiltration process combined with
multiple vulnerabilities. Then the design is performed by making use of attack graph techniques which are capable of de-
scribing the dependency between vulnerabilities in a complex network information system. Finally, with the support of a
cybersecurity testbed which is born to an experimental platform with the ability to quickly reproduce and reconfigure a
large-scale network, we implement the entire design. In this study, the experiment was conducted in the form of an intranet
attack-defense network penetration competition, named as Explore-Exploit. The longest penetration path in the experiment
included four hosts and combined with three vulnerabilities, along with a service, which achieved the motivated goal.
Compared to the existing competitions, Explore-Exploit contains more elements, such as network topology exploring,
intranet lateral movement, data asset discovery and more. It’s proved that Explore-Exploit is more faithful to the authentic-
ity of the real-world network penetration scenario.

Key words real-world network penetration scenario; attack-graph technique; cybersecurity testbed; talent training; secu-
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