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Abstract Internet of Things (IoT) is an important part of the new generation information technology. It has been widely
infiltrated into the national economy and social development in various fields, such as industrial control systems, smart
home, and smart city. With the explosive growth of IoT applications, IoT devices are exposed on the Internet directly. It
has become an attractive target for hackers and caused lots of security issues. For conventional security tools like intrusion
detection systems (IDS) and firewalls, it’s prone to be high false alarm rate and hard to deploy in heterogeneous IoT envi-
ronments. As a new initiative based on the defense network security technology, the honeypot builds a highly controlled
environment to capture high-value primary data and discover threats with low false alarm rate. By analyzing relevant loT
honeypot systems and literature, this paper summarized some basic conception of IoT honeypots and the line of develop-
ment in technology. Based on IoT honeypots, this paper introduced and discussed three technologies: redirection, recogni-
tion & counter-recognition and data analysis. Besides, this paper proposed a new IoT honeypot evaluation system based on
the cyber kill chain to estimate related work and further discussed the research trend.
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LheEs UGN C S R
0x00 CPU services* [29, 32-34, 36-37]
0xf0 Setup communication* [29, 32-34, 37]
0x04 Read Var* [29, 32-34,37]
0x05 Write Var* [29, 32-34]
Oxla Request download* [29, 32,37, 34]
0x1b Download block* [29, 32, 34]
Oxlc Download ended* [29, 32, 34]
Ox1d Start upload* [29, 32, 34]
Oxle Upload* [29, 32-34]
Ox1f End upload* [29, 32-34]
0x28 PI-Service* [29, 32-34, 37]
0x29 PLC Stop* [29, 32-34,37]

*RoN B A Z IR IR 1 -

T4 STcomm WL —ZRINHEERD

Table 4 Subfunction Codes of S7comm Protocol

A IR BEFRIN L i
0x01 [34]
0x02* [34,37]

o1 0x0c, 0x0e ¥
0x0f* [37]
0x10* [37]
0x13* [37]
0x01%* [34]

0x2 0x04* &
0x05 G
0x01* [29, 32-34, 37]

0x3 0x02* [29, 32-34, 37]
0x03* [29, 32, 34, 37]
0x01 [29, 32-34, 37]
0x02 [34,37]
0x03 [33]

0x4 0x05-0x09

0x0b-0x0e -
0x11-0x13 x

0x16

0x5 0x01* [34]

0x6 None [34]
0x01* [32-34, 37]
0x02* [33-34]

0x7
0x03 [34]
0x04 [34]

*R N B AZ IR MR 1 -
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