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Abstract Fuzzing has become one of the most effective methods for mining software vulnerabilities due to its high de-
gree of automation, high reproducibility, and good scalability. For its inherent test blindness and inefficiency, a number of
advanced grey-box fuzzing approaches have been proposed and applied in AFL, AFLFast, Vuzzer and other tools. As the
development of high-performance chips and cloud computing technologies, fuzz testing can make full use of the rich par-
allel computing capabilities contained therein and further improve the test efficiency through multi-instance parallelism.
Typical representatives are Xu’s multi-core parallel fuzzing method, Google’s ClusterFuzz. However, the existing parallel
fuzzing methods have problems such as high repetition rate of the deformed samples generated and low comprehensive
test coverage due to the lack of effective control among different instances. Aiming at this problem, we first propose a
scheme for effectively controlling the fuzz testing process among multiple instances. It parallelizes the mutation strategies
as the basic granularity, regularly synchronizes the effective samples between different instances and optimizes the appli-
cation ratio of the mutation strategy, reduces the test repeatability between different instances, and improves the coverage
rate. We design and implement a parallel fuzzing framework which leverages AFL as the basic fuzzer, and evaluations us-
ing 5 popular applications and LAVA-M dataset, showed that, compared to default parallel fuzzing, our framework can
improve test coverage rate up to 132%, and the number of crashes triggered increases as high as 50 times.
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Figure 6 Mutator strategy-aware parallel fuzzing
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Figure 7 An example of cross mutation
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Figure 9 Architecture overview of parallel fuzzing system
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Figure 14 Coverage comparison of bsdtar between
different parallel schedulers
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Table 3 Comparison of effective samples in 10000
testcases between different parallel schedulers

H iy Default Sync-Mutator
tiff2pdf 1.12 90.04
xmllint 0.58 17.99

bsdtar 0.27 3.89
convert 1.29 58.70
opj_decompress 43.89 110.39
1y 9.43 56.20

AL 7 VA R B e e A A K S 481 PN A
(1) 7% S S S LA A0 P, ] DA v A [A) AR e SR
(0 R BE, a4k, Jd i [R5 A 20 FH 481 1) 07 v
K BINAE AR SRR, 1T A T 5461 oA 38 gl
B . PR, Sync-Mutator $i& & 1 K451 P A7 250K FH 451
(R, oeeb 17 S R IR T A o

IRIRIZHEEE S1: 3K 4 Pion & tff2pdf. convert.
opj_decompress 7 7EAN A I AT I BE 7 ik 24T IF
AT BRI 75 A A B e i B H 0P . T RLA
HF =A HAsFER 2K, Sync-Mutator J-47 1 5 5772
RV S B0 H S8 0 S v T A = AN R Sk, AT
FH 58 U R R B B4k 23 A D k0 S i AR AT T
J& Sync-Mutator HE ARl 1 £ H 5 2

x4 FRHTAEEITREHE
Table 4 Crashes with different parallel schedulers

H A7 tiff2pdf convert opj_decompress
IFAT M BESTE S AEFFHE  REHEH ANTF] R HCH SR H ANIR] S HCH
Default 29 1 0 0 0 0
One-Mutator 700 3 6 1 29 1
Weighted-Mutator 689 3 12 1 5 1
Sync-Mutator 678 4 13 1 32 4
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Table 5 Detected bugs on LAVA-M dataset

&y Bt Default-AFL Sync-Mutator
base64 44 0 40
mdSsum 57 1 5

uniq 28 0 5

who 2136 1 54

it 2265 2 104
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Table 6 IDs of bugs detected on the LAVA-M dataset
By JR 4% "5 ( Bugs ID)
uniq 321,222, 346, 468, 472

558,790, 780, 573, 842, 276, 560, 835, 788, 1, 235,
778,284, 805, 582, 782, 583, 584, 817, 556, 831,

base64 562,278, 832, 274, 521, 572, 566, 386, 786, 576,
804, 222, 253, 784, 841, 843, 255, 792, 774
mdSsum 554,270,272, 1,2

512, 1280, 4194, 1, 4240, 4354, 1282, 4327, 576,
4230, 562, 4342, 580, 531, 4096, 503, 4250, 4352,
522,10, 577, 1290, 596, 548, 355, 336, 327, 559,

who 346, 4111, 4347, 558, 4186, 4115, 4252, 535, 454,
3835, 3850, 492, 4051, 1299, 4167, 4176, 4355,
334, 3918, 4052, 3782, 4110, 3863, 4163, 4094,
582
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