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Abstract In the past ten years, considerable attention has been paid to Advanced Persistent Threats(APTs). To defend
and detect APT attack, intrusion forensics based on system-level audit log has been proposed. System-level audit log is
highly suitable for intrusion forensics because it records the interactions among system entities in details. However, it has a
fatal shortcoming due to its massive growth of log size. And the condition becomes worse when we are talking about de-
fense of APTs. Enterprises have to monitor each host in a long period of time to expose stealthy attackers, which causes
overwhelming storage costs. To address this issue, this paper proposes an audit log compression algorithm, named
T-Tracker, which imitates Dynamic Taint Analysis in binary program. Firstly T-Tracker detects the events that cause the
information flow from external data sources and generates the initial taint sets. Then it tracks the diffusion of the taint ac-
cording to the audit log. By retaining the events on diffusion path only, we can achieve the audit log compression. Our
evaluation on different system workloads and attack cases demonstrates that our approach can achieve significant log
compression without affecting the accuracy of intrusion forensics.
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111 BEFEAS N 2 tProcs

Hik 10 REH I H BT KT RBEREE

WA E - BURFMSIERAEIE Ts 3E4THE
J¥, 3t H. event.isT=0)

o T - ZBNGRENFYIER

BEGIN:

FOR e IN E:

IF e.OP € Input AND e.src € tFiles THEN

e.isT<--1

tProcs.add(e.pid)

ELSE IF e.OP € Output AND e.pid € tProcs THEN

e.isT<--1

tFiles.add(e.obj) B

tProcs.add(e.pid)

ELSE IF e.OP € Dead-end AND e.pid € tProcs
THEN

eisT<--1

tProcs.remove(e.pid) B

tFiles.remove(e.obj)

ELSE IF e.pid € tProcs THEN

e.isT<--1

END IF

END FOR

FOR ¢ IN E:

IF (e.isT==1) THEN
T.add(e)

END IF

END FOR

2t DL F g SUBERACBE, AT 52 ) A8 E
SR FAT AR B Tk, BRI HA IO & R
GZNFIIE AR B sh, M et iy, Dbk
B0 A v H AR I R4 . (E AR, AR
g, DHE T 0AR HAE A B, AR AL
20 5 X H Al 25 ) R 4
5.2.3 V5 AHR

LR AT AR R AL PR S, AR I SRk EAR S Z
B A1 A ) FE e, ARATIAF AR R 2> A2t ML 4
RS IE B P DL EEAT linux R4 R 1) proc LA
e, FUR HRAAGEE R A5 1, A< 501
R R AR AT B, YRR N, O6F Y. ) S 2 B
MR, Bk, R IFHEY Y proc Hx F IS
PRAE H ek ] A e B bR . ILAME Z R P AL
AT R, #ait— e e H A R B A E
/dev/null STAFHLIT . RN T FIRIX LR, AT TR LA

FR AR 154 2R GEAH DG IR Ik S0 1, e e A 44
b5 2 9 BT IR SO A B H @& i s W] g 4y Mo
B, A e A R

Ty RGNS N AR g 1 1 D] 35 oK
H T 5 s S A B

I B S i SR A R [R]— AN BERR R e,
I ELAMBR B SCPE o AR I SO AR A R, B T Al
BE R AL, 5 AL EHN SRR KA R
AT H . FEHLN AR 2 IR 55 12 P AR 2 A B 1K) B O
TR A IF SCA: o LRI INF SO ] g2 1V e, (HJ2
VRS BIF AN S AR S H, T A2 B SO N 3k 1T
T, PR S I ST B A7 A 38 ] DL 22 4 i
R BR o

2N —ER bR, AT KBS Taint
tracking A0 5 )45 B, g bl A AP AR G,
A RAEE 5 258 10.23% 100 AR LK
524 15

LM A&TG Jr e, B RER H, Sibs
BTG R HOS R HR EHLA IIE R,
HEEPEA RN, it HJaEHET. Fis—4
T-Tracker MJACEEJEINEE G, TAl i EEAEifE FIR
e e 107G ARG, HARIUEEE tProcs Al
tFiles WIN4ES, JF4E T-Tracker F—IzfTH, f1iX
LEXT AR Ay v

T-Tracker 43 Taint tagging. Taint tracking #l
Taint erasing FJALPEJG, 7E45 WALTE B2 Ay, 07
BTG AR TR, A R Taint
logging.

6 SKIGIIE

N T VAl A SR T A R, FRATH
JAVA 1555230 T )i R 48 T-Tracker, J7F ELSE M 2%
WEEF, MREMBCRIATIAR . RAERRHE =
Jii: HAE R XSO IR AR FE R . B
(Y ISF 1) 2 ) 1
6.1 KWIMNRIKE

h T AL T-Tracker [REZEMCE, RATERR
TIRIRMIAEE R 6 6 EM. X 6 G§EN MRS
PR R, Horp Client 1~4 7824% /3, T
SCRSG A AT YR U Server 1~2 78R4 AE, T
Xof Jaydek ) Py B3 web IR 45+ FTP IR 45 FH 5 14 R 45
6 B FHULTR—AN S py, FEm i 0% a8
FIGMB RN . TUEFI, JR3™ p s Ea — 5
530 1 B ML (Attacker) 11— 5 H A5 #E ML (Target
Server) H T2 J& IR Lt S50 o 1 1 1 4 B Ay s



BUKW] & — R TG ROBEER) R G o H S i Tk

UnsZ S AR /RN S

L] ] -]
LTl Clieht_1Clignt_2Clfent 3 Client_4
[ T T

—t |
[ T T
[T 1

fy @%
5,8,
HARHHL  Server 1 Server 2

B4 SLIIMEWEAINE
Figure 4 Network topology of experimental
environment

H 1% A

Bl

62 HAEELELLE

W, WAAEKIE—AH MW E KA, X
T-Tracker [ 4P BEHEAT AL « Client 1~4 I Server
1~2 53L 6 & FHA R TG o 1 BRAIRRT 4%
AT )R (AN 1 5y 2 A fg), FRATTR AR
FEAE T X, BEG EVLER IS AT AR 1) H &R A
P A SRR o

K2HAT—MHN, 6 &ML RERRIGH
HEWGHE R PR IR, FRATA R TR
600GB ¥ )dh H &, SILIIEEIE 6 TH4&MAR
G A

#2 6 SENA—NAANBIEREBES%IT

Table 2 Original log statistics of 6 hosts in one month

HL HA R P L Elj:’a LiNE Tiﬁ
(GB) HE&E A5
Client 1 29.4843 2463026 0.9828 82101
Client 2 64.0355 6289887 2.1345 209663
Client 3 79.1972 7404989 2.6399 246833
Client 4  59.4278 5668423 1.9809 188947
Server 1 262.0415 24772595 8.7347 825753
Server 2 130.6534 11458377 43551 381946
Total 624.8397 58057297 20.8279 1935243
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Table 3 Average compression ratios for six hosts in
one month

THL Track CR (%) Domain CR (%)  Total CR (%)
Client 1 41.80 18.35 60.15
Client 2 84.63 2.79 87.42
Client 3 61.16 14.17 75.33
Client 4 83.52 0.71 84.23
Server 1 58.72 0.008 58.73
Server 2 10.21 25.34 35.55
Average 56.67 10.23 66.90

HHE 3 S R AT, 236 & EHLIFI5 R4 %
53] 66.90%, H A Taint tracking BTMR T H I 1)
56.67%, PRAERGEAIEARE P 5m T 10.23%0)
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Table 4 Attack trace integrity rate in five typical at-
tack scenarios

Wil s Tb Ta Rb Ra  Ra/Rb (%)
vsftp (backdoor) 253 57 15 15 100
samba (access rootFS) 149 44 4 4 100
unreal_ircd (download) 155 54 8 8 100
distcc (remote exec) 146 55 12 12 100
web (file stealing) 98 31 4 4 100
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1%, JE#43 Intel(R) Xeon(R) CPU E5-2620 v2 @
2.10GHz.
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Table S T-Tracker’s run-time overhead under
different log size

FRERA REHTI T (ms) 75 ROBERI ] (ms) B ()1 FE(ms)
100MB 4172 84 4256
1GB 31224 315 31539
10GB 385378 2152 387530
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Table 6 T-Tracker’s memory consumption under
different log size

H &K/ REFL A7 (M) YIEL A (M)
100MB 3195 618

IGB 3195 693
10GB 3195 778
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