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BinaryFace: the Model of Face Template Protection
based on CNN
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Abstract With the widespread use of biometrics, there is growing concern about the security and privacy of biometric
template information. So many protection algorithms based on biological template information have been proposed, but
they generally need to sacrifice recognizability in exchange for high security. In order to ensure high security while maxi-
mizing recognizability, this paper proposes a new two-stage face template protection scheme consisting of feature conver-
sion and bio-encryption. In the feature conversion stage, a new BinaryFace network based on convolutional neural net-
works was proposed based on VGGFace. Binary conversion of face templates was achieved by designing a new random
orthogonal mapping matrix, quantization loss function, and maximum entropy loss function. At the same time, in order to
reduce the network parameters, a new deep separable bottleneck convolution layer was designed. Compared with
VGGFace, BinaryFace reduced parameters and floating point numbers (Flops) by about 75% and 35%, respectively. In the
bio-encryption phase, the key generated by the random orthogonal mapping in the binary binary template conversion is
input into the fuzzy commitment scheme, and the encrypted face template is generated and stored in the database. In the
verification phase, the key is recovered through the same process and compared with the original key to obtain the final
matching score. At the evaluation stage, the method proposed in this paper has about 6.5% improvement in GAR on the
three datasets of CMU-PIE, FEI, Color FERET, etc., while reducing EER by about 4 times.
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Figure 1 Two-Stage face template protection scheme
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Table 2 Comparison of Identifiability on CMU-PIE.
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Table 5 Time-consuming comparison of dlib and
MTCNN on processing each picture
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