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Abstract Content Centric Networking (CCN) belongs to the Information Centric Networking (ICN) and is one of the
most promising architectures in the future Internet architecture system. It has become a research hotspot of the next gen-
eration Internet system. The new features of CCN, such as content routing, in-network caching, and receiver-driven trans-
mission can improve the content distribution efficiency in the network. However, it also can bring new security challenges.
In this paper, we introduce CCN security threats, security requirements and existing solutions, and look forward to the
possible direction of CCN security technology research based on the analysis of the working principle of CCN. Firstly, the
operating principle and workflow of CCN are introduced in detail. The differences between CCN and TCP/IP are com-
pared and analyzed, and the security threats and security requirements of CCN are analyzed. Secondly, the research status
of privacy protection, flooding attack, cache pollution, network congestion and other technologies in CCN are summarized
and analyzed, and analyzed the advantages and shortcomings of existing solutions and then analyzes possible solutions.
Finally, the challenges faced by CCN security technology are analyzed and discussed and then we look forward to the fu-
ture research direction and development trend. By summarizing and analyzing existing research work, we propose poten-
tial research directions and key issues, which can provide a useful reference for further study of CCN security.

Key words content centric networking; security; access control; privacy preserving; flooding attack; cache pollution
attack; Dos attack; network congestion
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