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Abstract The privacy data verification scenario is a special scenario under the information verification service. Its prac-
ticability requires data to be stored and published in third-party database and have the ability to handle any form of state-
ment verification. Its security requires effective privacy protection during data storage, update and certification. At present,
the privacy protection research in this scenario is still blank, so this paper introduces the concept of provable data encryp-
tion scheme to meet the practicality and security requirements in the privacy data verification scenario. This paper has
three main contributions: (1) discussing the provable data encryption scheme and giving its formal definition; (2) con-
structed the first provable data encryption scheme based on non-interactive zero-knowledge proof, which also supports
efficient data update operations; (3) based on the commitment scheme, non-interactive zero-knowledge proof and fully
homomorphic encryption, we propose two general construction frameworks for provable data encryption scheme and
proves their relevant properties.
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