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Abstract Automatic Speaker verification (ASV) system, as a biometric authentication or recognition mechanism, has
been widely used in people’s daily life. However, the system is vulnerable to deception attack in practical application, and
the system also faces different potential risks. Voice conversion (VC) usually refers to the technology of “modifying and
transforming™ a person’s voice characteristics to make it sound like another person’s voice, while keeping the speech con-
tent information unchanged. VC could generate the voice of a specific target speaker, and it is difficult to distinguish the
converted voice and the target voice in auditory perception. But for the speaker verification system, the auditory similarity
is not enough to cheat the authentication system. This paper analyzes Mel cepstrum, a common feature vector extracted in
speech conversion and speaker verification, and realizes more accurate conversion of Mel cepstrum with joint dynamic
features by using a two-way long and short-time memory network with improved depth residuals. At the same time, the
loss function is changed to optimize the performance of the conversion network and the global mean filter is introduced to
filter out the cepstrum clutter generated in the conversion process and improve the quality of the converted voice as a
whole. At the same time, the similarity of speech conversion is improved and the subjective perception is not decreased.
And the converted voice is used to cheat two different speaker verification systems. Experiments show that the system can
successfully cheat these authentication systems, and has a high success rate.
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Figure 1 The block diagram of speaker verification system
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Figure2 The VC block diagram based BLSTM
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Figure 3 The flow chart of proposed VC scheme
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Figure 4 The improved deep BLSTM network
structure
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