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Abstract Widely used in a large range of Internet security protocols such as TLS/SSL, the key exchange provides a
method to establish a shared secret between two parties in unprotected channel. Especially in TLS 1.3, in order to ensure
forward secrecy, the key exchange method using static RSA public key encryption algorithm is removed, only Diffie
Hellman (DH) key agreement algorithm is retained, and a new key agreement algorithm X25519/448 is introduced. Com-
pared with other two DH key agreement algorithms (finite field DH and elliptic curve DH based on NIST-P curve) in TLS
1.3, X25519/448 has less computation and the process of parameter selection is undisguised, which is more favored by the
industry. In fact, many open source projects, including OpenSSH, have adopted X25519/448 as the default key exchange
algorithm. Although X25519/448 has relatively small computational complexity, the point multiplication of elliptic curves
in large-scale concurrent requests such as cloud computing and electronic transactions, is still a performance bottleneck. In
this paper, the Graphics Processing Unit (GPU) is used to optimize the performance of X25519/448 at different levels. And
in consideration of the possible threat of timing attack, we maximize the performance. The X25519/448 achieved
2860412/357944 ops/s on the desktop GPU GTX 1080 and 155459/17909 ops/s on the embedded GPU Tegra X2. The
performance of the X25519/448 is far outstripped the CPU, FPGA and similar GPU platforms. Among them, the X25519
implementations on Tegra X2 is 8.5 times of ARM CPU and 13.2 times of FPGA, respectively, reflecting the strong poten-
tial of GPU in the field of embedded cryptographic computing.
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The Diagram of ECDH
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Figure 1 The Diagram of ECDH
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Figure 2 The Components of Tegra X2

%1 PTXISAELBEX
Table 1 PTX ISA Instruction Explanation

el HARf4 & X

N s=add(a,b) s=a+b
RS s=addc(a,b) s=a+b+CF
. s=sub(a,b) s=a—b
ik s=subc(a,b) s=a-b—-CF

- s=mul.lo(a,b,c) s=(axb),
ik s=mul.hi(a,b,c) s=(axb);;

s=mad.lo(a,b,c) s=(axb),+c

e s=mad.hi(a,b,c) s=(axb),+c

s=madc.lo(a,b,c) s=(axb),+c+CF
s=madc.hi(a,b,c) s=(axb),+c+CF
(82 R co, IS B N RS CC.CF)

o IfE, ASSCHE I Montgomery B 5 1) 5K
WP BR, /0 e AR 1 5 R B R (R AT 2
I 25U RSN T i R P P v R A X25519 5 X448,
3.1 KEHEZ

FH T R B L 2 S W I REAZ O IR 4y, K
O W S BUAEARL, 7 S5 R R ) [R]
I, ASCRAN ORI TR N . Ak, KA
D7 v SIS R TR AR K R R NPT, AR SCEH g
SR HEECE T IE 5
3.1 kSR

RHEEINE S aESEL, BT CUDA 4% PTX
ISA FaA S s, Wl 3 R, FAT#EE “5-E
FUECHS-0E BB 2 U Wk K S B R . A
Curve25519 A BRI THE A, ASCAEH 8 A s=add(a,b)
FRA SIS, [FIFEAEA] 14 1234 58 Curved4s
KBRS . 7 B R, KBt 45 R
fLE KEH C 5L carry, Horb carry BEA KT

1o ZUREAT carry [J575, BATPEAE G 100 PRGN 4
B o RAEHI I SEBL AR S5 VAR R AL, DX 05
T PTX ISA 935484 s=sub(a,b).

Addition Flow Diagram (5-integer + 5-integer)

a, a, a, ay a,

+ o+ + + + L
‘b b by B b r9+9j adde.cc.u32()
|| wam) || ©a || e || ea || e ||

@ @ @ @ c, carry

3 REHMZEREE
Figure 3 Large Integer Addition Algorithm

3.1.2 FESFHEM

KNI T E - FAT I (14624 mad.lo 5 mad.hi,
FARI 9B R 5 S PO 20 ML, SEBL R R
fEH P FEARTHE 0 R

¢y j =madclou32(a;,b;,c;, ;)

Ciy jp1 =madc.hiu32(a;,b;,c

S, FRATT ARSI HE R OR IS . C=4 X
B+D. AHLE KBS TS, KA IN{E 48 2 B (R
AR LR BN A — AN R EOINHE H . FIFF,
TEE 4 v, RISCHBE(S-E s XS 8 miBS-52 R
SRR B AT 2 U0 o
313 FFi

X LG e R s ek, v A 4R 45
IURHEHCT I e . e s BETERE, P Or B
MSEEL. HARGRRRY =20, Wk

i+_j+1)



HEEN 2% LT GPU (1) X25519/448 %811 i S35 1 e 1 s 0 65
Multiply-Add Flow Diagram (5-integer x 5-integer+5-integer)
dy d, 4 4 d,
+ + + + .
[@bon] [@bon] [@ba] [@b)] [@bo] Fo+ol
|| e || e | e || memp || mesp ||
o lal el lal lal e
+ + +
|(aob0)m| |(a0b,);,,| |(aobz)m| |(aob3)m| |(aob4)m| madc~hi~CC~U32()
| o | Comp | L || (G |
E BN
+ + + + + 7
|(alb0)la| |(‘71b1)1o| |(alb2)10| |(alb3)la| |(alb4)1o| '—9+2J|
I o | mesm] | moamp || oy | | mewm> ||
o I B N
00 00O
madc.lo.cc.u32()
|(a4bo)h/| |(a4b1)m| |(a4b2)m| |(a4b;,),,,| |(a4b4)m|
1) s || e || e | | mesp ||
e e e o
B4 XEHEERMELRZE
Figure 4 Large Integer Multiply-Add Algorithm
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e LR T LA 3
C+carryx38 = (carry'| C") (10)

FIH XAV carry BEAT L9, A 7 HGIA,
B A K0V BEHER TV A “ Curve25519 HE A7 2t
7, SRR R, (carry|CHITERTNF FoR:

{[0’2256 ~1]

[38,2%%° +1405]

if carry, =0
(1n

if carry, =0
WA bk gh B, w4 Cearry | €D €[0,270 +
14051 . BbZN, B4R carry, JET{0,1) . FFEAT
PR NNELNRERAE, WA (carry,|C)A:
[0,2256 —1] if (carry, | C) €[0,27° 1]
(12)

[38,1443] if (carry, | C)) € [27°,2%°0+1405]

W FIRPES “ Curve25519 HE L)t E”, 45
R(carry)|Co) E[0,2°°-11,0 %54 carry, J1 0o HELEY]
I PR AC LR ERAE, W LSS LRI carry. DA,

SRR G, ANFEE carry WEUH, P
RS VEAT IR REA 29 At, HILAHBR carry. b
W7, Hi5E while TEHRAE, Aoit &R o X,
A LRGN o I Moy, RN Curve25519 HER 29801
77 T LAHE) ™ 2] Curved48 k.

XFF Curve25519, A SCHEAE -l BN vy 2 1 12t
AL PRTT A, XA 7 R Re A 29 E .
JHET T RO I B (T IAT A . % R BRL
b, B RS R IR C MR R Case FIFER
YERERT— 5 o Hofth 255 HUARAE R C, Zomidi e Bk
INVSR

(carryy | Cys6) x19 + C= (carry, | C)) (13)

TSR (carry, | C) €[0,27° +1462] . T {345
BT 270, R WIHEAT AW AL . AE S R
o, HLRRREAL Lk ot ST, AL T IR PR 2D
B, e m BRI T SR RE . (HR XN
7 HfEE T Curve25519 4k, ANREN H T
Curved48 k. HEEM Curve25519 HEA7 Lt
WIRZ WL 2.

Bk 2.Curve25519 [#] 52 I KL L J i FE.

7
N: 256 LLRE KB C=Y 2%, Hop

i=0

¢ €[0,2?), carry[0,38];

;
fith: 256 LR R#EH C =2, Hip

i=0

C 6[0,232)

. carry = carry<<l

.carry +=c;>> 31

o7 &=(1<<31)-1

. ¢p =mad.lo.cc.u32(carry,19,cy)
.FORi=1to 6 DO

¢;= addc.cc.u32(c;,0)

. END FOR

. c7=addc.u32(c7,0)

WK 5 fioR, A Curve25519 [ (153 1 K a%
BRIE LR FE . 6T Curve25519 R IEE U e A
(B RBECRIN S V7, SeREMZmaiie 22 3 (1)
F(3)o HIE 2 XN 5 REEQ), ¥ 512 R
Jeik s WL WA 256 LkE. SLRQ)MIB), EEEM
XEFE 1 PR AR AT A k. R I, B
Curve25519 M RHERR NS B8 =, N E 58K
WL L ERE, BARXT N 5 AP B (2)F1(3) .
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Step (1):

Co C

+ +

@ @, @ @s

Curve25519 Reduction with PTX ISA

Cs (]

|<38 (680,380} 050 |

||

|| s | i
G

madec.lo(hi).cc.u32()

Step (2):
, as the last bit

(carry|Case):

2

Step (3):

S+ +
o 1o

+

ercarry<<l,using

)
II‘II‘II‘I_IRI_I_‘II‘I ‘_I_
6 a6 &6 a6 G 6

The most
significant bit C,;,

0=
J

+

“l 0 ll addec.cc.u32()

5 ETF PTXISA g

) Curve25519 27T

Figure 5 Curve25519 Reduction with PTX ISA

3.2.2 Curved48 S 2490

M ELTF Curve25519, Curved48 1R 296 5 N
Bk, KB C=AXB W, (4P E R C 1
28 A 32 L E L, L 896 LhEE. 5
Curve25519 KL, Zriimfe E e 896 LLRF C 4y
A 448 LR K.

C= Zc 23 Zc 23 +Zc 2% (mod p) (14)

i=14 i=0
Curvedd8 1, p=2%" _22* 1 W

2% =224 11 (mod p) (15)

Wi FRTREAS), SR04 BT AL, TR
AR, AT RS QP& T

24 I 3 6,2 S,
i=14

20
32i 32i
ZC 2 _ch+l4 DNy

(16)
i=14 i=7

Lﬁﬁ(lS)XﬂLiﬁizu%qﬂ%—$ 248 It —
Ak, A IR LIS R RE(17):

13
— 32i
C= Z (€ +Cyg +26,44)27
i=7

(17)

2321

+ Z(Ci +Ciiyg  Ciiap) (mod p)

i=0
W T 7) 5484 adde.cc.u32, AICKG LN
THE3, KR C I 896 LUK FE LIk 448 Hz%,

[ I 1] B AR BRI ERT. carry, RBECLIRFFTE 2 LUky
KIEW; 7E Curvedd8 ITASERAEH, oy /B 1 Hks
KPEREAL . ARIEITRE(1T), AL AT MK 3Ry
REVEAT 2030k

C= icllm +carry x 2%

i=7

(18)
6
+>°¢;2% + carry (mod p)
i=0
FL¥5 3.Curvedd8 KX 896 LLFFF 448 LLFFLY
27
N 896 HLAE KR €= 2%, Hip

i=0

¢ 6[0,232);

13
finth: 448 LLAF KEHLC=) 2" ¢, 55 carry,

i=0
Hrre, 6[0,232);

carry =0
FOR =0 to 6 DO
¢; = addc.cc.u32(c;, Ci+14)
END FOR
FOR =7 to 13 DO
¢;=addc.cc.u32(c;, ci+7)
END FOR
. carry = addc.u32(0,0)

© N oUW~
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9. FOR =0 to 6 DO e, E[0,232)
10. ¢ =addc.ccu32(c;, cisa1) B
1. ENDTOR il 448 LLAF KRN C=) 2%, Hoh
12. FOR =7 to 13 DO =0
13.  ¢;=addc.ccu32(c;, cit14) ¢ e [0’232)
14. END FOR
15. carry = addc.u32(0,carry) L. carry =0
16. FOR i=7 to 13 DO Curve448 7 £33k
17. ¢;=addc.cc.u32(c;, cig) 2. ¢cp=add.cc.u32(cy, carry)
18. END FOR 3. FOR =1 to 6 DO
19. carry = addc.u32(0,carry) 4.  c¢;=addc.cc.u32(c;, 0)
5. END FOR
KA, BATEEE 4 SLERILR IR fr 6. c7=adde.cc.u32(cr, carry)
%K “Curvedd8 PERILIEEAE". 5 Curve25519 % ; FOR "zgdt: 13 D?z( )
N, e o s R \ . c¢i=addc.ccu32(c;,
BEQT AL BRI 5 — M7 VL — 2, RIRE AT BAFE AN ik 9 END FOR

K7 carry SEAAAERG DL F, AT RS Curvedd8 (7.4 10. carry = adde.u32(carry. 0)
‘032%7%1?, 1%iE‘g'/l\g£%%TEl‘é’\#ﬁg/‘]ﬁiﬁ’fj carryo E:Ej:ﬂ;ﬂ—‘_% Curved48 ﬂ%’fié@\ﬁﬁ

SHE 4. Curvedds WIEN RO 2y ai e [ 6 1, AT Curvedds SEMIOLIRIE

N 448 tlzf%j:i'fgi&zc:izmci 5 carry, HIR(DAI2), SEILT Curvedd8 KEEHGRLCE TN
i=0 L C 120k LIRS 3, B a5 F N 896 Lhiy

Curve448 Reduction with PTX ISA

| Cl: cye16,65¢465C6 | | C2: ¢4C400C10C11C12C13 |
Large Integer + +
Addition with | (3 €14615€16€17€15C10C20 | | (31 €1461516€17€15C10C20 | i
addco52) [

+

; R |
| CA: €510C23€24C25C2Car | | C4: €51C0€23€24C25C26Car |

-I - Step(1)

[ camy>
+ .
| C4 €31630633C24C25C26C 7 | Il__o__!
Il cem>
Large Integer + + |- :l- _
Addition with -| | carrijOOOOO || carryOOOOOO |0 1
addc.cc.u32() ‘ -— TI_ -
== == I Step(2)
| carrp000000 || carryo00000 ]
I cam > I
C=C1:C2:C3:C4;

C is 28-integer ;
C1(C2,C3,C4) is 7-integer.

6 Curvedd8 HLLIZLFRIZE
Figure 6 The Curve448 Reduction
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219N 448 LLRFSHENT carry; BIRQ), B 5Ek
AL carry 2108, 1B 6 3, BEATWRE B nedE,
A LASE LI carry. LI, LI Q)[FIRE S HE
S F RAEHOINOR)IE AT 200k K2, Curved48 (1)
PRI L JRARAE T, EANKRISHIRSINEE, 5
EINTCK, BAT R IR Mo (B
3.3 HhEIhLZ =5k

AICAEH Montgomery B £ 5772 (Montgomery
Ladder)SHl X25519 5 X448 M5 2 br ol ik .
Montgomery B BiETHE bR ey, vhE I K[ e,
AT R, HAIMEHNIdife . £ GPU ‘&
b, S X25519 5 X448 S H W i Sk 1 5 SR A
hn BRANER RO IC B A7 A 1 AR S A PR R TR B
ITHR . fEAN MR BT T, AT
SIS I R A A BRI VL I AT IR, LA SR AT
B 11 ik /D i I 8 PR Y, 489 % 1) 2 5 R o
DLIA 21 78 43 R 25 A7 D B mn SRV EMERE I H 1) .
Bk 5, 05 22 IR, PRI INE 2 mad.lo(high)#
AR Nk, fr AR SRR — B, )
R ARG T — MR 5 — MBI GRE, BRE A R0R
RIS I PATECR . B R R, e
EHARAR R, H a24 IATHRIR, IR a24 BAPAER)
GPU MR AEH, HBLE @ U7 M 3. a24 1E
X25519/448 HAREAHA:

(486662 —2)

X25519:a24 = =121665

X448 g4 = 13632622)

HE— 2, AR, ERFIEN a24 16
Curve25519 5 Curve448 £y Jy e {d, #7H — ik
RN 2 17 LR, WfE PR 22 th, Aahsi
P58 # 11] (256-bit X 256-bit+256-bit) Fe b 5%, A
TEMLAL R K HE BT NG C=A XB+D T, FIR a24
R EL B AT AN E BB boo BERS, B H0TE 4
X(by, - b)KE RSy, 193] A Xby TSGR, 4l
PR ¥ 5 hn vk 55 4 X bp+D; H i, AT
Curve25519 [JHER ARG, BT 153 2034 83
/) 1B RA N R

=39081

Bk 5. T Montgomery BRI X25519
L5 X448 EAH R AL

N n LR K FEMIbR R k SRENLS P ) x-2
bR u

By kP 1) x AR
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1. x/=u; x,=1; x5=u

2. z;=0; zz=1; swap=1

3. FOR i=n-1 to 0 DO

4.  k=(l>>)&1

5. swap=swap @ k;

6. (x2,x3) = cswap(swap,x2,x3)
7. (z2,z3) = cswap(swap,z,,23)
8 swap = k;

9. tmp0=x3-=z;

10. tmp] =Xr—2Z)

11. X2 =Xr—2>2

12, z,=x3tz;

13. z3=tmp0Xx,

14,  z,=z,Xtmpl

15.  tmp0= tmpl2

16. tmpl = sz

17. X3 =2z3tz;

18. Z)=Z32Z)

19.  x;=tmpl Xtmp0

20.  tmpl = tmpl—tmp0

21. Z) = Zzz

22, tmp0=tmpl X (a24+1)+tmp0
23. X3 = X32

24, z3=x;Xz;

25. z;=tmpl Xtmp0

26. END FOR

27. (x2,x3) = cswap(swap,x2,X3)
28. (z2,23) = cswap(swap,z,,23)
29. return x, X (z)

oA cswap KA kAL, SEELIERE R AR
IE S AR 2, A SO STRR[ 10134 (1) 7 28 58 il 1%
PRE T RE

4 TERETA

A E YRR X25519/448 43 MIEPi A GPU 1
G s s R, IS AL SCER AT MR T L. B
I TR GPU TX2 E4HTE41E A,
2P RN I GPU SEB - & (BT 5 A1 S 5
Wi,

*2 REAKGPUTFAER
Table 2 Configuration of Desktop GPU Platform

25 R iRt

e CPU Intel Xeon CPU ES5-2690 v2 @ 2.10GHz
GPU GeForce GTX 1080

! BIERSE Ubuntu 16.04

T Hik CUDA 8.0
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41 TMER
AT 5 #E S A% Diffie-Hellman 254 0 i B
(1] X25519/448 KA1 miFeF L. AT EE N7
I GPU 1 REREAT VT
o FrnPERE: EKOR GPU HLIN RN SE R X25519/
448 AP R R B H i
o FER: N X25519/448 fE GPU T4 L, Mit
87 BN i e TR e R T S
FI, £ GPU VP&, sy
Wi SRRk e, ARG R

M

« REEHC T GPU A% R H(kernel) T 4 AE
SR, R X R R
o AU RORREANEREYOD, R
FEd
o FATRSE/ZRE: CUDA ZFerh, wl il ik
(EREE TG
SRR, Bk AN GPU TX2 “E &,
CPU 5 GPU JLEAAF M4 ME, AT “CUDA
4% UL 17 (Zero Copy)” HiAR, 15 E3# 1194 4745 VU7
AL GRS L, PERE KL M 1.5%.

#3 ETGPU FARRMAEIEE
Table 3 The Peak Performance of Scalar Multiplication on GPU Platforms

VLSS FH LR RANFAEA (AL IS8 i it (ops/s) EHT (ms)
X25519 GTX 1080 20X 896 72 20X 896 2,860,412 6.26
X448 GTX 1080 20X 512 127 20X512 357,944 28.61
X25519 #ix A3 GPU TX2 2X768 40 2X768 155,459 9.88
X448 A GPU TX2 2X384 80 2X384 17,909 42.88

HHT X25519 LW ERUD, B iR GPU # 47
AU, A PR A TR X T
SUHIZE GPU GTX 1080, ANSCLE i iR Az 20 X 896
IS PEREIEAE, 4 2860 kops/s, LI TRIZERT /) 6.26 ms.
R4 7, nTLATR SN, BE A A5 e i ok A w1 K
X25519 1 1 68 ik B W A{H 2 Hr, %E B AR AR g
(5.76~6.26 ms); “ifKEE N 20X 1024 B, HT &
ARVHEANE, HdE MtER” BN AAh, SEEERE
B, SEIRIIN. 7EAR GPU TX2 ', HT-%4¢
AR TR, Y A RO R R 2 X768,
PO K AT 240 A 40 N, SR EI P R B X 25519
PERE IS B B Kk, b 155459 RERVEGRD, TR
9.88 ms. WK 8 AR, kA GPU TX2 1, B 11k

VESRECEIGIG N, AP REAWTIE N, A BEE)S, R
FER T2 A7 2 v A PR, 7l kA 2x896 LU
RS, At PERE IR N R, GEm EL R Ries.

T X448 Bk, RRFHURON, B e E Ik
FH AN R FE S, BEE T SR BCE AN T K, 5%
TR GPU Z5 4745 F & Mg & o0 5t I 78 AN
MGG Wl 9, MBI R AL X448 FUREE
h 20x512 I, PEREAEIA B 357944 ops/s, LENT
b 28.61 ms. [AFEFE TR A GPU TX2, WiskEiE
h 2x384 I, TEAEISFIWE(E 17909 ops/s, LEIA
42.88 ms. UMM RRIA BIWAE 5, i R B
PRSIy, I RE PRI R, A I A 2 K
PR K

X25519FF 5 AT} X447t 5 4Lt
3500000 85 400000 124
3000000 3(5’ 350000 104
— 2500000 70— 5 00000 o4
3 V2 % 250000 2
£ 2000000 65 & &
= 1500000 e E o 200000 64 =
& 55 = g 150000 u ¥
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Figure 7 The Impact of Batch Size on Performance of Scalar Multiplication with GPU NVIDIA GTX 1080
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Figure 8 The Impact of Batch Size on Performance of Scalar Multiplication with GPU NVIDIA TX2

4.2 THEEEXTEE
R R S Rl R 5 LAt A e SCEREA T M RE LA,

Y SIS G280 7 =2K: CPU ¥4 . FPGA F

Xeon E5-2620 v2 PEREAHLL, HIET OpenSSL %44
JEEFRIERE A 160 kops/s, TiASSCHR 3L T DB 10 FL
LAWK GPU TX2 P15, &% 155.5 kops/s, 14
REIA 2 H 97%, HIUFEA A% CPU 11 1/10,

H L GPU V. 5V EATIERE T, ARYE-F
GRS IR BEA SR % GPU 8k AxX GPU
() 512 56 4 SR B AT X L o 24 Wi AH 26 SOk 3 B ok v
Curve25519 {14 11y 3 F SEBR, RF T PR 2O K1
Curved448 [T LE R R 6k
42.1 L5 CPU F&EHATHH

OpenSSLIE —AN 5 3 (1) 2 A 5 32 7 J2 6 )
JE, JERLT X25519 55 X448 SR k. fER
2% GPU SEZ-F&, MM CPU 45 Intel
Xeon E5-2620 V2, MK S #Ed, FHATIT)E 24 &
B, 192] X25519 A PERELI A 160 kops/s, X448 77
- PEREHR 18.6 kops/s. ASCAE GTX 1080 V& I,
Curve25519/448 L VERES o OpenSSL 1 fE [
17.8/19.2 f%. Armando 24P Ufi ] AVX2 $§4-1F Intel
Core i7-4770@3.5GHz V& 58I Curve25519
MEIRE, FAKTERE D 156.5X 10° AN b J& 31 52 %
A ST, A PEREZI N 89.5 kops/s, TG
FARAE GTX 1080 & LI PEBE

7t Jetson TX2 Eff CPU ARM AS57 LigfT
OpenSSL %% 5 & 3% Ml X §§ 4 openssl speed
ecdhx25519/448, FFIFJE PUAN LRI K 4 ]
LIRR)], Ak AT GPU | Curve25519 FiPEfE &

4 MEXCEAYMERERT LE

Table 4 Performance Comparison with Related Works

‘ - LN
itk T g
(ops/s)
Quad ARM A57 Curve25519 18331
" (4 1) Curved48 3985
OpenSSL!
Intel Xeon CPU Curve25519 160803
E5-2620 v2(24 £6F2)  Curved48 18632
Bernstein 24144 Cortex-A8 Curve25519 1517
y Core i7-4770@
A¢c[35]
Armando 5§ 3.5GHz Curve25519 89456
Philipp %134 FPGA Zynq-7030 Curve25519 10869
Mahe 250¢ NVIDIA GTX Titan ~ Curve25519 524288
Pan %5 NVIDIA GTX 780Ti ~ NISTP-256 929000
B3/ e EE R NVIDIA GTX 780Ti  Curve25519 1388400
NVIDIA GTX Titan ~ Curve25519 1394031
AL NVIDIA GTX 780Ti  Curve25519 1588809
#iEiZ% GPU  NVIDIAGTX 1080  Curve25519 2860412
NVIDIA GTX 1080 Curve448 357944
A3 Curve25519 155459
Ak gpy  NVIDIATegra X2 eaag 17909

5 CPU &ML, GPU HMEREILFA T 2 17 AL

] &/ ARM CPU I OpenSSL 1EfiEf) 8.5 1%,
Curve448 7 PEGE 4 I OpenSSL [1] 4.5 1i% . Bernstein
s ] NEON f54 4k, FIH#k AL CPU Cor-
tex-A8 HUZ SN X25519 573%, S8R IR i e/ 5
L 527102 ASIRR I, kw4 R 1517 IR 3f
e, g JRMEHE) T B U RGs 5, PEREAS B AR S
ARG 1200 51— 5k #4 CPU Intel

KEMIEZL, F, ZE%] GPU PR,
IR RN AAE BRI T K. GPU BAFAEER
BRIk R, X T GPU EARARIE K, (H2&7E
Sp N, LA B L A I AN
SPIU P gEne, e HERN . did B,
GPU -V & % KRR s S SR I, AR LE T35
AESAT IR CPU, RATBKIITEREIL S
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422 5 FPGA F&BHTH L

FPGA X R vl guf I 1S, A& —Fhme il
P, REAR G B TR, TR 5 R AT 4 R s
IR HOAT BRI 5, ) V2 N T s S 4
Philipp % PYH&, HAE Zyng-7030 T & LSzl
Curve25519 fSIRAERS 4 92ms, 75t 10.8 kops/se
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Eix A3 GPU TX2 AT LR, A3 TX2 et i
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T e Rk S 3 N .
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OpenCL X} GPU #AT I k&, AREW R H GPU i
IR, ASCAER] PTX ISA F54%) KB B ek 505
PR L9838 4y AT AR A i, £EPERE B B
#, Pan PG GTX 780Ti |, 52F1 929 kops/s
PHETE, S H AT ORI NIST Hh£k disfe st i 4f
R ETHMEFE GTX 780Ti, A P AEIA #
1588 kops/s, A Pan Z¢ APEREM) 1.71 £, Xt T4
SCIEFE T N2 A AU Curve25519 51k LUK %
SOVESEBLRRE AL « R IE 0 RIFEE GPU GTX
780Ti V& FSZBL X25519 5k, PEAEIAE] 1388400
ops/s, T AHFIISLI V&, O PR & A S
87%, ASCIIPLH EBAE T DE X Curve25519
PR LR EE A, LR SR SESE I, G
RO FOP IR, WD TR R AR .

AR AR AT 0 b, AR Schghn T 3
TARX GPU TX2 “FHERSEHg . #5 A RK
GPU A7 28 % k- LA & CPU 5 GPU JL= 751
it ol, ASCEE > MR RO IFATRE, T <%
P07 WNAFEARSEA T &, 7E KBRS 45,
SR g BIGSEI S8 M TRE Y GPU, i)k
A GPU HATH & s fe sl . Se 3mSRk
GPU 5258V G LA 400W (GPU 250W + CPU
150W), Mk AT GPU TX2 ThFEZ1 AN 10W, it it
ST, B RERIE LR, BTSN GPU TX2
ST 1Y) X25519/448 PEREZ) N S GPU 1080
(12 s, HA B3 RERLLLARH .

WX g ORI, BT A GPU P&,
AR SClR, A0 Curve25519 sigfescib 45 K A E
KIPEREOLH, HHO0E TRk, HAThiL,
AR R I SCHERIRIE Curved48 [14E GPU - & L i et
e R
5 B

76 TLS 1.3 g b HE K 50, 06 0wk
RE M 22 A PER Curve25519/448 gk, DGRk
B UAS T ST AT A3, ] CUDA PTX
ISA $84, 45 il 3 T VU Rl S8 B 1R T Ak 3 25 50 S
X25519/448 AW is pRI KL, A e 22 4 SR ) BE Atk
b, BB EEREOL A BTzl X25519/448 7E
RN GPU GTX 1080 iAF|BEFP 2,860,412/357,944
W, 1k AN GPU Tegra X2 L ik 2| & #
155459/17909 X, TEfeiiz it CPU. FPGA Hl[A]2E
GPU ¥~ & 581,

AR, FRATTRE DG 2 AR 73 58 R R I S I 3%
AR E, LA Him Pk Re 2544 50 2 5025, L
4 BdDSA(Edwards-curve Digital Signature Algorithm)
£
B REARHFAES ARAATFENENR
BRPEARAR” No.61772518). “R_TFHATFE&FA
T/Ffemik By SR ELIT FHRRKAR” No.
61902392)f E R & AL T XML Z A 22T L+
R CRTEZHBH KOS LKW FBIRS L %
HARiX A6 K AEFAR” (No.2017YFB0802100)% A L 49
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on Communications and Network Security(CNS).

S35 3k

[1] Lochter M, Merkle J. Elliptic Curve Cryptography (ECC) Brain-
pool Standard Curves and Curve Generation[R]. RFC Editor, 2010.

[2] Merkle R C. Secure Communications over Insecure Channels[J].
Communications of the ACM, 1978, 21(4): 294-299.

[3] Boneh D. Digital Signature Standard[J]. TELECOMMUNI
CATION ENGINEERING, 1995:158-159.

[4] Mahalanobis A. Diffie-hellman key exchange protocol, its gener-
alization and nilpotent groups[M]. Florida Atlantic University,
2005.

[5] Koblitz N. Elliptic Curve Cryptosystems[J]. Mathematics of Com-



AR 25 LT GPU [ X25519/448 551 1 440025 1) ek S

[10]

(1]
[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

putation, 1987, 48(177):203-209.

Miller V S . Use of Elliptic Curves in Cryptography[C]. Lecture
notes in computer sciences 218 on Advances in cryptol-
ogy---CRYPTO 85. Springer Berlin Heidelberg, 1986.

Harkanson R, Kim Y. Applications of Elliptic Curve Cryptography:
A Light Introduction to Elliptic Curves and a Survey of Their Ap-
plications[C]. the 12th Annual Conference on Cyber and Informa-
tion Security Research, 2017: 265-271.

SafeCurves: choosing safe curves for elliptic-curve cryptography.
https://safecurves.cr.yp.to/. Jun. 2014.

Bernstein D J. Curve25519: New Diffie-Hellman Speed Re-
cords[M]. Public Key Cryptography - PKC 2006. Berlin, Heidel-
berg: Springer Berlin Heidelberg, 2006: 207-228.

Langley A, Hamburg M, Turner S. Elliptic Curves for Security[R].
RFC Editor, 2016.

Openssh, http://www.openssh.com/index.html, 2017.

OpenSSL: Cryptography and SSL/TLS toolkit.. https://www.
openssl.org. Sept. 2020.

Rescorla E. The Transport Layer Security (TLS) Protocol Version
1.3[R]. RFC Editor, 2018.

Zhao Y, Lin J Q, Pan W Q, et al. RegRSA: Using Registers as
Buffers to Resist Memory Disclosure Attacks[J]. ICT Systems Se-
curity and Privacy Protection, 2016: 293-307.

Shun Y, Dantong Y. PhiOpenSSL: Using the Xeon Phi Coprocessor
for Efficient Cryptographic Calculations[C]. I[EEE International
Parallel and Distributed Processing Symposium, 2017:565-574.
Zhao Y, Pan W Q, Lin J Q, et al. PhiRSA: Exploiting the Comput-

ing Power of Vector Instructions on Intel Xeon Phi for RSA[C].

International Conference on Selected Areas in Cryptography, 2016:

482-500.

CUDA C++ Programming Guide, https://docs.nvidia.com/cuda/
cuda-c-programming-guide/. 2017.

Stone J E, Gohara D, Shi G C. OpenCL: A Parallel Programming
Standard for Heterogeneous Computing Systems[J]. Computing in
Science & Engineering, 2010, 12(3): 66-73.

Antao S, Bajard J C, Sousa L . Elliptic Curve point multiplication
on GPUs[C]. [EEE International Conference on Applica-
tion-specific Systems Architectures & Processors, 2010: 192-199
Antao S, Bajard J C, Sousa L. RNS-Based Elliptic Curve Point
Multiplication for Massive Parallel Architectures[J]. The Computer
Journal, 2012, 55(5): 629-647.

Bernstein D J, Chen H C, Chen M S, et al. The bil-
lion-mulmod-per-second PC[C]. Workshop record of SHARCS.
2009: 131-144.

Leboeuf Karl, Muscedere R, Ahmadi Mahdi. A GPU implementa-

tion of the Montgomery multiplication algorithm for elliptic curve

cryptography[C]. 2013 IEEE International Symposium on Circuits

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

73

and Systems, 2013: 2593-2596.

Bernstein D J, Chen T R, Cheng C M, et al. ECM on Graphics
Cards[M]. Advances in Cryptology - EUROCRYPT 2009. Berlin,
Heidelberg: Springer Berlin Heidelberg, 2009: 483-501.

Harrison O, Waldron J. Efficient Acceleration of Asymmetric
Cryptography on Graphics Hardware[C]. Progress in Cryptology -
AFRICACRYPT, 2009: 350-367.

Jang K, Han S, Han S, et al. SSLShader: Cheap SSL Acceleration
with Commodity Processors[C]. NSDI. 2011: 1-14.

Code C. Fast GPU Based Modular Multiplication. https://on- de-
mand.gputechconf.com/gtc/2014/poster/pdf/P4156 _montgomery
multiplication CUDA_concurrent.pdf.

Solinas J A. Generalized Mersenne numbers[M]. Faculty of
Mathematics, University of Waterloo, 1999.

Man-gui L 1. Study on Public Key Infrastructure in Support of
Public Key Cryptographic Algorithm SM2 based on Elliptic
Curves [J]. Information Security and Communications Privacy,
2011, 9: 78-80.

Pan W Q, Zheng F Y, Zhao Y, et al. An Efficient Elliptic Curve
Cryptography Signature Server with GPU Acceleration[J]. /EEE
Transactions on Information Forensics and Security, 2017, 12(1):
111-122.

Zheng F, Pan W, Lin J, et al. Exploiting the potential of GPUs for
modular multiplication in ECC[C]. International Workshop on In-
formation Security Applications. 2014: 295-306.

Bos J W. Low-Latency Elliptic Curve Scalar Multiplication[J]. In-
ternational Journal of Parallel Programming, 2012, 40(5):
532-550.

Szerwinski R, Giineysu T. Exploiting the Power of GPUs for
Asymmetric Cryptography[M]. Cryptographic Hardware and Em-
bedded Systems — CHES 2008. Berlin, Heidelberg: Springer Berlin
Heidelberg, 2008: 79-99.

Diill M, Haase B, Hinterwélder G, et al. High-speed Curve25519
on 8-bit, 16-bit, and 32-bit Microcontrollers[J]. Designs, Codes
and Cryptography, 2015, 77(2/3): 493-514.

Koppermann P, de Santis F, Heyszl J, et al. Low-latency X25519
Hardware Implementation: Breaking the 100 Microseconds Bar-
rier[J]. Microprocessors and Microsystems, 2017, 52: 491-497.
Faz-Hernandez A, Lopez J. Fast Implementation of Curve25519
Using AVX2[M]. Progress in Cryptology -- LATINCRYPT 2015.
Cham: Springer International Publishing, 2015: 329-345.

Mahé, J.M. Chauvet. Fast GPGPU-Based Elliptic Curve Scalar
Multiplication[EB/OL]. JACR Cryptology ePrint Archive, 2014:
198.

BRAGIE, S, et al. Curve25519 Al i 2k ¥ GPU s 52
[Cl. 32 APM i H PR HARE W= 16 L 2017: 122-127.
Hamburg M. Ed448-Goldilocks, a new elliptic curve[EB/OL].



74

[39]

[40]

[41]

[42]

Journal of Cyber Security 15 % 42441, 2020 4 11 H, B 5%, 6l

1IACR Cryptology ePrint Archive, 2015: 625.
Nvidia tesla v100 GPU architecture. https://images nvidia.
com/content/volta-architecture/pdf/volta-architecture-whitepaper.
pdf. 2017.

Dong J K, Zheng F Y, Pan W Q, et al. Utilizing the Dou-
ble-Precision Floating-Point Computing Power of GPUs for RSA
Acceleration[J]. Security and Communication Networks, 2017,
2017: 1-15.

Nvidia Corporation. Nvidia Tesla P100 whitepaper. https://www.
nvidia.cn/data-center/resources/pascal-democratization-whitepaper/,
April, 2016.

Nvidia Corporation. Parallel Thread Execution ISA Version 6.0

BEiE T 2014 T PY AR A AL
Bl R AG Tof e . Bl
B Aoy e S T REWEFU B I 4 a8 ) e e e
b B T 2 W ST AT BT
GPU (¥ AE R PR i S35 2 e iy I S B
Email: dongjiankuo@jiie.ac.cn

IR T 2009 4EAE B RF L BEF A AR BT
i B2z ALV 3R 1 2247 BT A E Rl 2
Bedes B ARSI 03 o IF ST AT A S
e e SV NIVA e A T WA LS N
ETHEN WG RGN H o Email: lin-

jinggiang@iie.ac.cn

[43]

[44]

[45]

https://docs.nvidia.com/cuda/archive/9.0/pdf/ptx_isa 6.0.pdf. Jun,
2017.

NVIDIA C. Nvidia tesla v100 gpu architecture. https://images.
nvidia. com/content/volta-architecture/pdf/volta-architecture-
whitepaper. pdf. Aug, 2017.

Bernstein D J, Schwabe P. NEON crypto[C]. International Work-
shop on Cryptographic Hardware and Embedded Systems.
Springer, 2012: 320-339.

Dong J, Zheng F, Cheng J, et al. Towards High-performance
X25519/448 Key Agreement in General Purpose GPUs[C]. 2018
IEEFE Conference on Communications and Network Security (CNS),
2018: 1-9.

MEAZE T 2011 AL FEBREBARR 3R
fHef A, 2016 SRAE AR R BEE B K2R
SRV AT R 27 o DU LR
S T RERT ST B BEE ST B3 o W5 0k
DR NS G =R o A 1 o 12 7 N

Email: zhengfangyu@iie.ac.cn



